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MporpammupoBaHMue KJIOUG NPU NOMOLLM
Guardant API

B ogHOM M3 mpeaplaylInX YPOKOB OB pacCMOTPEH MOPSIAOK AeHCTBUI, HEOOXOIUMBIX IS
3alKUCU MACKU B 3JIEKTPOHHBIN KJIIOU MIPU TMTOMOIIU CTAHAAPTHON YTUIUTHI ITpOTpaMMUpPOBa-
Huda xmouert GrdUtil.exe.

HMHorma 3ToT crmocob mporpaMMUpPOBaHUS OKa3bIBACTCS HEYITOOHBIM WA HETOIXOASIINM IS
pa3paboTunkoB. [IpyuamHLI, 10 CyTH, ABE:

e Hanuume «imiiHero» yHKUMOHAaNa B cTaHAapTHoU yruaute Guardant (B ciydae, Koraa
VTUINTA UCIIOJB3YETCS COTPYIHUKOM, OCYIIECTBIISIONINM IIPEAIIPOTAXKHYIO ITIOATOTOBKY
KJII09a, HaJIM4KMe OOJIBIIIOrO YKCiIa BJIEMEHTOB YIIPAaBICHUS «HA BUIY» 4acTO IIPUBOIUT K
CJIOKHOCTSIM B OCBOGHUM, WIIU JaXKe TTOPOKIAET OIIMOKHN)

e [loTpeOHOCTD B IOIMOJHUTEIbHON aBTOMAaTH3allMM Mporecca (popMUPOBAHMS U 3aIlIUCHU
MacOK WJIM €ro MHTErpalliy B IPYTrue CUCTEMBbI

Torpa 1 Bo3HMKAaeT HEOOXOAMMOCTh B HAalIMCAaHUU COOCTBEHHOW YTUJMTHI IIpOTpaMMUpPOBa-
HUS KJIIOYEN.

B naHHOM ypoke OyaeT pacCMOTpeH Ipoliecc GOpMUPOBaHUS U 3alMCU Macku B Kitod Guard-
ant Sign Net mpn momorntn Guardant API. TTogpasymeBaeTcst, 4To 6a30BbIe HAaBBIKH 1O paboTe
¢ Guardant API yxe momydeHsI (cM. ypok 3.1).

B kxauecTBe OCHOBBI UCMIOJIB3yEM MOAUMDUIIMPOBAHHYIO Bepcuio 61binoreku writemask, mno-
CTaBJIsIEMyIO B cocTaBe mpuMepoB ITo padbore ¢ Guardant API kxomruiekra paspabdorunka. Ee
HUCXOMHBII KoI Ha s13bike C++, a Takke CKOMITMIMPOBaHHAsI BepcUsl (JJIsI BbI3OBAa M3 APYTUX
SI3bIKOB MIPOrpaMMUPOBAHUsI, B YaCcTHOCTU, Delphi) pacroyioxXeHbl B AUPEKTOPUU:

$DEV_KIT%\Samples\x86\Win32\Miscellaneous\WriteMask\Lib

Mocne o3HaKoOMMEHWst C AaHHbIM YPOKOM peKoMeHayeTcs obpatutb BHMMaHue Ha npumep Dongle Trusted
Remote Update. Moaynb vendor yka3aHHOro rnpuMepa COAEPXUT 06pa3eL], UCMO/b30BaHUS OPUrMHANBHON
Bepcum 6ubnmotekm writemask (Ha s3bikax Delphi n C++).

chonbayemue TepPMMHbI 1 o6o3HaueHms

Macka knroua — o6pa3 naMmsITu Kiaouda (COBOKYITHOCTb BCeX IMoJielt MaMsITH U UX COAEPKUMO-
ro), coxpaHeHHblii B 0a3e naHHbIX GrdUtil uau B Buae otaeabHoOro daiina.

3awmiyeHHan auekKa — 1oJjie B KJIode, 3alllUIleHHOe anlapaTHBIMM 3allpeTaMy Ha YTeHUe 1
3aIliCh 1 0o0JIafalollee ONpeaeeHHOM CTPYKTYpoii. B 3aluIeHHbIX sS9eiikax XpaHSITCs JaH-
HBIE, IECKPUIITOPHI alllIapaTHBIX aJITOPUTMOB, Ta0IMIIA TULICH3UIA.

[AeckpunTop anropMtMa — pa3sHOBUIHOCTD 3allIUIIEHHON SYeiKM, comepxKaliast XapaKTepH-
CTUKM, PEKMMbI UCITOIL30BaHMS, a TAKKE OIIPEAC/IMTEINb allllapaTHOTO aJIfrOPUTMA.

OnpegenuTenb anropuTMa — K04 mubpoBaHus, OAUH U3 OCHOBHBIX 3JIEMEHTOB arapar-
HOTO aJIrOpUTMa.



O6uiee onucaHMe NpoLecca 3anucu MAacKu

CraHgapTHBIN MOPSIIOK JECTBUI, HEOOXOOMMBIX IJISI 3alIUCHM MAcKU B DJIEKTPOHHBINA KITIOY
Guardant, BEITJISIAUT CAEAYIOIINM 00pa3oM:

e [louck (GrdFind) 1 BEIOOp HY>KHOTO KJTt04Ya (€CIM KItoUeit HECKOJIBKO)
e  dopmupoBaHKue Macku Kitoda (MCroib3yeM 0ubinoreky writemask)
e  Havano pa6otsl ¢ kitouom (GrdLogin)

o  Muunumanuzauusg namsatu (GrdTRU_SetKey)

e 3anuch macku (GrdWrite)

¢  VYcraHOBKa 3aIlpeTOB Ha OIepaluy ¢ NaMsThio Kioua (GrdProtect)

e 3aBepuueHue padboThl ¢ KiaouoM (GrdLogout)

Bce neiicTBusi mpou3BonsATCS NOKaNbHO (TO €CTh 3HAYEHUE COOTBETCTBYIOIIETO MapaMeTpa
dynxunit GrdStartup() u GrdSetFindMode() noxHO ObITE paBHO GrdFMR_Local).

Muaunuanuzamnus (04KMCcTKa) MaMSITH KJII04Ya BBITIOJHSIETCS TIpU mmoMolu pyHkumnii GrdTRU_
SetKey() u GrdInit(). [IpeumyiecTBo NepBoii B TOM, YTO OHA IMO3BOJIsIeT 3a1aTh Kitod TRU,
KOTOPBII HEOOXOIUM IJIsl AUCTAHIIMOHHOTO IIPOrpaMMMUPOBAHMS KJTIOUA.

ITocne MHHUIMAJIN3alluM MaCKa 3aIlIMChIBA€TCA B KJIIOY KakK OOBIKHOBEHHBIM JaMIl JaHHBbIX.

Pesynbprarom BeimonHeHus ¢pyHkunu GrdProtect() siBisieTcss He TOIBKO YCTaHOBKA aIlrmapar-
HBIX 3aIIPETOB Ha 3allMCh M CYMTHIBAHME ITaMSTH KJIloya (0 MOMEHTa OYepEeTHONM OYMCTKU
MaMsITh), HO 1 JIeTeKTUPOBaHME CaMMM KJIIOYOM ¢hakTa 3amucu Macku. MHbIMU ciioBaMu, 10
Bbi3oBa GrdProtect() nmonbiTka oOpalieHUs K ASCKPUIITOpaM aJITOPUTMOB B IMaMSTH KiIo4ya
MPUBEAET K OLIMOKe THMa «AJITOpUTM He HalineH» (34, GrdE_AlgoNotFound).

Hnsa dpopMUpoBaHUST MaCKM, KaK YIIOMUHAJIOCH BhIIIE, OYIET MCIOIb30BaThCs MOAUGUIINPO-
BaHHasg 0uomoTeka writemask.



Bu6bnuorexa writemask

B 6ubnuoteke peanuzoBaH Kiacc CWritemask, npenocrapistonmuii pyHKIroHaI (GopMUPO-
BaHUsI MACKM KJII04a ¢ y4eTOM MOJIEIN.

EnuHCTBEHHBI KOHCTPYKTOP Kjlacca MPpUHKUMAET 4 mapaMerpa:

CWritemask (
WORD wDongleType,
DWORD dwDongleModel,
BYTE *pAlgos Buffer,
BYTE *pAST buffer);

void

B nepBbie 1Ba (wDongleType u dwDongleModel) nepenatorcs Tun U Moaeab Kiwoda. DTu
3HAUYEHMUSI MOTYT ObITh moay4YeHbl U3 cTpykKTyphl TGrdFindInfo B mpolecce moucka Kirodei
¢yukmueit GrdFind(). Ha ux ocHoBe aBTOMaTn4ecku OyaeT BeIOpaH ¢popMaT MacKu, COOTBET-
CTBYIOILIMIA YKa3aHHOMY TUITY KJI0Ya.

B Tpetmii 1 4eTBepTHIN MapaMeTphl MePeIaroTCsT yKa3aTe/IM Ha 3apaHee BhlIeIeHHEBIE Oydephl
nmamath (B mpuMepe buf_mask 1 buf_mask_header, 11on Te10 Mackm U CTPYKTYpy €€ 3aro-
JIOBKa, COOTBETCTBEHHO). Pazmep OydepoB — 4096 Gaiit (Tak Kak 00beM SHEPrOHE3aBUCUMOI
naMaTH Kiirova 4 Ko).

ITocne oOGbsiBIeHUs 3K3eMILisipa Kiacca CWritemask, HeoOxonumo g00aBUTh HAOOp OECK-
PUIITOPOB C HY>KHBIMM XapaKTEPUCTUKAMM U COAECPXMMBIM. JlegaeTcs 3To mpu MOMOIIY OC-
HoBHOro Mertona kinacca — AddAlgorithm(), co3narolero B opMUpyeMoit Macke JeCKpPUII-
TOp U MPUHUMAIOILIETO Ha BXOA UH(OPMALIKIO, KOTOPas JOJKHA ObITh B HEIO MOMeIleHa:

AddAlgorithm (
WORD wNumericName,
BYTE byLoFlags,
WORD dwHiFlags,
BYTE byAlgorithmCode,
WORD dwKeyLength,
WORD dwBlockLength,
DWORD dwActivatePwd,
DWORD dwDeactivatePwd,
DWORD dwReadPwd,
DWORD dwUpdatePwd,
TGrdTime *pBirthTime,
TGrdTime *pDeadTime,
TGrdLifeTime *pLifeTime,
TGrdFlipTime *pFlipTime,
WORD dwGP Counter,
WORD dwErrorCounter,
BYTE *pDet) ;

[Mogpo6GHOe omucaHuWe IOJNEil AeCKPUNTOpa aJlropuTMa HAXOAUTCS B IjlaBe 3aliMLieHHble
Aauyeiikmn 2-ro toMa PykoBojacTsa monb3oBatenst Guardant. OObsIBIeHUST BCeX HEOOXOAMMbBIX
CTPYKTYp Y KOHCTaHT MOTYT OBbITh HailIcHBI B 3aroJIoBOYHOM paiie structures.h.

BcnoMorareabHbIMU MeTOoAaMu Kiiacca siBisitotcsi LMS_DET_Prepare 1 CODE_DET_Prepare
Onu cinyxaT I (OpPMUPOBAHUS OIpenesIuTeel 3allMIIeHHBIX sS4eeK Tulla Tabnuua
NMUEeH3MA U 3arpyaemblit Kof, COOTBETCTBeHHO. [IpuHLIMIT pabOTEl ¢ HUMU OyHeT pac-
CMOTpPEH Ha IprUMepe.

5



3anumMcb MACKMU B KJIIOY

Paccmorpum npumep 3anucu B Kitou Guardant Time Net macku, cocTosiieil M3 0OQHOTO a-
roputMa Tuma ECC160 u Tabauubl nueH3uii (sample.cpp).

1. Bnoxk unmuuanusauumu Grd APl n noucka Knouen

CHauasna BbI3bIBaeTCs 00K pyHkimii nannmanu3anuu Guardant API, Bkirovarommii (pyHK-
LIMIO TIOMCKA BJIEKTPOHHOTO Kio4a. [1pelnoaoXum, 4To K104 TOJBKO OAWH, U OIYCTUM 00-
paboTKY KOJOB BO3BpaTa (YHKIIWIA:

/= //
nRet = GrdStartup (dwRemoteMode) ;
hGrd = GrdCreateHandle (NULL, GrdCHM SingleThread, NULL);
nRet = GrdSetFindMode (hGrd, dwRemoteMode, dwFlags, wlype, dwlD,
wSN, byVer, wMask, wType, dwModel, dwlInterface);
nRet = GrdSetAccessCodes (hGrd, g dwPublic, g dwPrivRD, g dwPrivWR,

g _dwPrivMs) ;
nRet = GrdFind(hGrd, GrdF First, &dwID, &FindInfo);

Kotou HalimeH, nHGopMaius o HeM coaepxuTcs B cTpyKrypy FindInfo. Coszmaem ak3eMIuisip
knacca Cwritemask:

CWritemask wm(FindInfo.wType, FindInfo.dwModel, buf mask,
buf mask header) ;

2. MoaroroBKka onpeaenureniel AITOPUTMORB M TAGANLbI IMLLIEH3UN

Omnpenenurenem i anroputMa ECC160 gBnsieTcss ceKpeTHBIN KITI0Y KIIo4eBoi mapbl. OH
MOKET OBITh CTeHEPUPOBaH IIPU MOMOIIHX YTWINTHI IIporpaMMupoBaHus Kioueli GrdUtil.exe,
Jmbo crneuuanbHoro nHcTpymeHta ECC160_Pair_Generator.exe. B HailieM npumepe OH ObLT
00BSIBJIEH paHee KaK 0aliTOBbIA MacCUB.

Tenepp cozmaauM OIpeaeTUTENb A5 TAOJIUILIBI JIULICH3UIA:

// Pecypc KaxmoT'o MOIYyJiId YCTaHaBJIVMBAETCH PaBHBEM MAKCUMAJILHOMY PECYPCY
HaMIOEeHHOT'O CEeTEeBOTO KJKYa

wLANRes = FindInfo.byMaxNetRes;

// OBumii pecypc M OOVUH IOMOJIHUTEJILHEM MOIYJIb
pwModules [0] = wLANRes;
pwModules[1] = wLANRes;

// TIOOATOTOBKA OIPEeIeNIMTEsICS TabJIMLL JINIIEH3UMA
wm.LMS DET Prepare (

buf mask LMS det, // Allocated memory

LMS FLAG LSIZE 2BYTES,// LMS flags: 2 bytes/record (otherwise 1)
1, // Number of extra records (in fact, 2 modules)
wLANRes, // LAN Resource

pwModules, // WORD array of module sizes

&WLMS DetSize);



Moaynb Tabnuubl LMS — cTpyKTypa, coaepxKalliasl YUCao JULIEH3UA TOTO WU MHOTO KOMIIO-
HEHTa MHOTOMOJYJbHOIO MPUIOXEHUS (HOMEP MOAYJs, K KOTOPOMY JOJKHO OOpallaThCs
NPUIOXKEHUE, 3a1aeTCs MPU BbIMOJIHEHUU PyHKLIMK GrdLogin).

B nyneBom mMomyne Tadauibl LMS moikeH XpaHUThCS O6WMA pecypc Kiroda, Io3ToMy dhak-
TUYECKM B TAOJUILY JIUMLICH3UI MTOMEIAeTCs XKeaaeMoe YMCI0 MOAYJIeH TIII0C OJMH.

IIpu MCTIONB30BAaHUM CETEBBIX KJIIOUE BBICOKON €MKOCTH (K MPUMEpPY, ¢ HEOrpaHMYEHHBIM
PeCypCcoM JIMLIEH3UI ) 1 HEOOXOAMMOCTU CO3IaHMsl Moayiael B Tabauue LMS, 6onbliux 255,
Heobxoaumo 3aaaTh ¢iar LMS_FLAG_LSIZE_2BYTES. B pesynbrare, pazMep Kaxaoro Moay-
JIs B Tabuile OyneT 2 Oaiita (a He ONWH).

Moaroroeka onpeaenutensa sarpyxxaemoro koana

B xauecTBe MOMOMHEHUS IPUBENEM TTPUMEDP BBI30BA METOJA, MOATOTABINBAIOIIETO ONPENEIIN-
Teb 3alIMIICHHON sueiikyu Tuna 3arpymaemblit kop (nis kmodeir Guardant Code/Code
Time):

if ( FindInfo.wType & GrdDT LoadableCode )
{
// TOOTOTOBKA OIpPeNesMTesisd 3arpyXaeMoIo Koma
wm.CODE DET Prepare (

buf mask CODE det, // Allocated memory

1, "0112", // Sequence N, letter mask of Flash
USE WHOLE RAM, // RAM start address

USE_WHOLE_RAM, // RAM size

pPubKey4Verification,
pPrivKey4KeyDecryption,
&wCode DetSize) ; // Result determinant size

IToMuMo yKazartesiell Ha BBIIEICHHYIO MaMsITh, OTKPBITHIA M CEKPETHBIM KJIIOUM IBYX KITIOUe-
BuIX Tap (mist Bepudukamuu DI xoma m ero pacmmdpoBaHUS COOTBETCTBEHHO) M TIepe-
MEHHYIO JJIsI BO3BpaTa pa3Mepa IOoJIy4eHHOIO OIpeae/uTelis, IepeaaloTcs elle 4 mapaMmerpa.

JIBa 13 HUX OIpenesIsIioT pacloliokeHue 3arpyxaemoro koaa Bo Flash-namaTm ximoua. Beero
IIJTSI 3aTPy3KM Koma TOCTYITHHI 4 cekTopa 1mo 32K6. Kom MoxeT pa3zmemarses B 11000M MHOXKE-
CTBE IOCJIEeNOBaTeIbHO PACIOJOXEHHBIX CEKTOPOB (K MpUMeEpy, IIpU MOATOTOBKE OMNpPEaAe/IM-
TeJis I 2-T0 U3 3-X MJIaHUPYEMbIX 3arpykKaeMbIX aJITOPUTMOB, MOXHO 3a1aThb «1, “0112”», B
pe3yJibTaTe Yero Koj 3aiiMeT BTOPOIl U TpeTUlt ceKxTopa).

Hpyrue nBa mapamMeTrpa — Hadajo U pa3Mep ucroib3yeMoii RAM maMsaiTu — 3a1a10Tcsl 00bIu-
HbIM 00pa3oM. DTU aapeca MOTYT IepeceKaThbCs ISl aJrOPUTMOB, HE BBIMOJHSEMbIX OJHO-
BpPEMEHHO (KOTOpPbIE HE BbI3bIBAIOT APYT IApYyTa).

HeobxonrmMo oTMeTHTh, 4YTO COOCTBEHHO 3arpyaeMblii Ko He 3aIKchiBacTcs B MacKy. Io-
clie OKOHYAHMSI 3allMCHM MacKM OH 3arpyxkaercs Bo Flash-namsTb mocpeacTBoM BBI30Ba
¢yHkuumn GrdCodeLoad() u pasMmennaercs o agpecam, yKa3zaHHbIM B COOTBETCTBYIOILIEM Jie-
CKpPUIITOpE.



3. flo6asnenue AEeCKPUNTOPOR B MUCKY

OnpeaenuTte MoarotTosaeHbl. Ocragoch 100aBUTh HAOOP AECKPUINTOPOB B MACKY, YKa3aB MX
XapaKTepUCTUKH (B T. 4., ¥ yKa3aTeJIn Ha CO3AaHHBIC OIIPEACIUTEIIN):

// ECCle0 0x0000
wm.AddAlgorithm (0x0000,

nsafl ST III + nsafl ActivationSrv + nsafl UpdateSrv,
nsafh ReadSrv, rs algo ECC160, GrdADS ECC160, GrdARS ECC160,
dwActivatePsw, 0, 0, dwUpdatePsw,

NULL, NULL, NULL, NULL,

// LMS 0x0002
wm.AddAlgorithm (0x0002,
nsafl ST III,

0x000A, pDetECC) ;

nsafh ReadSrv, rs algo PI, wLMS DetSize, 0O, 0, O, 0, O,

NULL, NULL, NULL, NULL,

0x000A, buf mask LMS det);

B coBpeMeHHBIX KiIo4yax oOpallleHue K aJrOpUTIMYy IIPOMCXOAUT IO €ro T. H. YAC/IOBOMY
MMeHM, 0e3 MPUBI3KU K (DaKTUISCKOMY PACIIOJIOXECHMIO aJfOpUTMAa B MacKe (B IIpUMepe
0x0000 n 0x0002). D10 MO3BOISAET OOJIee TMOKO (POpMUPOBATH MACKY KJTIOUa.

OcTanbHbIe TapaMeTphl 3aAa10T (M0 HOPSIIKY):

HwxHee 1 BepxHee nons cnaros

Koa (Tvn) co3naBaeMoro AeckpunTopa

Pasmep onpepenutens

Pa3smep 6n0ka gaHHbIX, NpeobpasyeMbix C MOMOLLbIO anropuTMa

4 napons Ans cepBncoB (aKTMBaLMK, A€aKTMBALUKN, YTEHUS] 1 OBHOBEHNS)

YKaszaTenu Ha CTPYKTYypbl BpeMeHHbIX 3aBucuMocTen (Birth-, Dead-, Life- u Flip-time)

CyeTunk GP (CYeTYMK BbI30BOB)

CueTumk owmbok BBOAA NApOns Npu 0bpalleHnn K cepBucam

YKaszaTeslb Ha CO3AaHHbIVi paHee onpeaenuTesb anroputTMa

4. 3anucb MACKM B KJIOY

Crenyromuit 3Tanm — 3anMcb Macku B Kiiod. [Ipu co3mannm coOCTBEHHOM MAacKM 3TOT OJIOK
MOXHO U OCTaBUTh 0€3 U3MEHEHUH, 3a UCKJIIOYEHUEM, MOXET ObITh, 3aIIOJTHEHUSI CTPYKTYPhI

TaMepa Kiroya.

printf ("\nStart writing mask with number of algorithm's into

dongle") ;

nRet = GrdLogin (hGrd, OxFFFFFFFF, GrdLM PerStation);

nRet =
nRet = GrdInit (hGrd) ;
nRet = GrdMakeSystemTime (hGrd,

GrdSetWorkMode (hGrd, GrdWM UAM, GrdWMFM DriverAuto);

2009, 5, 5, 8, 0, 0, 0, 0, &SysTime);
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nRet = GrdSetTime (hGrd, &SysTime, NULL) ; // Set dongle time
nRet = GrdWrite (hGrd, 0, GrdUAM abAlgoAddr, buf dongle header, NULL);
nRet = GrdWrite (hGrd, GrdUAM abAlgoAddr, wm.wAST Size,

buf mask header, NULL);
nRet = GrdWrite (hGrd, GrdUAM abAlgoAddr + wm.wAST Size, wm.wMaskSize,
buf mask, NULL);

ITpu BBIzOBe (byHKIIMU GrdProtect (cMm. HMXe) YacTh MapaMeTPOB PACCUUTHIBAETCS aBTOMa-
TUYECKU, a Ipyras 4YacTh NOJKHA 3a/1aBaThCS BPYYHYIO.

K aBTOMaTtmuecku paCcCUnuTbiBa€CMbIM ITapaMETpaM OTHOCATCA aIllllapaTHLIC 3alpC€Thl Ha 4YTC-
HI/IC/3al'[I/ICB IIaMATHU KJII0o4a, a TaKKE KOJINMYCCTBO ACCKPUIITOPOB, CO3JaHHLIX B MaCKeE.

K nmapamerpam, 3a1aBaeMbIM BpYUYHYIO, — YUCIOBOE UMSI IECKPUTITOPA 3allIMIIIEHHON SYeiKu,
B KOTOPYIO ITOMeIlleHa TabIulia JULIEH3Ui, a TakKe rno6anbHble pnarun u3 Hadopa:

GrdGF_ProtectTime 1 BbnokupoBka Bbi3oBa ¢yHKUMM GrdSetTime

GrdGF_HID 2 BkntoyeHne HID-pexwvma paboTbl Kntoya

EAMHCTBEHHBINA CECCMOHHBIN KoY ana Guardant API. Mpu ycTaHOBNEHHOM
GrdGF_OnlyOneSessKey 4 dnare 6yaet paboTocnocobHa TO/bKO 0AHA KOMUSI MPUOXEHWS,
3awmieHHoro Guardant API

EAMHCTBEHHBIN CECCUOHHDBINM KJTtOY A1 aBTO3almThl. Mpn ycTaHOBIEHHOM
GrdGF_2ndSessKey 8 dnare 6ynet pabotocnocobHa TOMBbKO 0AHA KOMWS NPUNOXEHWUS, HAKPbITOrO
aBTO3aLLUTOM

IIpu 3aganun ¢aara GrdGF_HID, xiiou nepeiiger B HID-pexxuM nipu cienyiolieM Iojcoe-
IuHeHuu ero K nopty USB.

nRet = GrdProtect (hGrd,
GrdSAM abyAlgoAddr + wm.wAST Size + wm.wMaskSize,
GrdSAM abyAlgoAddr + wm.wAST Size + wm.wMaskSize,
wm.wNumberOfItems, 0x0002, // LMS numeric name is 0x0002
0, // Set global flags here
NULL) ;

if (nRet)

printf ("\nFailed writing algo mask into dongle");
elge

printf (" ... Done.");

nRet = GrdLogout (hGrd, 0);
nRet = GrdCloseHandle (hGrd) ;
nRet = GrdCleanup () ;

3anuch Macku B 2JEKTPOHHBIN KJI0Y 3aBeplleHa. Terepb oOpalleHus] K alropuTMaM U 3a-
IIUIIEHHBIM ST9eiikaM OyIyT IIPOXOIUTh YCIIEIITHO.

9



3aknoueHme

B pamkax maHHOro ypoka OblUIa pacKpbiTa TeMa Iepexoia OT CTAHAAPTHOM YTUIIUTHI ITPpOTrpaM-
MHUPOBaHUS KJII0Ya K COOCTBEHHOM «ITpOIIMBaJIKe», ocHoBaHHOI Ha Guardant API.

[Iporecc 3amrcu MacKy B KJTIOY COCTOUT U3 Psifa IOCAeA0BaTEIbHBIX 3TanoB ((hopMUPOBAHUE
orpeAenuTeNelt Uil pa3IndHbIX CTPYKTYp, 100aBIeHUE TeCKPUIITOPOB B MAacKy U COOCTBEHHO
3aIMCh MAacKM B KJTIOY), KaXKIbII U3 KOTOPHIX ITOAPOOHO OMUCHIBAETCS B YPOKE.
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JlononHuTeNbHbIE UCTOUHNKMN HHPOpMaUNH

ITpu BOZBHMKHOBEHUHM BOIIPOCOB, Ha KOTOPHIE BaM HE YAAJIOCh HAMTU OTBETa B 3TOM IIOCOOUMU,
PEKOMEHAYEM 00PaTUTHCS K CASAYIOIIMM TOTIOJHUTEIbHBIM UCTOYHUKAM UH(pOPMaLIUU:

WWW: http://www.guardant.ru

Web-caiiT pa3paboTuuKa COAEPXUT OOJbLION 00beM CIpaBOYHOI MHGpOpMaLUK 00 BJIeK-
TpOHHBIX Kitoyax Guardant.

Cny)x6a TeXHMUYeCcKOon NoAACPIXKKM:
e-mail: hotline@guardant.ru
ten. +7(495)925-77-90
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