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O6lee onUucaHne TEXHONOIruM

TexHonorums 3darpy»xaeMoro Kkoga CoCtouT B TOM, YTO B Z-)JTGKTpOHHbIﬁ KJIIOY MO2KHO ITOMEC-
TUTh COOCTBEHHBIN CIleLIMaIbHO MOATOTOBJACHHBIN KO n, gajce, B IIpoueccce pa6OTBI IIpUJIO0-
2K€HMA NCITOJIHATD €T0.

HamomHuuM, 4To moapa3yMeBaTh IO Heil BBITPY3KY YacTH KOJa MPUJIOXKEHMS B KII0Y HEKOP-
PEKTHO. DTO 0€CCMBICIICHHO ¢ TOYKM 3peHMS 0€30IIaCHOCTH M 3a9aCTyIO0 IIPOCTO HEBO3MOXHO
M3-3a HAJIMYUS B KOJE BHEITHUX OOpaIlIeHUIA.

3arpy>KaeMI)H71 KO/ TTO3BOJISIET pEIIUTDh HECKOJIbKO Ba>KHBIX 3afadu:

o 3aluMTa OT aHajlKM3a W KOIMPOBAaHMUS MOMEIIEHHBIX B KJIIOY aJrOPUTMOB (ITOXOXHUM
CBOICTBOM 00JIaalOT JUIIb 3aLLUThI, OCHOBAaHHbIE HA pa3MelleHUU YacTh (PyHKIMOHA-
Ja mporpaMmbl B UHTEpHET);

o 3alura OT aHaaM3a MPUJIOKEHUIA Ha SI3bIKAX, 3alllMTa KOJa KOTOPhIX KpailHe 3aTpydHe-
Ha WUJIM BOBCE HEBO3MOXHA;

o IToBbllIEHHE CTOMKOCTU 3allMThl MPUJIOXEHMS B LIEJIOM, B TOM YHUCJIE€ OT SMYJISLUMN
3JIEKTPOHHOTIO KJtoua Ha ypoBHe API.

TexHomoTHs ITO3BOJISIET Peaan30BaTh aBTOMAT MUK ¢ IMaMAThIO, B OTJIMYNE OT BCEX ITPEIbI-
IYIIUX TTOKOJICHUI KITI0Ueil, B KOTOPBHIX MOT OBITh peaJiM30BaH JIMIIb KOHEYHBIII aBTOMAT 0e3
mamMsTi (KOMOMHALIMOHHAS CXeMa) MM aBTOMAT C IIOCTOSIHHOM ITaMSIThIO.

Ecnu rpaMOTHO BOCITOIB30BaThCS 3TUM IIPEUMYIIECTBOM, TO CJIOXHOCTH ITOCTPOSHUS Ta0-
JIMIHOTO AMYJISITOPA 3JIOYMBIIIUIEHHUKOM CYIIIECTBEHHO BO3pacTeT. YMCcI0 BO3MOXKHBIX «OTBE-
TOB» Ha OTHO M TO e oOpallleHre K K04y OyIeT He OMHUM, a OJIM3KUM K YMCIY BO3MOXKHBIX
BHYTPEHHMX COCTOSIHMI 3arpy>kaeMoro Koja (a TouHee, COCTOSIHUI TaMsITh, KOTOPYIO OH HC-
MOJIB3YET JIJISI pacuyeTa OYepeTHOTO «OTBETa»).

HMMest BO3MOXHOCTD 3arpyaTh B KJII0Y COOCTBEHHBIM KO, Mbl 00peTaeM BO3MOXKHOCTb MC-
I10JIb30BaTh IPUHIIMIIMAILHO HOBBI MaTeMaTUYECKUI aImapaT Uil pealu3aliii COOCTBEH-
HOI1 3alIUTHI U, YTO ellle Oojiee BaKHO, BO3MOXHOCTb U3MEHEHUS JJOTUKM PadOThI KJTIoUa IO
KOHKPETHOE IIPUJIOXKEHMUE.

Ha npotsckeHuun ypoka OyneT MMeTh MecTo pasaeneHue Ha Native- u .NET-npunoxeHwus.
Hexkoropble TEXHOJOTUM 3aIIUThl HEMMPUMEHUMBI IS TPUJIOXKEHU, pacrpoCcTpaHsIeMbIX B
0alT-Ko/e BBICOKOTO YPOBHS opraHu3auuu. [Ipyrue sBiasiioTcsl MpakTUYECKW eTMHCTBEHHBIM
CPEICTBOM IrapaHTMPOBAHHON 3allTMTHI KOJa OT aHaM3a (K TAKUM KaK pa3 OTHOCSITCST KITIOUH C
3arpykaeMbIM KoJoM). IMEHHO Mo3TOMY 3allIUTy C UX TTOMOIIBI0 HEOOXOMUMO BBICTpaNBaTh
HauboJsiee TiiaTeabHo. byneM crapaThbes yaeasTb BHUMaHe 000MM TUTIaM TTPUJIOKEHUI.



OpranMsauma 3aWmTbi

KitoueBbim (I)aKTOpOM, OIpeacIArIInM CTOMKOCTb 3alIUTbI, ABJIACTCA KOPPEKTHOCTD BbI60pa
3arpyxacmMoro Koaa.

B npenpinyieM ypoke ymoMUHAIOCh O TpeX Kjaccax TpeOOBaHUIA K 3arpy>kaeMoMy Koay (U3-
JIOXEHHBIX BO 2-1i yacT PyKoBOACTBa ITOIb30BaTEN).

Yro KacaeTcst TpeOOBaHUI K peasim3yeMoCTy 1 NPOM3BOAUTENIbHOCTU, TO C HUMU BCE OTHO-
CUTEJILHO IPOCTO. 3arpyXKaeMblili KOA He JTOJKEH COAEpPKATh ONpene/IeHHbIX KOHCTPYKLIMA 1
BBI30BOB (M3HYTPHU KJTIOUA HET JAOCTYNA K BHEIIHUM OOBEKTAM), a TAKXKE JTOKEH ObITh OTHO-
CUTENIBHO MPOCTBIM (BBITIOTHATLCS OBICTPO). BTOpoe TpeboBaHMe SBISIETCS MEHEE CTPOTUM U
B OIpeIeJIEHHBIX CIydasXx MOXET He COOJII0IAThCS.

C knaccom TpC6OBaHI/Iﬁ K 6e3onacHocTH cuTyalmda CJIOXKHEC. PaCCMOTpI/IM €ro OoIImCaHume mn3
JOKYMCHTALIU.

«3arpyxaeMblil Ko J0JKeH ObITh JOCTATOYHO CJIOXHBIM, YTOOKI brute force unu uHelie (6osee
5¢hGeKTUBHBIE W IIPOABUHYTHIE) METOIBI aHAIM3a YEPHBIX SIIIIMKOB HE CAEIaI BO3MOXHBIM
CO3JaHNE SMYJISITOpA B KOPOTKOE BPEMSI.

DTOT KO JOJDKEH OTCYTCTBOBATh B O0Jiee paHHUX BepCcHsIX MpuiaoxeHus. HecobmoneHne 3To-
TO YCJIOBMS Jie/IaeT BO3MOXHBIM CpaBHEHME BEPCHl MIPWIOXEHUS U HAXOXICHUE MePeHECeH-
HOTO KOJIa [/Isl BHEAPEHUSI €TO B SMYJIATOP>.

[lepBast yacTbh onMcaHusi TOBOPUT, YTO, UMeSI TOCTYIT K paboueMy 3J1eKTPOHHOMY KJTIOUY, 3J10-
YMBIIUIEHHUK HE T0/KeH UMETh BO3MOXHOCTh

o [TomHOCTBIO MM YACTMYHO BOCCTAHOBUTH aJITOPUTM MTpeoOpa3oBaHusl JaHHBIX B KJIIOUe
) [TocTpouTh TabIUILy BOIMTPOCOB-OTBETOB, TPUTOAHYIO JISI AIMYJISILIMU KJTlo4ya

Peun 34€Chb UIET O 3arpyka€MoM KoOJI€ B LICJIOM. Kaxk mb1 Y3HacEM I103XKE, «IIOJIC3HasdA» COCTaB-
JIAomag aJropurma HpeO6paBOBaHI/I${ JaHHBbIX, ITIOMCIIICHHAA B KJIIOY, MOXKET OKa3aTbCA CpaB-
HHNTCJIBHO HpOCTOfI.

Bropast yacTe mpenocTeperaet ot MepeHoca B KJI0Y HEKOTOPBIX aJITOPUTMOB WJIN UX OTAEIb-
HBIX YaCTEN «KaK ecTb» (0OCOOEHHO 3TO KacaeTcsl MPUIIOXEHU, KO KOTOPBIX JIETKO MOANAETCS
ananmusy (.NET, Javau 1.1.)).

HpI/IBeI[eM HECKOJIBKO ITPOCTLIX IPUMEPOB Ha COOTBETCTBUE TEM NJIN UHBIM TpeGOBaHI/IHM.

Mpumep. NMonyueHne KOOPAMHAT KYPCOPU MbILUM

PaccMmotpum (pyHKIIMIO MTOJTydeHUsI KOOPAMHAT Kypcopa MbIi. OHa yIOBJIETBOPSIET TPeOO-
BaHMSIM K IIPOM3BOAUTEILHOCTH M 0€30IAaCHOCTH, TaK KaK B pe3yjbTaTe OTHOIO IIPOCTOIO
JIEWCTBUS MOJIyYarOTCS KOOPAMHATHI — CIyJaliHble BEJIMYMHBI, KOTOPhIE MOXKHO ITPaKTUYECKHN
HAIIPSMYIO UCIIOJIb30BaTh B IIPWIOXECHUM.

He ynoBneTBopsieT 3Ta (OyHKIMS JUIIB TPeOOBaHMUSAM K peaan3yeMocTu. M3HyTpHr Kiltoua HeT
JIOCTYIIA K aIlllapaTHBIM IIPEePhIBAHUSIM KOMITbIOTEPA, II03TOMY MCIIOJIb30BaTh €€ He YAaCTCs.



Mpumep. Cnoxxenune AByX uncen

DyHKIUS CIOXCHUS ABYX YKCE YIOBIETBOPSIET TPEOOBAHUAM K IIPOU3BOAUTEIBHOCTH U pea-
auzyeMocTu. UTo KacaeTcs TpeOOBaHM K 6€30MaCHOCTH, TO B «4UCTOM BUAE» MCIOJIb30BATh
TaKky1o QYHKIIMIO HE peKOMEHIYEeTCS .

OnHako OHa UMEET Cepbhe3HOE MPEUMYIIECTBO. Pe3yabTaT ee BBITOJHEHUSI MOXKHO JIETKO MC-
M0JIb30BaTh B MpUIoXKeHUU. [1oaTOMY 3arpyxarth B KJIt0U TaKyto (PyHKIIUIO MOXHO, HECMOTPSI
Ha ee npoctoTy. Heo0xoauMo auiib BBIMOTHUTE HEKOTOPBIE ACMCTBUS ISl 3AIUTHI €€ JIOTUKU
OT aHanu3a (00 3TOM CM. HIXE).

Mpumep. Onepauum ¢ TOUKAGMM HA SNIMNTUYECKON KPUBOM

MoxeT 1moKa3aThCsl, 4TO JIFoOble (PYHKIIMHU CO CIOXHBIMU 3aBUCUMOCTSIMU MEXIY BXOIHBIMU
1 BBIXOOHBIMU MapaMeTpaMu (K IPUMEPY, BBINOJHEHUE OIEpalrii ¢ TOYKAMU BJIIANTHYE-
CKOIi KpUBOIT) MAeaIbHO IMOAXOAAT IJIs 3aTPy3KH B KITIOU.

B mmaHe TpebGoBaHMIT K 0€30MaCHOCTH 3TO ACHMCTBUTEIbHO TaK. OXHAKO BaxKHO IOHUMATh,
KaK MMEHHO Ta WJIM MHas1 PyHKUMSI OyIeT MCITOJIb30BaThCs P OpPraHU3alUK 3alIUThI IIPH-
JIOKEHUSI.

Ecnu GyHKIIMOHAIBHOCTD MPUIOXKEHUS TAKOBA, YTO PE3Yy/IbTaT CTOJIb CIIOKHOTO 3arpysKaeMo-
ro Kojia OyIeT UCIHOJIb30BaThCSI «HATIPSIMYIO», TO YKAa3aHHBIA KOI MOXHO U HYXXHO ITOMEIIATh
B KJI104. B MpoTUBHOM ciiydae cuTyalus He OyAeT OTIMYAThCS OT 3alIUTHI IIPU IIOMOILIM CHUM-
METPUYHOIO WJIM aCUMMETPUYHOIO aJIfTOPUTMA, M 3arpy3Ka TaKOro Koja He UMeeT OOJIbIIOTro
CMBIC]IA.

TexHonorust 3arpy:kaeMoro Koja JaeT Cephe3HOE IPEHUMYIIECTBO: €CJIM MOMECTUTh B KIIIOU
«I10JIE3HBIE» AJITOPUTMBbI U UCIIOJIb30BaTh PE3Yy/IbTaThl UX BHIIIOJHEHMS «HAMIPSIMYIO», TO MOX-
HO OTKAa3aThCs OT «MCKYCCTBEHHBIX» MIPOBEPOK, K KOTOPHIM IPUXOAMIOCH IIpUberaTh Mpu UC-
MMOJIB30BAHUM BCTPOEHHBIX KPUIITOIpaUIECKUX aJITOPUTMOB KJTI0va.

3almTa 3arpyxaemMoro Kofa (Kaxk 1 3alluTa IMPWIOXEHUS B 1IEJIOM) COCTOMT U3 ABYX HEOTAE-
JINMO CBSI3aHHBIX MEXKIY COOOM aCIeKTOB:

L 3alnmra oT aHaJIM3a CaMoro 3arpyxaemoro Koaa
L 3anMra JOrMKM BBI3BIBAIOIIETO KOAa



3awmTa 3arpy)xaemoro Koada oT aHanmsa

3arpyxaeMblii KOA He 3aBUCUT OT MpPEACTaBJICHMS 3alluiuaeMoro mnpuioxeHus. OIHaKo B
ciaydae ¢ .NET, ciekTp JOCTYITHbBIX TEXHOJOTMA 3allIMThI BbI3bIBAIOILIETO KOa HECKOJIBKO YXKe,
yem 11 Native. [ToaTtomy ocoboe BHUMaHWE HEOOXOAUMO YIEJIUTh CTOMKOCTHU 3arpy>kaeMoro
KO/a, KaK OCHOBHOI JIMHUU 0OOPOHHI.

Ecim paccMaTpuBaTh 3aTrpy:KaeMblil KOJ KaK «4epHBIN SIIAK», TO €MWHCTBEHHBIN JOCTYITHBIN
3JIOYMBIIIUIEHHUKY MHTepdeiic — 3To BrI30B (pyHKIMM GrdCodeRun() u mepenaBaeMbie eii
mapameTphl. TeopeTryeckasi CJIOKHOCTh aHaIM3a 3arpy:KaeMoro Koja OIpenesseTcs KOJImIe-
CTBOM 3THUX IMapamMeTpoB (W (opMaJbHO MOIIHOCTHIO MHOXKECTB BO3MOXHBIX BXOAHBIX U
BBIXOJHBIX APAMETPOB).

[TosToMy YeM OoJibllie ITapaMeTpOB IepeaaeTcs 3arpy>kaeMoMy KOay, TeM O0OJIbllie pecypcoB
MOHAIOOMUTCS 3JIOYMBILIEHHUKY JJIS1 aHau3a. B To XXe Bpems, JIMHa rnepegaBaeMoro oydepa
CYLIECTBEHHO BJIMSIET Ha BpeMs BbI30Ba 3arpyxaemoro kojaa (Ha nepegadyy 1 Kb B ogHy cTo-
poHny yxoauT nopsiaka 40 mc). Heobxoaumo cobocT 6anaHC MeXITy KOJIMYECTBOM MapaMeT-
POB M CKOPOCTBIO BbI30Ba. 3IpaBblii CMBICI MOACKA3BIBAET, YTO JUIMHA Oydepa B 256 GaiiT yxe
SIBJIIETCSI CEPhE3HBIM MPEMATCTBUEM IJIsI KPUIITOrpaMIecKoro aHajim3a MexKOMTOBBIX 3aBH-
CUMOCTEM.

Ecnu roBopuUTh O IPaKTUYECKOM CIOXHOCTH, TO HE MEHEe BaXKHBIM SIBIISIETCS M3MEHEHHE
STUX MapaMeTpPOB OT BbI30Ba K BBHI3OBY, a TakKXke OTCYTCTBUE MPOCTHIX 3aBUCUMOCTEl Kak
BHYTPHY BXOJHOTO/BBIXOAHOIO Oy(depa, TaK M MeXITy HUMMU.

s cobmoneHnsT yKa3aHHBIX YCJIOBUM ImapaMeTpbl MOXHO ImmdpoBaTh. IIprBeaeM HeCKOJIb-
KO IIPUMEPOB.

NMpumep. Ucnonb3oeanue annaparHoro anropurma AES128

[MupoxKoM ¢ mepBoil MOJIOUYKU SIBJIsIeTCs MppoBaHUe epeaaBaeMoro oydepa Ha ammapar-
HoM anroputMme Kitoua (AES128). OnHako Takoi Moaxo MpakTUYeCKU HeITpUMeHUM (KpoMe
cydasi, Korma TpeOyeTcst o0ecneuynTh KOH(GUISHINATLHOCTh ITapaMeTPOB MpU UX Iiepeaade
Ha pacCTOsIHUE, a MPUHUMAIoNIAasi CTOPOHa OyIeT TakkKe pacIIr(pPOBBIBATH UX MPH MOMOIIU
5JIEKTPOHHOTO KJTI04a).

HpO6J'ICMa 30€CHh 3aKII0YacTCA B CJICAYIOLICM:

o ITompbiTKa paciiMdpoBaTh Pe3yabTaT BHIIIOJIHEHUS 3arpy>KaeMoro Kojaa B MPWIOXEHUUN
npu nomoinu GrdTransform(), MoxeT ObITb OOHApy:Ke€Ha 3JI0YMbIIUIEHHUKOM, 4YTO
JacT eMy nHGOpPMAIMIO O CTPYKType Oydepa BBoIa/BBIBOIA;

. BcTtpauBanue B mpuioxeHue ucxogHoro Koma AES128 moTeHuManabHO MOIJIO ObI pe-
LIXTh Opo0JeMy, HO Yallle BCeTO CyIeCTBEHHOTO 3¢ @deKTa JOCTUTHYTh HE yAACTCs, TaK
KakK OOJBIIMHCTBO M3BEeCTHBHIX peanm3annit AES oOHapyxXuBaeTcs B MPUIIOKEHUM TI0
CUTHaTypaM, a BEpPOSITHOCTb, YTO Pa3pabOTYMK HAIIMIIET COOCTBEHHYIO, ITPEHEOPEXM-
TeJIbHO MaJia. B To ke BpeMsl 3TOro U He TpedyeTcsl.

DTO 0fHAa U3 Te€X PEIKUX CUTYyallMii, KOraa peaausalnsi COOCTBEHHOIO, MyCTh CJ1ab0ro ¢ TOYKHU
3peHUs Kpunrorpaduu, airopuT™Ma IudpoBaHUs JydIlle UCIIOJb30BaHUS CYIIECTBYIOIIETO.



Mpumep. Maremarnueckue onepaumum

[ BUOOM3MEHEHMS ITapaMeTPOB MOXKHO BBIIIOJHATH OOpaTUMBIE MaTeMaTH4YeCKHe oIlepa-
muy. Onepauuy MOTYT OBITh BBHIOpaHBI JIIOObIe. OTHAKO JIy4Ille BCETO IMOJOMIYT T€ XK€, YTO
YK€ UCHOJIb3YIOTCS B aJrOPUTMUYECKON YacTu IpUIoXeHUs. Tak 3J0yMBIIIIEHHUKY OyaeT
CJIOXKHEE OTACIWTh B BhI3bIBAIOILLIEM KOJAE aIrOPUTM «PacIIU(PPOBAHUSI» OT «I10JEe3HOMH» (DYHK-
LIMOHAJIBHOCTHU (CM. CJIell. pa3aen).

CﬂeﬂyeT IIOHMMAaTb, 4YTO IJIA paCI_I_II/I(I)DOBaHI/IH JaHHBIX ITOCJI€A0BAaTCJIbHOCTD, MCII0Jb30BaH-
HYIO B KaUC€CTBEC KJIIOo4a I_HI/I(I)pOBaHI/IH, HCO6XOI[I/IMO 6YI[CT TIOJIYYUTDb B IMNIPUJIOKCHUMU. B cBsa3u
C OTUM BO3HMKaET HEOOXOAUMOCTD IIOJIY4YCHHUA N COTIIaCOBaHUA KJIoueit H_II/I(I)pOBaHI/ISI.

Kniou wudposanua

Kirou mm@poBaHus HOKEH KaK MOXHO CHJIbHEE OTJIMYAThCsS OT BbI30Ba K BBI3OBY. 3a 3TO
OTBeYaeT B OOJIBIIE!l CTEIIEHN aJITOPUTM €T0 TeHepallii M B MEHbBIIEH — UCTOYHUK SHTPOITUU
(cy9aiiHOCTH), UCITOJIb3YEMBIH IS ITOJTYYSHMS KIII0UEBOT0O MaTepurala.

ATIITapaTHBIM TeHepaTop CAyYallHBIX YMCeI IJIS MOJYYeHMSl KJIIoYa MCITOIb30BaTh HeEXesa-
TEJIbHO: Pe3yJbTaT ero padoThl HEOOXOAMMO OyAeT MepeaaTh B MPUIIOXKEHNWE, M OH COBEpIIEH-
HO HE YIOBIIETBOpSIET TPeOOBAaHUSIM K IIPOM3BOIUTENIFHOCTU (TaK KakK, BOOOIIE TOBOpsI, HE
MpeAHa3HAYeH 111 TeHepaluy ITOI00HBIX «OMHOPA30BhIX» KIII0YEiH).

711 57IeKTPOHHBIX KJTIOUEH ¢ TaiiMepoM B KaueCTBE MCTOUHMKA SHTPOIUM MOXHO MUCITOIb30-
BaTh BpeMsl B Kiitoue. OTHAKO B 3TOM CiIydyae HeoOXOAMMO JOTIOJIHUTENBHO peaan30BaTh ajiro-
PUTM CUHXPOHU3AIMKA BPEMEHM 3JICKTPOHHOTO KJII0Ua M paboyeil CTaHIIUM, a TAKXKE OTpaHM-
YUTb IIOTOK 3aIIPOCOB - He 00JIee OMHOTO B CEKYHAY, YTOOBI 00€CIEUNTh YHUKATBHOCTD KJII0Ya
mgpoBaHUs.

OmHUM U3 MIPEOIOYTUTENIbHBIX BAPUAHTOB SIBJISETCS MOJYYeHME KIIIOYEBOIO Marepuajia u3
rnepeaaBaeMbIX ITapaMeTpoB (K MpUMepy, IyTeM CBEPTKM BXOAHOTO Oydepa). Takxke ¢ ycrie-
XOM MOXKET UCIT0JIb30BaThCSI UCTOPUS BHI30OBOB (€CJIM OHA COXPaHSIETCS BHYTPH 3JIEKTPOHHOTO
KJII0Ya B TOM WJIA UHOM BUJIE).

Yo Kacaercs aaropurMa reHepaliy KJIro4deil, TO OCHOBHBIM KPUTEPHUEM €T0 BEIOOpa SIBJISIETCS
€ro HeMPUMETHOCTb B KOJIE 3allWIaeMOro npuaoxeHus. Jlydie He UCHoJIb30BaTh TOTOBBIM
aJITOPUTM, a PEaIM30BaTh €r0 CAMOCTOSTEILHO. JIOCTaTOUHO BBHIITOJIHEHUSI HECKOJBKMX ITPO-
CTBIX MaTeMaTWYECKUX OIlepalldii Haj KIIOYeBHIM MaTepHhayioM (IIPEeMMYIISCTBEHHO M3 TeX,
YTO BCTPEYAIOTCS B IPUIOXKEHUN HanOoJIee 9acTo).

3awmra or nepe6opa napamerTpos

ITone3Holt OymeT peaqn3aiys B 3arpy>KaeMoOM KoJie TTPOBEPKH IepeaaBaeMbIX MapaMeTpOB Ha
nepedop.

HJ’IH 3TOro0 HEOOXOJAUMO B TOM WJIM MHOM BUAC COXpaHATbL MCTOPHIO BBI3OBOB 3arpyKacmMoro
KOJa B KJIIoUe. DTO MOXHO clieaTh C MCIIOJIb30BaHMEM 3alllulleHHON sgueliku. HeT Heobxo-
JMMOCTU XpPAaHNUTb BCC ITapaMETPHhI. I[OCTaTO‘IHOﬁ MOXKET OKa3aTbCA IMPOBEPKaA TOJIBKO TEX M3
HUX, KOTOPbIC MEHAIOTCA HaunboJiee 4yacTo.



ITpocroii mepebop mapamMeTpoB (C LEJAbl0 aHaAM3a WJIM TOCTPOSHUSI TaOJMIIbI BOIPOCOB-
OTBETOB) YaCTO PEATU3YETCsl «I0 MOPSIKY». TO €CTh OTIIMYMSI MEXIY MapaMeTpamMu «COCe/-
HUX» BBI30BOB MUHMMAJIbHBEL. TakuMm o0pa3oM, B KaueCTBe KpUTEpPUsI cpabaThbIBAHUSI MOXKHO
HCIIOJIb30BaTh COXpaHEHHUE HEOObIION pa3HULIBI (B OMHOM WIM HECKOJIBKMX OUTAxX) Ha JJIMH-
HOI IMOCJIeIOBATEILHOCTY BEI30BOB.

B cinyyae cpabatbiBaHUS 3alllMThl pabOTy 3arpy>KaeMoro Koaa MOXHO OJOKHMpOBaTh, a MH-
dopMalIMio O €ro COCTOSHWUM XPAaHWUTL B CIIEIMAJIbHO OTBEICHHOM 3alWIIeHHON sJeiike
SHEProHE3aBUCUMOM MaMSTH KJIto4a.

7151 371eKTpOHHBIX KJIIOUEH ¢ TaliMEepOM BO3MOXKEH TaKXKe ITOACYET YaCTOThI BEI30BOB (MX KO-
JINYECTBA B €AMHUILY BpEMEHHM) U, B CJIydae IPEBHIIICHUS IIOPOrOBOTO 3HAYEHMSI, OJIOKMPOBKA
paboTHI KJII0Ya UM BHECEHNE NCKYCCTBEHHBIX 3a1ePKEK.

CiemyeT IIOMHUTb, YTO JIFOOBIE IIPOBEPKHU MOAOOHOTO poda HEe MOLKHBI CO3IaBaTh IIOMEX pa-
00Te JIeTaJbHBIX ITOJb30BaTE/IEH 1, I10 BOBMOXHOCTH, HE MMETh JIOXKHBIX cpadaThiBaHMM. s
3TOrO UX JIOTMKa JOJIKHA ObITh OpraHM30BaHa ¢ pacueTOM Ha IIpeiIiojaraeMylo 4acToTy U Xa-
pakTep BBI30BOB 3arpy>kacMoro Koja.



3awmMTa NOrMKHM Bbi3bIiBAIOLLEro Koaa

ITocne TOro, Kak 3JIOYMbIIIJICHHUK 06HaDY)KI/IT MNPAKTUYCCKYIO HEBO3MOXHOCTb ITOCTPOCHMUSA
TaOIUYHOTO OMYJIATOpPAa, OH 06paTI/ITCH K aHaJIM3y JIOTUKHM BbI3OBA 3arpyKacmMoro Koga mn 00-
pa6OTKI/I PE3YJIbTATOB €TI0 BLIITOJIHCHMUA. HOBTOMY APYIMM acCIICKTOM 3alllMThI 3arpy>KacmMoro
Koaa ABJIACTCA 3alllTa OT aHa/IM3a KoJa, €Iro BbI3bIBAIOLICTO.

Bnaauane ocraHOBUMCS Ha aﬂFOpHTMHqCCKOﬁ YqaCTH BbI3bIBAIOIICTO KOJa, 3aTEM paCCMOTPpUM
TEXHUYECKUE CpEACTBA «HABECHOI» 3allIUTHI KOJA IJIS Pa3/IMYHbIX TUIIOB HpI/IJIO)I(eHI/IfI.

Hpeme BCCTO, KOO IMPUJIOXKCHUA HE JOJIKCH OBITh TTOJHBIM. YacThb «I0e3HOM» Harpy3km
00s13aTeIbHO JOIXKHA pacnojiaratbCsd B KJIIOYC.

B GonbpinHCTBe ciyyaeB o6¢ycKalus mapaMeTpoB (0 KOTOPOUl Mbl TOBOPWJIM B TIPEAbIIYILECH
4yacTu), MeperaBaeMbIX B/1U3 3arpyKaeMoro koja oosizareiabHa. [103ToMy BaxkHO 1M03a00TUTHCS
0 TOM, YTOOBI AJITOPUTM paciiMdpPOBaHUs MAPaMETPOB B MPUJIOXKEHUM HE BBIIESIICS CPeau
npoueit GyHKIIMOHAIBHOCTH TIPYJIOXKEHMS.

B HeM pekoMmeHayeTcsl MCITOJIL30BaTh Te K€ MaTeMaTUYeCKMe OIlepalliy, KOTOpbIe BCTpeda-
IOTCSI B JAaHHOM y4YacTKe IPUJIOXKEHMST HanOoJjiee 4acto. I1o BO3MOXHOCTH, aJITOPUTM HE T0JI-
JKEH COoIepKaTh «HEOOBIYHBIX» BHEITHMX BHI30BOB (K IIpUMeEpy, 0OpallleHUs K TaiiMepy). AHa-
JIOTUYHO Y IS aJITOPUTMA TeHepaliuy KIoJel (€C/id TaKol UCIIOIb3YeTCs).

[IpoBepku HaTUUIMS KIIIOYa XKeIaTeJIbHO YCTAHOBUTH B HECKOJIBKMX MecTaxX mporpaMmel. [lpu
9TOM PEKOMEHAYETCS OOBeNMHITh HECKOJBKO BBI30OBOB 3arpy:KaeMoro Kojaa B OQHO oOpaiiie-
HHUE K 3JICKTpPOHHOMY Kitouy. Kcmosib3oBaHMe pe3ylabTaTOB €r0 BBHIIIOJIHEHHUS B Pa3IMYHBIX
yJacTKax IMPUJIOKEHUS MTO3BOJIUT KaK YCJIOXHUTh 3aBUCUMOCTb MEXIY MapaMeTpaMu, TaK U
3aTPYIHUTH aHAJIN3 JIOTUKU 00pabOTKU Pe3yIbTaTOB JJIsI 3JI0YMBIIUICHHUKA.

Taxoxke Mpu opraHu3alvy JOTMKU IMPOBEPOK MOXKHO CJIeI0BaTh PEKOMEHIAIIMSIM I10 padoTe Co
BCTPOCHHBIMU KPUIITOrpaduIecKUMHU aIropuTMaMHM KJiroua.

Kax Toipko opraHu3aius JIOTUKM OyIeT 3aBepllieHa, PEKOMEHIYeTCs TOIOJIHUTEIbHO yCTa-
HOBUTH «<HABECHYIO» 3aILUTY Ha MIPUJIOKEHUE.

3awura xoaa Native npunoxxeHun

Kon Native-nipuioXeHUil OpUeHTUPOBAH Ha UCIIOJIHEHUE HETIOCPEICTBEHHO B arapaTHOM cpe-
ne. OH He comepXUT BEICOKOYPOBHEBBIX KOHCTPYKIIWIA, U JIJIST €T0 UCIIOJTHEHMST He TPeOYIOTCSI Me-
TamaHHbIe (MHMOPMALIKS O caMoM Koje). OrpaHMYeHMST Ha Iiepeaady yIIpaBJIeHUSI OTCYTCTBYIOT.

Bce 370, ¢ 0HOIT CTOPOHBI, CITOCOOCTBYET PAa3BUTUIO «HABECHBIX» 3aIUT, OCYIIECTBIISIIONINX Pa3-
JINYHBIE HU3KOYPOBHEBEIE ITPe00pa30BaHMSI:

o TpaHcasaumio kona B 6aiiT-Ko 0JIM3KOM M0 apXUTEKType BUPTYaTIbHON MalllMHBI
o 3arnyTbiBaHUE KOfa Ha ypOBHE MHCTPYKIUI 1 OJIOKOB MHCTPYKIIUIA
o BcrpanBaHue MexaHU3MOB, TIPEMSATCTBYIOIIMX OTJIaAKe U aHAINU3Y

C IIpyroii CTOpOHEI, TIEPEYMCIICHHBIC CBOMCTBA HE MO3BOJISIIOT OCYILECTBIIATH MTPeoOpa30BaHUS
XOTh CKOJIbKO-HMOYIb 00JIee BLICOKOTO YPOBHS (K IIpUMeEpY, M3MeHeHMe Tpada MOoTOKa UCTIOHE-
Hus1). M3-3a OTCYTCTBUS METaJaHHBIX Pe3yJIbTaT MOAOOHBIX ITPeoOpa30BaHMil MOXET OKAa3aThCs
HepabOTOCITOCOOHBIM.
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Tem He MeHee, TOCTYITHBIX ITPE0OPAa3OBaHUI JOCTATOYHO MHOro. HecMoTps Ha HEBO3MOXKHOCTh
3aIyThIBAHUSI Ha «BBICOKOM» YPOBHE, B HACTOSIIIEE BpeMsT pa3paboTaHO MHOXECTBO MHCTPYMEH-
TOB, KOTOPBIE ITO3BOJISIOT O0JIee WIK MeHee KaYeCTBEHHO CKPBIBATh OOIIYIO JIOTHKY IIPHIOXEHUS
3a HACJIOEHMEM HM3KOYPOBHEBBIX IPeOOPa30BaHUIA.

CCpb@SHbIX 3all1T Ha PbIHKC €AMHUIIBI. Bce oHu noxoxu 1o cBoeit CyTu 1 o0becreuyunBaloT Bce Oa-
30BbI€ HU3KOYPOBHEBbLIC Hp606p2130BaHI/I$I, TIEPCUYNCIICHHBIC BBIIIIC. OCHOBHBIC OTJIMYMSI JIeXKaT B
APXUTCKTYpaxX BUPTYAJIbHBIX MalllMH U HEKOTOPLIX JOIIOJTHUTEIbHBIX OITIIMAX.

IMpeumyiiectBoMm ucnosb3oBaHust Guardant Online sIBjisieTcsl TeXHOMIOTUSI OECIIOBHOIO COSAM-
HeHnst o0bekTHOTO (haiiina Guardant API ¢ komom mipuioxkeHusT. DTO BO3MOXKHO TOJIBKO OJ1aroma-
psI HAIMIUIO «MeTaTaHHBIX» 00 00bekTHOM (paiine Guardant API B ssape 3ammThI.

B pesynbTaTe npuMeHEeHMST TEXHOJIOTUM CTAHOBUTCS KpaifHe CI0XKHO OIPEeAeIUTh TOUKU BbI30BOB
Guardant API n ortpenenmTh, Kakue mapaMeTphl IIepeJaloTcs 3arpy-kacMoMy KOy .

3awura koaa .NET npunoXxxenmm
.NET npunoxeHus pacnpoCTpaHsIOTCs B 0alT-KoAe Ha SI3bIKE€ OTHOCUTEIBHO BBICOKOIO YPOBHSI.

Kon Takux nprtoxeHni U3HAYaJIbHO OpHMEHTUPOBAaH Ha IEPEHOCHUMOCTD I BOBMOXKHOCTD peaii-
3allMyd MHTepIIpeTaTopa Mo JIo00i aImapaTHO! IDaTdopMoii. A3bIK CTpOro TUIIM3MPOBaH, Ha
KOJIl HAJIOXKEHBI OrpaHYeHusI. Bce 3To McKimoyaeT BO3MOXHOCTD BOCIIOJIb30BaThCS «BOJILHOCTSI-
MM» aIlllapaTHO-OPUEHTHUPOBAHHOIO KOMIA IIPY PeaIN3aliiy 3aIUTHL.

Ocrarorcs JOCTYIMHBIMU JIMIIIb HEKOTOPLIC METOIbI 3allIUThI

. CuMBosibHas1 00¢ycKalys UMEH TUIIOB, COOBITUIA, CBOMCTB U METOJ0B
o BricokoypoBHEBOE TIpeoOpa3oBaHue Tpada MOTOKa UCTIOTHEHUS
. MudpoBaHue 6aliT-Koaa U OTJIOKEHHAST KOMITVIISLIVS

IIpu 3TOM MCHONHSEMBbIA (haiinl COOEPKUT 3HAYUTENIBHOE KOJIMYECTBO METAadaHHBIX, KOTOPhIC
CHJILHO YIIPOIIAIOT aHAIN3. B HEKOTOPBIX CITydasix BIIOTH JO ITOJTHOTO BOCCTAHOBJICHUST YIaCTKOB
HCXOIHOTO KOJIa IIPOTrpaMMEL.

Cpenu AOCTYIHBIX Ha PhIHKE CPEICTB 3alIUThl CYMTAHHBIE SMHUIIBI UCTIONIb3YIOT BCE BOZMOX-
Hble 6a30BbIe MeTobl. Cpean Hux ABTo3aiuTta Guardant 6.0.
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3aknioueHme

B nanHOM YPOKE p€yb 1j1a O cnocobax 3alllUThI 3arpy>KacMoro Koja OT aHajim3a 1o NpuHIMITY
‘IépHOFO AIMKA, a TaKXKEe 00 o01mx IIpUHIOUITIAX 3aIUTbhI HpI/II[O)KeHI/Iﬁ C HMCITIOJIb30BaAHUEM
TEXHOJIOTHUH 3arpy>KacmMoro Kozaa.

OCHOBHOE TIPEUMYIIIECTBO HOBOU TEXHOJIOTMU 3aKJII0YAETCS B BO3MOXHOCTH «IIepCOHAIN3a-
LIM» JIOTUKU 3JIEKTPOHHOTO KIII0Ya 110 KOHKPETHOE MPUIOXeHHe. DTO 00ecreunBaeT IIy-
0OKYIO ¥ B3aMMHYIO MHTETPAIIAIO IIPUIOXKEHMS U CPEACTBA 3aIIUTHI — 3JIEKTPOHHOTO KJTI0Ya.

TexHoJIOrusl MO3BOJISIET BOCIIOJb30BATHCS BCEMU IIPpEeUMyLICCTBAaMUN «HaBECHOM» 3alllUThl U
IIpU 3TOM COXpPAaHATDH CBOICTBO YHUKaAJIbHOCTHU. OHa Takxe IpeaoCTaBIACT PCAKYIO BO3MOXK-
HOCTb — 3alIUINATh HEKOTOPHBIC AJITOPUTMbI OT KOIMMPOBaAHUA YU CTATUYCCKOI'O aHAJIN3a.

K 3arpy>kacMomMy Koay npeabABIAI0OTCA OIIPECACIICHHDBIC Tpe6OBaHI/I$I " TOJIBKO IIPpU UX co0J110-
JCHWUUN MOTYT OBITh UCITIOJIb30BAaHbI BCE NEPCUYNCIICHHBIC MPEUMYILICCTBA. OaHako B 3TOM CJ1y-
9a€ CTOMKOCTD 3aIUTHI IIPHUJIOKCHUA B LICJIOM B 9TOM CJIyda€ MOXKCT OBbITh OUEHb BbICOKA.
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AononHurenbHbie UCTOMHUKM MHPOpMALLMM

HpI/I BO3HMKHOBEHHMU BOIIPOCOB, HA KOTOPLIC BaM HE yaAaJ10Ch HalTU OTBETA B 3TOM HOCO6I/H/I,
PEKOMCHAYEM 06paTI/ITLC$[ K CJIeayromnuM AOITOJTHUTEIbHBIM NUCTOYHHUKAaM I/IH(I)OpMaL[I/II/II

WWW: hittp://www.guardant.ru

Web-caliT pa3paboTyuKa COAEPXHUT OOJBIION O00BEM CIIpaBOYHON MHGpOpMaLUK 00 3JIeK-
TpoHHBIX Kitoyax Guardant.

Cnyx6a TeXHNUEecKOn NoARECPIKKM:
e-mail: hotline@guardant.ru
Ten. +7 (495) 925-77-90
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