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Beepenue

IMonbeM MHAYCTPUU MPOrPaMMHOTO OOECIeUeHHUs MPOJOJIKAETCS: MOSIBISIOTCS. HOBbIE MPO-
JIYKThI, pacTyT 0OBbEMbI MIPOJAXK, 4 3HAYUT — U TOXOAbl pa3pabOTYMKOB. B 3TUX yCIOBUSX BbI-
COK PHMCK IOTEpSTh YaCTh IPUOBUIM 3a cUeT Opelleil B 3alUTe MPOAYKLIMU. [IpUKpBITE KOpP-
MYIIKY MCKJIIOUUTENIFHO IIPAaBOBBIMU CPEACTBAMU ITOKa HepeajbHO, ITO3TOMY IpodjeMa 3a-
muThl [10 OT XakepoB ¥ MUPATOB BCeX MAcTell CTOMT Ha JAaHHBIA MOMEHT IOCTATOYHO OCTPO.

OTa cepusl ypOKOB HAYYUT peaiu30BaTh KAYECTBEHHYIO 3aLIUTY MPUIOXEHUHN C MCMOIb30Ba-
HUeM TexHonornit Guardant.

Pamku jaHHOTO 3aHATHUS OXBATHIBAIOT OOILIEe OMUCAHME Mpolecca MPOEKTUPOBAHUS U pealn-
3allMM 3al0UThI, a TaKXXe BO3MOXKHOCTHU, TpPeIoCTaBisieMble KOMIUIEKTOM pa3paboTuMvKa U
3JIEKTPOHHBIMU Katouamu Guardant.

chonbayemue TepPMMHbI 1 o6o3HaueHms

. JinuensupoBaHume MO: ycaoBus nMpeaocTaBieHus IpaB Ha ucnoab3oBaHue 10 KoHeu-
HBIM ITOJIb30BATCIISAM.

o J1m.|e|-|3u0|-||-|as| NMOJINTUKA: TIOPAAOK IIPEAOCTaBJICHHNS, U3MCEHCHHNS U OT3bIBAa 3TUX
pas.

o 3au.|wra: KOMIUIEKC OpraHn3allMOHHbIX, IOPUINYCCKUX U TEXHUYCCKUX MEP AJIAd pe€aln-

3alMU JULCH3MOHHOM IoauTuKN. (Jlaee B KOHTEKCTE YPOKOB 3aIlIMTHI pacCMaTpPUBAET-
Cs1 KOMILIEKC TEXHUIECKUX MEep).



Ananvs o6beKTa 3aLMTbI

[Mpexne Bcero, HEOOXOAUMO OMPEAETUTHLCS CO PSIZIOM BOIPOCOB, OT KOTOPBIX 3aBUCST TPeOO-
BaHMsI, TIPEIbSBIIsIEMbIE K 3allIMTE TPEOOBAHMS:

o YcnoBusa 3KCrulyaTauMm npuioXeHus (OpUEHTHPOBAHO JIM OHO Ha paboTy B CETH,
WU TIpeIHA3HAYEHO IS UCITOTHEHUS JIOKAJIBLHO);
o Mcnonb3yeMble MexaHM3Mbl NpefoCTaB/IeHnsl, U3MEHEeHUs1 U OT3biBa npaB (pa3o-

Bad Impoagaxa JIMLIEH3UN WU OOTOJHUTEIbHBIE BO3MOXXHOCTHU, TAKNE KaK OIrpaHNYCHUE
IEWCTBUS JIMLEH3UN 10 ACTPOHOMMNYECKOMY BPEMCHMU, YIAJICHHOC YIIPpABJICHUE ITPEAOC-
TaBJICHHbIMU ITPUBUWJICTUAMMU U T. l'[),

L4 [AOCTYNHOCTb UCXOAHOI0 KoAa 3alMILIAeMOr0 IIPUJIOKEHUS,
L Hannumne y4yacTKoB KOAa, M3y4YCHUE KOTOPBIX XKeJIAaTeJIbHO PEAOTBPATUTh

PopmupoBanme 3aLMTbl NPUIIOIKEHUS

ITocne Toro xak yCJI0BHMA SKCILTyaTallM 3alllMIICHHOTIO MPUJIOXKEHUA, 4 BMECTEC C HUMU OCO-
OEHHOCTH JIMLIEH3UOHHOM IIOJIMTUKHA, OIIPECACICHDBI, MOXKHO IIPUCTYIIATh K p€aJInu3alln 3all-
THhI.

ITpennaraercs caenyoluii aITOpUT™M AeHCTBUI (CM. cxemy 1):

3akaz MK ¢ MpoekTvpoBaHne M3yyeHre Cosnate MogroToBka 1
BeiGop KMHOUOM UMK CMCTEMbI 3aLUMTHI 1 [OOKYMEHTALMK MO 3A pacnpocTpaHeHwe
Mogenu [ —> > » MNUNOTHOrO >

ckaymBaHue npoLEeccoB MHTEPECYIOLLMM gl 3aLMLLEHHOTO
Lo €ro c canTa COMNpOBOXOEHUS MHCTPYMEHTaMm P NPUIOXEHS

Cxema 1. Anroputm hopMHMpPOBaHKA 3aLWMTHI

OcTaHOBMMCS TOAPOOHEE HA KaXKIOM M3 3TaIlOB.

Bs16op moaenu Kmoua
Bribop Monenu Kiirouya OCHOBBIBAETCS, IO OObIIEN YaCTM Ha OCOOEHHOCTSIX IIpearojaraeMoi
JINLIEH3UOHHOM TOJIUTUKU 1 CITIOCO0e AKCIUTyaTallMy 3allIMIIaeMOT0 IIPUIOXKEHMS.
B wacTHOCTH, eciu IpUIOXKEeHHUE IPeaHa3HAYeHO MJIT paOOThl B JOKAJIBLHOM CETH, TO JUIIEH-
3UPOBaHNE KOMUM MPUIIOKEHUSI MOXKHO OCYIIECTBIISATh MO CETU. DTO MOXKET OBITh pealn30Ba-
HO Ha OCHOBE ceTeBbIX Kitoueii — Guardant Sign Net 1 Guardant Time Net.

ITpu HEOOXOAUMOCTH OTpaHUYEHUS PAOOThI IPUIOKEHMS 110 BpPEMEHU MMEET CMBIC UCTIOJIb-
3oBaTh Koy Guardant Time. C ero mnomoupid MOXHO OpPraHM30BaTh aKTUBa-
LI1I0/IeaKTUBaLNIO (DYHKIIMOHAJIA 3alIUIIAEMOTO IIPUIOXKEHHUS IT0 BpEMEHU.

IToTeHLIMANTBbHO MOXET BO3HUKHYTb HEOOXOAMMOCTbh HAAEXKHOW 3allUThl HEKOTOPOrO ajro-
puTMa 00pabOTKU JAHHBIX OT KOMUpoBaHUs. Takasi BO3MOXHOCTb MPEAOCTABIISIETCS KIIOUOM
cepuu Guardant Code, Ha OCHOBE KOTOPOTO MOXXHO CO3/1aBaTh YHUKAJIbHbIE CXEMbI 3aILIUTHI C
BBITIOJIHEHUEM 3arpy>KaeMOoro Ko/a HeIIOCPEACTBEHHO BHYTPH KJII0Ya.



[MpowmocTprpyeM cKazaHHOE CXeMOW 2:
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Cxema 2. Beibop Mogenu knoya

Kak Tonbko BBIOOp MOAXOASIIEN MOJEIN KIToUa CAEJIaH, MOXHO 3aKa3aTh KJII0Y, a Py HEoO-
XOJUMOCTH, ¥ KOPOOOUHYIO BEpCUIO KOMILIEKTA pa3paboTyrKa.

NMpumeuanue

CyLiecTByeT BO3MOXHOCTb MOMYYMTb NMOA 3a0r CTOMMOCTY MOMHOMYHKLUMOHAMBHBIN KoY ioboi mogenm ¢ ob-

LLIEN3BECTHLIMW KOAAMM [IOCTYMa, KOTOPbI B TEUEHWUE TPEX MECALIEB MOXHO BEPHYThL, EC/IN MO KaKOW-TO MpUUMHE
OH He MoAonaEeT, U 06MeHATb Ha «60eBO» KITOY TOW XKe MoJENW.

HPOEK'I'HPOBCIIIHG 3ALMTbI U NPOLIECCORB CONMPOBOXKACHMUSA NPUJIOKECHMNA

OO6paTuMcs K BOMPOCY, 3alaHHOMY B Hayajle YpoKa: TOCTYMNeH JM UCXOMHbINA KO 3alluiiiae-
MOTO MPUJIOXEHMST?

Ecnu npunoxeHue, rojyiexaiiee 3aiuTe, JOCTYITHO TOJbKO B BUE UCIIOJHsIeMOro (aiija, To
3alIUTUTD €T0 MOXKHO C MCIOJIb30BaHueM Aemozauumot Guardant. OnHaKko Ipy HATUUUU UC-
XOJHOTO KOfla, a TaKXKe PECypCOB Ha pa3pabOTKy M BHEAPEeHNE COOCTBEHHOM CUCTEMbI 3aIlUThI
npu oMot Guardant API, pekoMeHIyeTcsl TIOCTYIIUTh UMEHHO TaK (aBTO3aIllUTy B 3TOM
clyyae MOXHO M HYXXHO MCIIOJIB30BaTh B Ka4eCTBE MEXaHM3Ma, YCHJIMBAIOIIEIO CTOMKOCTh
MPWIOXEHUS K aHAJIU3y U HECAaHKIIMOHMPOBAaHHON MOIMMUKALIIN).

[IpeumyiiecTBO co3maHUSI COOCTBEHHBIX YHHKAJIbHBIX MEXaHM3MOB 3alllUThl HAa OCHOBE
¢yukuit APl oueBUIHO: TOJIBKO B 3TOM ClIy4ae CTOMKOCTh CO3IaBacMOM 3alllUThl OyIeT Ha-
MPSIMYIO 3aBUCETh OT MacTepCTBa U (haHTa3uU ee pa3paboTIMKa.

[lonpobHee MPUHIUIIL peaaru3aly 3aiuThl Ipy oMol Guardant API 6ymnyT paccmoTpe-
HbI B OTHOM M3 CJIEAYIOIINX YPOKOB. TakkKe MHOXKECTBO I0JIe3HOM MHMOPMALIMK MOXKHO I10-
yepnHyTh B Jloxymenmauuu Guardant.

Tak Kak IIpoeKTUpOBaHUE JIF000I CUCTEMBI HAUMHAETCS TTOCJIE UCCIIETOBaHNSI BO3MOXHOCTEM
JIOCTYITHOTO MHCTPYMEHTapHs, TO B paMKaX JTaHHOTO YpoKa MMeET CMBICT TTIepEeUYUCIIUTL HEKO-
TOpPBIC U3 MHCTPYMEHTOB 3allIUTHl 1 MEXaHU3MBbI peaIn3alliy JIULEeH3MOHHOM MOJIUTUKH, TIpe-
JIOCTaBIIsIeMbIe KOMIUIEKTOM pa3pad0oTyrKa U 3JIEKTPOHHBIMHU Kimtouamu Guardant.

Cocmae Komnaexma paspabomuurxa (Ha3piBaeMoro Takxke Mactep Komriurekt, MK) mMoxHO
MPEeACTaBUTH CJAEAYIONIMM 00pa3oM:

MukTorpamMmma Ha3BaHue Ha3HaueHue
‘a WHTerpaTop ObecneumnBaeT 6bICTPbIA AOCTYN KO BCeM yTunutam MK
_ ﬂ ABTO3aWMTa Habop yTunuT ansi aBToMaTUUECKON 3aLMThl UCMIONHAEMbIX (halinoB,
BKJItOYas rpadnyecKne n KOHCOMbHbIE MHCTPYMEHTbI




MukTorpamMmma HasBaHue Ha3HaueHue
PenakTop Ytunuta GrdUtil, npegocrasnsiowas paspaboTumKky 3aWwmThbl
P BO3MOXXHOCTW KaK JIOKaNbHOro, Tak W yAaneHHOro peaakTMpoBaHms
namsTu Koya o
namMsaTu KioYen, a Takke pabotol ¢ B[] nHdbopMaumm o KnneHTax
YTunutel ans
ynaneHHoﬂo Ytunutel GrdTRU w GsRemote, nepefaBaeMble KOHEYHOMY
'% OBHOBEHMS Nnonb3oBaTenNto AN OCyLECTBeHMs] pa3paboTunMKoM npoueayp
o yAaneHHoro 06HOBNEHMS NaMATH Koya
Kno4en
YTunutol gns CepBep Kkntouei GrdSrv, npeaocTaBnaoLWLMA JOCTYMN K CETEBLIM
ﬁt_: paboThbl € knoyam Guardant B npeaenax nokanbHON CETU U yTUANUTA
P ceTeBbIMU conpoBoxaeHus GrdMon pns yaaneHHOro MOHUTOPUHIA
Kto4aMm KOppeKTHOCTK paboTbl cepBepa
VA Ytunutel GrdDiag v GrdDem32 pns apMarHoCTUKU U yCTpaHEHUS
a MArHOCTHKN HernonafoK, a Takxke Ans cbopa 1 OTNpaBKKM CBEAEHU O CUCTEME U
UMEIOLLMXCS KIkoYaX B CIy»6y TEXHUUYECKON NOAAEPIKKM
. KoMmnnekT gpasiBepos nns paboThbl C KtoyaMm (CYLLECTBYET Takxke
£ [Jpansepsl .
% BO3MOXHOCTb paboTbl 6e3 gpasBepa, T.€. B pexume HID)
i Brubnnotekn n 0bbekTHbIE halinbl, HEO6X0ANMbIE NMPY peanusaunm
*‘}, Guardant API 3aWnThl C UCNonb3oBaHueM Guardant API Ha 0QHOM U3 Cleayowmx
a3blkoB: C/C++, C#, Delphi, Java, Visual Basic
JE& [JokyMeHTauns KoMnnekT goKyMeHTauum

OnekTpoHHbIe Kioun Guardant - 3To ycTpoiicTBa, CIIoCOOHBIE 00pabaThiBaTh MH(GOPMALIMIO B
COOTBETCTBUHU C PEAIM30BAaHHBIMM B HUX KPUNTOrpapuueCKMMHU aJrOpUTMaMM M 00JIamaro-
1IMe 3alIUIIEHHON OT HECAHKUIMOHMPOBAHHOTO CUMTBHIBAHUS ITAMSTBLIO IUIS XpaHEHUS WH-
(opmany, UCIOIL3yeMON IJis 3alIUTHI IPUJIOXEHUIA. B 3aBUCMMOCTH OT MOJE/IN BhIOpaH-
HOTO KJII0Ua, MPeA0CTaBIIIOTCS CIeAYIONINEe BO3MOXHOCTH:

Guardant Sign

Peanmuzanmsi CUMMETPpUYHBIX U aCMMMETPUYHBIX KpUMNTOrpachUUECKUX aJrOpPUTMOB
BHYTPH KJIIOYA;

XpaHeHUe CeKPETHBIX KJI0UYei KpUNTOrpahMuecKnX ajJropuTMOB U MX UCITOIb30BaHUE
IIPY BHIITOJTHEHUM KPUIITOrpaMIeCKUX OIepaliiii TOJIbKO BHYTPH KJTIOUa;

XpaHeHue 10001 MoIb30BaTeILCKOW MH(MOPMALIMU, HEOOXOAMMOMN ISl 3alIUThI TIPU-
JIOKEHMSI, B 3allIMIIEHHBIX STYEHKaxX Kirroda (C BO3MOXHOCTSIMU €€ CUMTBIBAHUS U U3ME-
HEHMSI T10 TTapoJIIo);

Bo3MOXHOCTh ymajleHHOTO OOHOBJICHHS COIEPKMMOTO 3alllUIIeHHON 00JIaCTH ITaMsITH
KJII04a, HAaXOASIIErocss Y KOHEYHOTO IOJIb30BaTe sl 3alUIIEHHOTO IIPUIOKEHMS, BKITIO-
yas IMapaMeTphbl U OTpaHUYEHUS PabOThI 3aITUCAHHbBIX AJITOPUTMOB.

Guardant Time

IMongmepxxka pynkumonaasHocT Guardant Sign;

Bo3MoXHOCTU OrpaHUYEHUS pabOThI AJITOPUTMOB MO BPEMEHMU (TIPEIOCTABIISIIOTCS Cep-
BUCHI aKTUBALUU/EAKTUBALIUN aJITOPUTMOB — KaK B OMpeeJeHHbII MOMEHT BpEMEHH,
Tak W 1O TPOIIECTBUU OMPENEIeHHOIO BPpEMEHM IOCTe MEePBOro oOpalleHus] K ajliro-
PUTMBI);

Bo3MoXXHOCTh aBTOMATUYECKOTO U3MEHEHUS KJIoUeil MudpoBaHusT aIrOpUTMOB C Te-
YEHUEM BpeMEHM (MOXET OBbITh MCITOJb30BaHO, K MPUMEpPY, ST TPOrHO3UPYEMOTO IIe-
PUOINYECKOTO U3MEHEHUS KJTI0Ya MU(MPOBAHNS, UCITOIB3YEMOTO IS 3aIIUTHI UHPOP-
Malluu, epeaaBaeMoin MexX1y KIMEHTOM U CEPBEPOM).




Guardant Code

° IMonnas ¢pynkimonanbHocTh Guardant Sign;
o B03MOXHOCTB 3arpy3Ku COOCTBEHHBIX KPUIITOTpadUIeCKUX aJITOPUTMOB B KITIOY;
o B03MOXHOCTh BBITPY3KM YacTU KOAA 3aIMINACMOTO MPUIOXKEHUS B KIIIOY JJIsI TIOCIIe-

JIYIOIIEro UCIOJIHEHUSI HeOCPEICTBEHHO BHYTPH KJItouya (C BO3MOXHOCTbIO padOTHI 3a-
IPY>KEHHOTO KOJIa ¢ 3allIMIIeHHOM 00J1aCThIO TTaMSITH KJTIo4a).

Kax ymomuHanock panee, kimroun Guardant Sign/Time Net MOryT OBITh MCIOJIB30BaHBI IS
JIMIIEH3UPOBAHUS KOTIWI 3aIIUIIIEHHOTO MPWJIOXEHUS B IOKAJIBHON CETH.

CTOUT OTMETUTh, YTO eCIU (DYHKIMOHAI IMPUIOKEHUS MOXET ObITh pa3lesieH Ha OTACIBbHO
JIMIIEH3UPYEMbIE MOIYJIM, TO JUISl KaXKIO0ro M3 MOMAYJIEH 11e1eco00pa3HO UCIT0Ib30BaTh COOCT-
BEHHBII CEKPETHBIN KJII0Y, 3aIIMChIBasi, COOTBETCTBYIOIIEE YHCIIO aJITOPUTMOB B MAcKy KJToda
Ha 3Tane MNpeAnpoAaXHON MoAroToBKu. boyee moagpoOHO 3TOT BOMPOC OyAET pacCMOTPEH B
OTHOM U3 CJICIYIOIINX YPOKOB.

MsyueHMe YPOKORB M AOKYMEHTOUMMN

Ternepb MOXHO MEPEXOAUTh K Pa3IMYHOTO POJa SKCIIEPUMMEHTaM M, B KOHEYHOM UTOTE, pea-
JIU3alMu 3aluThl. B mpoliecce peanusanunu OyneT HeoOX0IMMO HEOMHOKPATHO 00paIaThes K
JokyMeHTaluu. OHa COCTOMT M3 CJEAYIONIMX YacTei:

. PykoBoacTtso nonb3oBatens. Yacte 1 (PDF) — onucanue ytunut Mactep KOMILIEKTa;

. PykoBonctBo nmonw3oBarens. Yacts 2 (PDF) — mopsimoxk paGotel ¢ kiaouyamu Sign u
Time;

° PykoBoacTtBo nosb3oBaress. Yacts 3 (PDF) — nopsimok pa6oTthl ¢ kirouamu Code;

. Cnpaska no Guardant API (CHM);
. Cnpaska no Guardant API gns mnatdopmer .NET (CHM);

. PykoBoncTtBo cuctemHoro agmMuauctpatopa (PDF) — mopsimok ycTaHOBKM UM HACTPOMKU
T10 cereBnix katoueit Guardant;
. Pexomenpanuu o Hactporike Kitoueit mog OC WinCE/Linux (PDF)

HckimounTenbHO MOJE3HBIM PEeCypcoM IIpU OpraHM3alMu 3aliuThl Ha ocHoBe Guardant API
ABJISTIOTCA npuMephl ucnojb3oBaHusg GrdAPI pis pasinyHbIX SI3bIKOB ITPOrpaMMUPOBaHMSI,
pacrionoxxeHHble B nupekropun “%Program Files% \Guardant\Guardant 5\%Public Code%
Samples”.

MoaroroBka 3aWMLLEHHOrO NPUJICIKEHUS

Ilepen TeM Kak MPUCTYIUTh K peau3aliMy 3alMThl IPOIYKTa TakKXKe HE0OXO0AUMO:

1. Paszpabortats cmpamezuro auuenzuposanus (OymyT 1 Bce MPOJAHHBIE TUILIEH3WN PaBHO3HAY-
HbI, UM HaIIPOTUB, (YHKIIMOHAJ KaXXI0i KOIMMUY 3alllUILEHHOTO MPUIOXKEHUS OyIeT pa3ouT
Ha OTHEJIbHO JIULIEH3UPYEeMble MOIYJIN);

2. 3anpozpammuposamv KaroMu B COOTBETCTBUM C BbIOpDAHHOI cTpaTerueil JUIIEH3UpOBaHUSI,
CcoxpaHuB MHMOpMaLMIO o MpolurBKax B b/l nH(opmaLmm o KIMeHTax;

3. Opeanuzoeamsb cyx0y TEXHUYECKON MOMIEPXKKU Y MPUCTYIIUTD K PACHPOCMPAHEHUI0 3a1111 -
LLIEHHOTO TPUJIOKEHMSI.

B mpouecce pacnpocTpaHeHUs 3alMILEHHOTO MPWIOXEHUS, TIPU TIOJydeHUU HeoOXonuMoit
00paTHOI CBSI3U OT KOHEYHBIX I0JIb30BaTeIeil, MOXET BO3HUKHYTh HEOOXOIUMOCTh M3MEHE-
HUsI/OT3bIBA TIepeJaHHbBIX JULICH3WI WIN TTOJTHOe U3MEHEHNE BCEIl CTpaTeruy JUICH3UPOBa-
HUd. Bece 370 MOXXHO OyIeT peaqn30BaTh HA OCHOBE BO3MOXXHOCTEM, MPEAOCTABISIEMBIX mex-
noaocusamu Guardant.



3aknoueHme

VYpoku garoT obliiee mpeacTaBieHde O MPOILECCe CO3MaHus 3alUThl U COCTaBIEHbI B MOPSIAKE
BO3pacTaHus CJIOXHOCTU. B pesynbrare BBIIOJTHEHUS KaXIOro U3 YPOKOB OyIeT IOJydYeHO
3alIUILEHHOTO IIPUJIOKEHME C UCITOJIb30BaHUEM TOTO MJIM MHOTO METO/IA 3aIlUTHI.

3a nmogpoOHOoIT nH(popMalelt peKOMeHIyeTCsl o0palaThes K JoKyMeHTauuu. OHa MoCcTaBIsI-
€TCsI BMECTe C KOMILIEKTOM pa3paboTurKa, a TakKe JOCTYITHA Ha caliTe ITpoIyKTa.

AononHurenbHbie UCTOMHUKM MHPOpMALLMM

HpI/I BO3HMKHOBCHHMMU BOIIPOCOB, HA KOTOPLIC BaM HE yaaJ10Ch HalTU OTBETAa B 3TOM HOCO6I/II/I,
peKoOMeHIyeM 00OpaTUTHCS K CAEAYIONIAM TOTTOTHUTEIbHBIM NCTOYHUKAM MH(GOPMAIINHN:
WWW: hitp://www.guardant.ru

Web-caiiT pa3paboT4MKa COOEPKUT OOJBIIONH 00BEM CIPAaBOYHON WH@OpMaUnu 00 371eK-
TpOoHHBIX Kitoyax Guardant.

Cnyx6a TeXHNUecKon NoAAEPIKKM:
e-mail: hotline@guardant.ru
Ten. +7(495)925-77-90


http://www.guardant.ru/support/download/manual/
http://www.guardant.ru/
mailto:hotline@guardant.ru
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