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O6uiee onucaHMe YTUAIMTBI NPOrPpaMMHUPOBAHMS

[lonmHoLeHHAsT OpraHM3alMsI IIPOLIECCOB JIUILIEH3UPOBAHUS IPUIOXKEHU BO3MOXHA TOJIBKO C
KCITOJIb30BaHUEM YTWIMTHI IporpaMmMupoBaHus kiodeil Guardant — GrdUtil.exe.

Heob6xoauMocCTh B MpOrpaMMUPOBAHMM KJIlO4a CaMMM pa3pabOTYMKOM 3allMILAEMOro IMpu-
JIOXXKEHUsI BO3HUKAET MPHY YCI0XKHEHUU JULIEH3UOHHOM MOJUTUKHU (K TIPUMEpY, KOTrla HYy>KHO
M0 OTACABHOCTU MPOBOAWTH MPOLECC JULEH3UPOBAHUS PA3IMYHBIX (PYHKIIUOHATIBHBIX MOIY-
JIel 3allMIIaeMOro NpPUI0KEeHUs, WM B CAy4yae 3alKiCHA HECKOJIbKUX HE3aBUCUMBIX JTULIEH3UMN
B OJWH 3JICKTPOHHBINA KJIIOY).

Mcnonb3iyembie TepMmMuHbI M 0603HAUYEHMSA

Pa3paboTumMK — coznaTesib IporpaMMHOTO ITPOMYKTA; IPOrPaMMICT, UCTIOIB3YIOIINIA 3JIeKTPOH-
Hble Kmoun Guardant j1s 3a1IUTHI ¥ JIMIIEH3UPOBAHNSI CBOETO MPOMYKTa.

KoHeuHbI Nonb3oBaTeslb — KIIMEHT pa3paboTInKa, IMOKyMHaTeslb ITPOrpaMMHOTO TIPOAYKTa, 3a-
mieHHoro kioyamu Guardant.

Macka wiroua (06pa3s namsaTu Kova) — o6pa3 naMsITH KJ1io4ya, COXpaHEHHbBIN B 0a3e JaHHBIX
win daitne popmarta .nsd. CoOBOKYIMHOCTb MOJIEH NaMsITH, UX CTPYKTYPbl U 3HAYEHWI, TpeACTaB-
JIEHHAas1 B yIOOHOM IIJIsT BOCHPUATHUS (popMe.

AnnapaTtHbliA anropuTM — aJIropuTM (P POBAHNS, BBITOIHSIIONIUICSA B 3JIEKTPOHHOM KITIOUE.
Heunsmensiemast 9actp aaropuTma, COOCTBEHHO peamayromias (GyHKIMIO IIGPOBaHUS, COmEp-
KUATCSI B MMKpOHporpaMme Kimoda. JocTyrHast 4J11 U3BMEHEeHUS YacTh aJlfOPUTMA (IeCKPUIITOP)
conepxutcs B EEPROM. [leckpunTop cocTouT u3 Habopa ¢j1aroB U onpeaeaunTeis (CEeKpeTHOTo
KJII04a), KOTOPBIE CIIY3KAT UTsl (hOPMUPOBAHUS KOHKPETHOTO BUIA AJITOPUTMA U ero cBOIiCTB. [le-
CKPUIITOP aJITOPUTMA SIBJISICTCS] PA3HOBUIHOCTBIO 3aIMIIIEHHOM STYSHKN.

3awmieHHas aueika — TUII 11014, 3alUIIeHHOTO anIapaTHBIMU 3alipeTaMy Ha YTeHHE,/3aIUCh
U COIEpKaIllero Habop CTPYKTYPMPOBAHHBIX IS TOM MJIM MHOM 1ieian JaHHBIX. K pasHoBHIHO-
CTSIM 3aIlMIIECHHBIX ST9eeK OTHOCATCS AECKPUIITOPHI allllapaTHBIX alTOPUTMOB, TaOJIMIIA JINIICH-
3uii (711 CeTeBBIX KJIIOYEii), COOCTBEHHO 3allMIIEeHHBIC STYeMKM (IUIsI XpaHEHUS TIPOU3BOJIBHBIX
JTAHHBIX) M 3arpy:KaeMblit Kof (ToybKo 11 Kimodeit Guardant Code).

K nocTorHCTBaM sTyeeK OTHOCSITCS: MX 3allMIIEHHOCTb OT CHSITUS AaMIla, HAJIMYMe CEPBUCOB aK-
TUBAIIMN/IeaKTUBALINK, JOCTYII K COAEPKUMOMY 10 HapOoJIi0, YIIPOIIeHHAs aapecamus 10 HoMe-
Dy STYEHKU.

OnpepnenuTtenb anropuTMa — CEKPETHBIM KITIOY AJITOPUTMA.

Bo3MOXKHOCTH YTUAIMTBI NpOorpammuposanus kmouei GrdUtil

YIunura npeaocTaBisieT IIUPOKUIA CIEKTP BO3MOXKHOCTEH IS PeIaKTUPOBAHUSI IaMSTU
KJIIo4a ¥ paboThI ¢ TULEH3UOHHON MH(POpMaIIeit:

° Paborta ¢ Mackoii (BHEIITHUM 00pa30M MaMsTH) KJIoda
° PaboTa c 3/1eKTpOHHBIMU KJIIOYAMU:

° Pabota co BcTpoeHHO 623011 JaHHBIX:

o IloaroroBKa maHHBIX IS 3aIUTHI IPUIOXECHMI

VYrunurta nporpammupoBanus kmoudeir GrdUtil umeer ynoOHBIN rpadudyeckuii uHTepdeiic,
OJHAKO B cliyyae HEOOXOAMMOCTM aBTOMATU3ALMU TUPAXKUPOBAHUSI JIMLIEH3UN CYILIECTBYET
BO3MOXXHOCTH €€ MCITOJIb30BaHS Yepe3 MUHTepheinc KOMaHAHOW CTPOKM.

" B GOJIBLLIMHCTBE CUTYALIMIA, OIIMCAHHBIX B JOKYMEHTALMM, O] aIlIapaTHBIM AJITOPUTMOM TOIPa3yMEBAETCs €10 JECKPUITTOP. DTO ClIeaHO
IS TPOCTOTHI TIOHUMaHMS, T. K. IECKPUITTOP — €IMHCTBEHHAsT 4aCTh arlfapaTHOro ajiropuTMa, KOTOPO MOXET YIIPaBIISITh pa3padoTIMK.
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Mporpa poBaHME KNIouen

JInueH3ua, 3anuceiBacMasi B KJII04 TIpY 3allliTe NPUIOXKEeHUs (peyb 0 KOTOPOii 1iJIa paHee) Mpej-
CTaBJISICT COOOM, MO CYTH, COBOKYITHOCTh JaHHBIX MacKu Kmoda. [log mporpaMmMupoBaHuem
KJIlOYa TTOHMMAETCS 3aMuch C(OOPMUPOBAHHOM MACKU B KIIIOY, COAepXKalleil MH(GOPMALIMIO O
JINLIEH3UOHHBIX OrPAaHUYEHUSIX UCITOIB30BAHKS 3aILUILEHHOTO ITPUIOKEHNUS.

Peanusauus SIMLUEH3VMOHHbIX OrpaHUYEHUNA TIPOMCXOAUT ITyTEM 3adaHUsl COOTBETCTBYIOIIMX
MapaMeTpoOB OTACIbHBIX aIrOPMTMOB B Mpoliecce (popMUpOBaHMKU MAacKM KiIroya (TakKux Kak, K
MpUMepy, aKTHBAlWs/IeaKTUBAIMs aJroOpUTMa II0 BpeMEHU WM OrpaHUYCHHE OOIIEero 4mcia
00pallleHMi1 K aJITOPUTMY/3aIUIIIEHHOM STYeiKe).

NMonsa namaTv Knwoua

Mg xpanenus macku B kimodax Guardant nmeercs 4 Kb sHepronesaBucumoit mamsru (6omee
NoJApOOHO 00 YyCTpOMCTBE M MpUHLUMNAX PaOdOThl Kio4Ya pedb IMOMAET B OOHOM W3 CJIEAYIOLINX
YPOKOB).

Bcio namsath Kioya MOXKHO (DYHKIIMOHAIBHO Pa3AeuTh Ha JBE MOC/IeI0BATEILHO PACIONOXKEH-
HbI€ B TAaMSTU O0JIACTU:

) IToxs ob1ero Ha3HAUYEeHUS
) T1oxst cBOOOOHOTO HAa3HAUEHUST

Monsa obuero Ha3HaYeH!s UMEIOT CTPOTO JKECTKYIO CTPYKTYPY Y UCITONIB3YIOTCST YTHJIMTAMU aB-
To3amMThI 1 QyHKUMIMU API mis xpanenust nagopMalii 0 caMoM 3JICKTPOHHOM Kirtoue. OHM
JOCTYITHBI JIJISl YTCHUS/3alMCH BHE 3aBUCHMOCTH OT YCTAHOBJICHHBIX 3aIlPETOB UTCHUSI/3aIICU
MaMsITH KJTI0Ya.

Mons cB060AHOr0 Ha3HAYEHMUA TT03BOJISIOT XPAHUTD JIIOOYIO CTPYKTYPY TaHHBIX U MOTYT OBbITh
3aIIMIIEHBI OT YTEHMSI/3aIMCH MTOCPENCTBOM YCTAHOBKM COOTBETCTBYIOIIMX 3aIIPETOB.

Huxe npuBeneH CHUMOK OKHa pepakTopa namatv GrdUtil:

&, PeaaxTop namaTy kntoved GUARDANT  [M3 dafina: default.nsd*®] ;|g|5|
J daiin PeaakTMpoBate  Kneou  Bua  Baza AsHHelx  Crpaeka
D@85 |41-Am {8 £ &< 3
PenakTop Macku
Appec Pazneg Sanpetel | Tun kA SHadeHHe
o000 [ oot [ [ Eeasraroeos uenos Horep nporparee o |
oot 0001 BessHakos0e uenoe BepckA 1
o0z 000z CHETHHIE CEpHIAHEIA N 0
0004 0002 Bea3HaKOEOR Lenoe EHTOESA Macka ]
nooe ooz BessHaKoE0e Wenoe CyETHME N21 (GP) o
000g nooz BessHakoBoe uenoe CHeTunk N92 5
ooin aon4 Eez3HakoBoe uenoe MHaerc 0
no14 0074 W Tabnkua anropuTHMoE 0001 BC 04 56 00 00 00 00 00 00 00 00 00 00 00 3E 0000,
oogs 009z W Anroputr 00 {(ESII64) G164 4C 06 FF D3 A6 7S BCEG 4C EA 45 Al B2 6 56 AS
o01a0 o092 row Anroputr 01 {(HASHE) HASHE4 3430BC24A591 876219 1A IBICIDIEIF 20
027z o092 row Anroputr 02 (RNDE4) RANDES AF9S33EIDZ0047 I0EABL4BOC 739622 11
0364 00&4 tw SalMILEHHEA A4erica 03 Read only user data 0000 00 00 00 00 00 00
0448 o0&4 rw JalHILEHHEA A4eria 04 Read/'Write user data 000000 00 00 00 00 00
0532 009z row Anroputr 05 (ESII64) 51164 Demo FOS4A322 17 E2FE 61 23 A8 AD A9 79 94 63 5F
0624 009z T Anropurr 06 (HASHE) HASHE4 Demo BC 8E 53 F& 43 9F B5 14 DA C1 A4 AZ FO DB 60 19
0716 0094 rw TafinKua NHueHzHA 07 LM3 table 5
0310 0098 [ AnropwTr 08 (ECC160) ECC 160 digital sign FSC14B 1IF 1580 24 54 F243DEBI 39 7FCZF 97 41 CE 9.,
0906 009z [ AnropuTr 09 (AES128) AES 128 Demo AC 5F A9 AF 80 67 DD 90 CA B9 D3 54 70 BE 40 B6
099 009z [ AnropuTr 10 (E51164 Encode) 551164 Encode F854 A3 22 17 EZFE 61 23 AR AD A9 79 94 63 5F
1090 o092 row AnropuTh 11 (551164 Decode) GSII64 Decode 7854 A3 22 17 E2 FE 61 23 A4 AD A9 79 94 63 5F
1182 2748 CBofio AHaA NamMATE 0000 00 00 00 00 00 0000000000 00 00 00 00 00 00 00...
3930 0003 Mone Ana Y THAMT AMArHOCTHEW
nfa o016 Maponk yAaneHHoro oOHOENE. ..
|UJa6nDH Mackn  |Public - 519175b7 | 'DEMOMNYE' CeofioaHo BaiT: 2748 3anpeTel r=1181 w=1181 THN Mackw: Guardant Time v




Macka Ki11o4a peacTaBiIsieT COBOKYITHOCTb CTPYKTYP TaHHBIX, ONMMCHIBAIOIIMX COAEPXKUMOE Ma-
MSITH KJTI0Ya, 3aIIMChIBAEMBIX B 00JIACTD MMAMSITH CBOOOIHOTO Ha3HAYCHUSI.

K maHHBIM MacKu Takke MOXXHO OTHECTH COAEPXKMMOE HEKOTOPHIX IOJIEH IaMSITH OOIIETro Ha-
3HAYEeHUsI, 3aaBaeMbIX B IPOLIECCE 3alIMCU MACKM B KJIIOU (Cpeay HUX MHGOpMAIIUs O 3aIlpeTax
YTeHMsI/3aICH TTaMSITH KJTI0Ua, a TAaKKe 3HAaYeHUSI HEKOTOPHIX (PJ1aroB).

Macka MoxkeT XpaHUTbCs B 6a3e gaHHbIx GrdUtil v B cnietimansHoM daiisie (dpaine Macku ¢
pacipeHuem *.nsd).

Macku Pas/IMYHbIX MOKOJICHUIA KITI0YeH Pas3/IMYHbIX TUIIOB MMCIOT OIIPEACIICHHBIC OTJIMYMA.
Baxno CJICINTD, YTOOKI B KJTIOY 3aITUCHIBAIACH TOIXOASIIAS 10 TUITY MacCkKa.

Cy1ecTByeT BO3MOXHOCTb TO0OABJIEHHS B CTPYKTYPY CJISAYIOIINX THUITOB TOJICH:

° AnTrapaTHBIN aJITOPUTM

° 3amuimeHHas staeiika

. Tabauua ceTeBbIX JULIEH3UMI
. Henoe uncio

. Crpoka

. CyeTunk

° Jlam11 mamsaTu

[lox annapaTHbIM aNropuTMOM MOHKMMAETCS CTPYKTYpa JAaHHBIX MAacKu, comepxaiiasi MHpop-
Malliio 00 UCIIOIB30BAHUM TOTO WJIM MHOTO KPUIITOrpaMUECKOro ajropurMa, moaiep:kuBacMo-
'O KJIIOYOM, BKJTIOYAsI OTpeae/MTe b aifOpUT™Aa.

IIpu obpallieHMK K TOJII0 TaKOrO THUIIA MpeoOpa3oBaHKMe JAHHBIX MPOMCXOMUT BHYTPHM KIIloYa,
CEKPETHBIN K104 (onpeaenuTesb aJiropMTMa) 1py 3TOM He TTOKUIAET 3JIeKTPOHHOIO KJItoya.

AnraparHble aIropyMTMbI MpeaHa3HauYeHbI U151 BBIMOJHEHWS! KpUITorpadrnieckux nmpeoopazoBa-
HUt nHGOPMAaIMU, UCTIOIb3YeMbIX B IIPOLIECCE 3allIUThI ¥ MCITOTHEHMS 3alIAILIIEHHOTO TPUJIOXKe-
Hus. OHU peaTu3yloTCsl MUKPOIIPOrpaMMON KiTloua, 3alCaHHON B MUKPOKOHTpoJuiep. MUKpo-
nporpamma Guardant 3amiuileHa oT CYUThIBAHUS U MOIU(DUKALINN.

3aberas Brnepen, HEOOXOAUMO OTMETUTD, YTO HanboJjee 3 GeKTUBHAS 3alUTa MOXET OBbITh pea-
JIN30BaHA C UCITOJIb30BAHUEM OCHOBHBIX TUITOB — aIllIapaTHBIX aJITOPUTMOB M 3allUIIECHHBIX STIe-
eK

PepaxrTop mackm
Penaxkrop macku pacnonoxeH B ritaBHoM okHe GrdUtil u mpeaocTaBisieT OCHOBHYIO YacTh (hyHK-
LIMOHAIPHOCTH YTWJIMTHI IIPOrpaMMHpPOBaHNsI Kirtodeil. OO00IIEeHHBII ITOPSIIOK pabOTHI C pemaK-
TOPOM MACKU BBITJISIIAT CIICAYIOLIMM 00pa3oM:

. CoszpaHye MacKy WJIU 3arpy3Ka 13 0a3bl JaHHBIX / ¢aiiia MacKu

o PenakrupoBaHue CTPYKTYPBI M COOEPKMMOTO MacKU

o BrInostHeHE JIOKATBHOTO MY YAAJIEHHOTO OOHOBJICHUS IMaMSITH KJTIo4a
° CoxpaHeHMe TeKylllelt MacKu B 0a3e JaHHbBIX / (paiiie MacKu



MporpammupoBanHune KouUem

Llar 0. Moaroroeka Kk pa6ore

IIpu nepBoM 3anycke GrdUtil OyaeT npenioXkeHO BKIIOUUTDL 0a3y JaHHBIX U BBIIOJIHUTD €€ IKC-
npecc-HacTpoiiky. C 1eJIbIo YIIPOIIeHMS Ipoliecca N3y4eHUsI paOdOThI ¢ YTUINTOMN MPOrpaMMHPO-
BaHUsI PEKOMEHAYETCsl OTKJIOHUTh IpeUIoxkKeHe (MJIM OTKJIIOUUTDH 0a3y JaHHbBIX, €CJId OHa ObLTa
BKJTIOUEHa A0 3Toro). ITopsimok paboThl ¢ Heit OyAeT MoAPOOHO PACCMOTPEH MO3Ke.

&, Pepaxtop namatu kmoueil GUARDANT  [M3 daiina: default.nsd]

Jmaﬁn PeaakTHpoEaTe KN4 BA | Basa AanHelx  CNpaBka

v K 1 BEMHYHTE/BEIKNIHHTE Basy AaHHb1 Crl+D Bl Bl
(=4 =N s sl
Pepaktop macku TGHER MROUHEDH: RAHHER Alb+L
Aapec | Pazten | JanpeTkl | THn anpYEHTE NOGNEAHHE ASHHEIE, SAMHEAHHEIE B KW EHaueHMe
0oao 0001 BeszHaral SaEEyEHTE MRWMERY, ME HHCy -EOnpacy A+ o
ony Tl Eessiar) JaMHEETE Hacky B Bazy AaHHL Al !
000z oo0z CHETHHE 3 . s ]
s e Bessnaral SHCATE MACKY B Basy AAHHE KA. . + b
o006 oonz BessHakol JanpysHTe Macky Hs Bastl 4aHHE: AlbR W]
oo0s 0oz EeszHakol Y annTE Macky vz Basel JaHHE: AlEHE 3
oAt Be0<4 Bezznakal BLIBRATE KIMEHTa AL I:'
o014 0074 Fw TafinHua ¢ 6 5 T 0001 BC 04560
ooss | o092 PR [— L 4C 06 FF DS A6 5
0180 | 0092 rw | Anroparw|  MEGORNELA O KnvEnTE AT g anc 24 As s
0272 009z tw ANFODHTH YAENHTE KIHEHTE HE Bastl ASHHEL AlE4+% AT 95 IZEIDZC
0364 0094 Fu 3EUHWeH 0 00 00 00 00 0
0445 | 0084 fw  Sawwwed  HACTPOKKE Baskl AaHHED At oo oo oo 0o 00 0
- R PO =y p

llar 1. CozpanMe nycron MacKku

Macka comepXuT MHGOPMALIMIO O JIMLIEH3USIX 3alld-
IIaeMOro MputoxeHus. 1 KaxXaoro NpuaoXXKeHus: oHa
OyzeT coaep:KaTb CBOi HAOOp aaropuT™MoB. IToaToMy Ha-
YHATH IIPOIECC MMPOrPaMMUPOBAHMS KJTIoUa PEKOMEH-
nayercs ¢ myctoit Mmacku. Co3maaum Macky 0e3 alropur-
MOB JJIsSI MTHTEPECYIOIIEro HAac TUIA KiIoda (IIPeaIoio-

KuUM, 4TO 3T0 Guardant Time).

War 2. flo6aBneHue 351IEMEHTOB B MACKY

BoibepruTe TN KNKOYa

" Guardant SignySign Mek

" Guardank Code

" Guardant Cods Time

" Guardant Stealth I1/Met 111

" Guardant Stealth T1{ket IT
" Guardant Fidus

€~ Guardant Stealth/Met

¥ He A0BAENATE ANrOPHTHE MO MONYSHHKD B MaCKY

OTreHa |

ITpuctynuMm K ¢opMUPOBAHUIO MAacKu. {711 KOppeKTHOM paboThl aBTO3aIIUThHI HEOOXOAUMO Ha-
JIn4yure XoTs Obl OJHOTO CUMMETPUYHOTO aJIrOpUTMa B Macke. Jlod6aBrMM ero B CBOOOIHYIO 00J1aCTh

ImaMATH.

BessHakoBoe Lenoe

W TalnMUa SropHMTHMOE

Mane ANA YTHAT AWar

MNapone yAaneHHoro ol

WHaeKe

CBOHCTEA

AoB3EHTE
[MEpEHMEHOEATE
MokasaTe NONHEIA AaMn Nons

COEAATE OTHET aNTGpHTHE
MpenfpasoEaHHe

¥ AEMHTE

Cnpaska

]

00 01 <6 00 38 00 00 00 00 00 00 00 00 00 00 00 58




Jl063BHTE HOBOE NoNe 5[

BrifiepHTe none AnA A0GABNEHHA B HACKy KNHYa W HakMHTE 'fanee"

N3 cuMMeTpuuHbBIX KpUINTOrpaduIecKux
aqroput™MoB goctynHbl ABa: GSII64 n
AES128. Bribepem AES128. On nonzmep- - crome beveen crpesemimens (OEC)
JKMBAETCsl BCEMU COBPEMEHHBIMU KIIIOYa- P s F
mu Guardant. Pazmep onpenenurens mis P
yKa3aHHOTO aJiropuT™Ma (PUKCUpPOBaH U pa- & o

BeH 16 GaiiT (128 6ur). R ———

" TaBanua nMueHzHA

rTwnnmona——————— | MuAnona

I ANA aETO3AWHTE
" Uenoe yMcno

THN ANropMTHa
IAESlZS Stealth TimeSign: ChmmeTpruHoe WhbposaHke j

€ Zarpysactii Ko

<= Hazan I Aange = I OTHEHS Cnpaeka

B cnenytonieM okHe auanora HEOOXOAMMO YCTAHOBUTD PSiIl TAPaMETPOB CO3IABAEMOT0 aJITOPUT-
Ma.

M3 HMX cleayeT OTMETUTh BO3MOXHOCTb YCTAHOBKM 3aBUCMMOCTM OT YHUKAJIbHOIrO MAEHTU-
¢pmkaTopa sexkrpoHHoro kitoya (ID). Takas 3aBUCHMOCTb MO3BOJISIET BIIOCIEACTBUM MPUBS3bI-
BaTh 3alIMIIAaeMO¢E IPIIOXKEHNE K OMHOMY €IMHCTBEHHOMY KITIOUY TaK, KaK OyaTO B HEM 3aIlCaH
VHUKAJIBHBII CEKPETHBIN KITF0Y CUMMETPUYHOTO ajropuTMa IdpoBaHus, 03 HEOOXOIMMOCTH
XpaHUTb Pa3IMYHbIC KIIIOYM /1T KaXKI0il KOMUK 3allUIIEHHOrO MPUIOKEHUSI. DTO MOXKET ObITh
HCIIOIB30BAHO MPU HEOOXOAMMOCTH MEPCOHAIM3ALNN KaKIOH KOIMUH 3alIUAIIAEMOTO IIPUIOXKEe-

CBOACTEA aNropuTMa,3aMILEHHOH AYEHKH il

CepBucbl paboTtbl C onpegenuTeneM mo-
3BOJISIIOT IIPOU3BOIUTH yAaJIeHHOE OJIOKU-
poBaHMe/pa30JIOKMPOBaHUE aJlTOpUTMa, a
TaKKe YTeHUe M OOHOBJIEHHME €ro OIlpelie-

Pasmep sonpoca (DEC): I 16

[ C ymerbleHien cueTamka

AOCTYNHBIE CEPBMCE! MNapon CnyYaRHBIR/NOCToAHHBIA

™ AkTHBaumA ID Iﬂncmqnnmﬁ =l

yurtenst. s anroprTMa aBTO3AIIUATHI WX I e E e
PEKOMEHIyeTCsI He YCTAHAB/INBATh. F i r | -
YT EHHE Mo Hapene MocToAHHER '
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3aKIIFOYUTEIbHBIN 3Tall T0OABJICHUS alllia- nee
paTHOTO aJITOPUTMA B MAacKy KJIoda IMpe-
CTaBJIAeT 3agaHue ero onpexaenurtens. Ilo
YMOJIUAHUIO OH COAEPXKMT TCeBAOCTyYali-
HYIO TTOCJIeA0BaTEIbHOCTh C BLICOKMMU Be-
POSITHOCTHBIMU XapaKTEPUCTUKAMU, KOTO-
pyI0O MOXHO TIeperecHepupoBaTh, 3a1aTh
BPYYHYIO WM 3arpy3uth M3 OWHAPHOIO
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Aapec | Pazrep | JanpeTel | THN

| WA | SHaYeHHe
0000 0001 Be33HaK0B0E LEnos HoMED Nporpamsl a
0oot 0oot BezsHakoBOe Lenoe Bepcra 1
000z 000z CUETUHK CepHitHBIA NS 1}
0004 000z BeszHakoBoe Lenos BHTOEaA Macka 1}
0006 000z Be33HaKoB0E LEenoe CueTuME N1 (GP) a
0o0s ooz BE33HaKOBOE LENOe CuETUMI M2 a
ooio 0004 BezzHakoB0e Lenoe HHaekc 0
0014 0030 rw Tabnyua anropuTH 00 01 A6 00 40 00 00 00 00 0r
009z ANFOpHTM 00 (A AnA aETO3aNThI G AG IF 74 64 B3 4D 20 BS B
3930 0003 Mone ANA YTHAMT AHSMHOCTHKH
nja o016 Maponk ¥ AaneHHora 0BHOBNEHHA B
4 | i
|LLIaISJ10H mackH [Public - 51917567 § 'DEMONYE Ce0O0AHD GaFT: 3794 |Sanpetel r=135 w=135 |Tun macku: Guardant Time 4

AHaJIOTMIHBIM 00pa30M MOXKET ObITh CO3/IaHa 3alMLeHHas sueika u Jitodoe apyroe nose. Ot-
JIMYHUE COCTOUT JIMIIb B TOM, YTO BPEMECHHDBIC OTPaHNYCHUA MOTYT OBITH 3aJaHbl TOJIbBKO AJIA aIlra-

paTHBIX aJITOPUTMOB.

lar 3. YcrTaHOBKAO NAPAMETPORB 3ANMUCU MACKU M peXXxuma paborsl Kmoua
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Ha panHoM sTame HeoOXoauMO OIIpCACINTD,
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Husl/3amucu. [l yCTaHOBKM 3ampeToB Ha

[OCTYyN K MaMATHU BbIOEPEM COOTBETCTBYIO-
LU 3JIEMEHT TTaHEeIM UHCTPYMEHTOB.
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Mo yMOJIYaHUIO 3arpeTaMy HAaKphIBAIOTCS BCE all- x|

TOPUTMBI U 3allMILIEHHbIE STYeiiK Macku. OgHaKo SAnpET Ha 38Tz 40 SANPET Ha UTEHME A0
BPYYHYI0O MOXHO CIBMHYTH FPaHWLibl 3anpeTtoB aapescai aapeca;
YTEeHUsI/3aIMCH KaK B MEHBIIIYIO, TaK 1 B OOJIBIIYIO

CTOpOHY. 135 |135

OTHEHS | Cnpaeka

EHA  baza A3HHEIX  LNpaEka
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HIero MOAKIIOYCHUS KiIo4a K IOPTY K04 6y,H€T BEssHaKoB0E LEN0E Horep nporpatksl
paboraTh 6e3 ucrnoJib3oBaHus Apaiisepa Guardant. Bessnaxosoe uenoe Bepaa
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PaboTa anekTpoHHbIX K/OYeEl C UCronb3oBaHeM gpaBepa Guardant siBnsietcs 6onee cTabunbHOM M 3alum-
LLIEHHON OT BHELLUHMX BO3AENCTBUIA 1 aHanu3a.
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BoiOpaB 271eMeHT TlaHeId MHCTPYMEHTOB
[~ PaspewmTh HENONb30BSHHE TONBKD 0AHOR KOMHH B
ynPaBneH“e CECCMOHHbIMU KJTHOYaAMMN MOXK- — MPHAO¥EHHA, MONONE3YHIWEro Guardant APT -
HO OrpaHI/I‘{I/ITb YUCIIO OLLHOBpeMeHHO OTKpr- {EAHHCTEEHHEIN CECCHOHHEIR KNod Ana Gurdant APT)
H [~ PaspewmTh HENONb30BaHHE TONbKE 0AHOR KOMHK
ThIX CECCUU pa6OTI’I C KJIIOYOM, YCTaHOBUB, Ta- NPHACHKEHUA, MENONEEYHIWEND SETO3AWMTY Guardant
KUM O6p330M 3alUTy OT UCIIOJIb30BaHUA 3a- {EAHHCTEEHHEIM CECCHOHHEIN KNHIY ANA SBTO3AILHTEI)
)
IIIEHHOIo IIPpUJIOXKEHHA B TECPMHUHAJIBHOM
e Me CTMEHa |
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Lar 4. 3anucb MACKM B KAIOY

Termneppb MOXHO 3amucaTh MacKy B Kiro4. I1o Mepe ycoBepllieHCTBOBAaHMSI 3alUThI IIPUIOXKEHNS B
Hee MOTI'YT JOOaBJISIThCS HOBBIE aJlTOPUTMBI U si9eiiky mamsity. [1py 3ToM, JaHHBIE MOTYT OBITh
3aIIMCaHbl B KIIIOU ITOJIB30BaTe ST YIAJICHHO, KaK ITOJIHOE JIM00 YaCTUIHOE OOHOBJICHUE ITaMSTH
Ki1o4a. Peub 00 3TOM ITOMAET B OMHOM U3 CIICAYIOIINX YPOKOB.



Pab6ora ¢ annaparHbiMM GAropUTMamm

IMocne Tor 0, KaK MacCKa 3alliuCaHa B K104, CYIIECTBYET BO3MOKHOCTDL IIPOTECTUPOBATDL 3aIlN-
CaHHbIC aJITOPUTMBbI OJHUM U3 CJICAYIOIINX CITIOCO0OB:

o CosznaTh TabJMILy BOIIPOCOB-OTBETOB IIPH ITIOMOIIHM allIapaTHOIO aIrOpUTMa
o ITpeobpa3oBaTh JaHHBIE MTPU MTOMOIIX allMapaTHOIO ajJropuTMa
. BrIoTHUTE 00pallieHNe K aJIrOpUTMY/3alIuineHHOM stueiike n3 Guardant API

MIPY TTOMOIIM TpadrUIecKoi yTHINTHI BeI3oBa pyHKumit Guardant API

Co3panue oTUETU ANNAPATHOrO AJIFOPUTMA

[lon reHeparueil oTyeTa anmapaTHOTO aJITOPUTMA IIOHUMAETCS CO3AaHMe TaOJIMUIIBI BOIIPOCOB-
OTBETOB 3alaHHOIO aJlfTOpUTMa Ha HEOOXOAMMOM SI3bIKe IporpamMmupoBaHMs. B kadecTBe
BXOJHBIX JAHHBIX IIPX 3TOM MCITOJIB3YIOTCS CIyYaliHbIe IIOC/IeI0BATeIbBHOCTH.

bES3HAKOEDE LENDE

FIHAEKC

u

Fw Tabnuua anropHTHOE 0001 A& 00 4000 0
CeoboaHan n: AobasHTb 0000 000000 00O
none — HEDBHMEHDBaTb Aekiskobesteokokokokohok koo
M&pOne YAAME  moy oz ark nonHeiii Aarn nona

C034aTh OTHET ANFOPMTHMA
MNpeobpasoEaHHe
¥AANHTE
Cnpaetka
x

W3 pocTymHBIX MapaMeTpoB MOXKHO 3aiaTh
00lI1Iee KOJIMYECTBO Map BOIIPOCOB-OTBETOB U
(bopmar oTueTa: SI3bIK IIPOrpaMMUPOBAHMS U
CITOCO0 B3aMIMHOTO PACITOJIOXKEHMST BOIPO-
COB U OTBETOB B OTYETE.

COzAaTE OTYET

Cnpaeka

Yucno ecnpocoe (DEC) I 2]
AsbIK NPOrpatMHPOEAHHA IAnsi Cic++ vl

Popra 0THETS |2 MaCCHES vl

SAKPLITE

/% Guardant Time,
gquestions and answers,

f% 32

Ortyet no anroputMy AES128, 3anucaHHomy If" ¥ Question/answer size 16
B Macke kmoua Guardant Time Mox HOME-  jaefine ns size 32
poMm «0», mia s3bika C/C++ Oymer Bblrsg- ~ #define ns_Blen 16

JIeTh IPUMEPHO CJIEIYIOIIM 00pa3oM:
Ox33,
Ox68,
Ox1f,
Ox9¢c,
Ox84a,

[ap=L

0x09,
Ox1z,
Oxab,
Ox64,
Oxab,

M2

Oxes,
0x%k,
Oxdk,
Ox71,
Oxcl,

Mawrad

Operation - Transform %/
Algorithm Mo O %/

Oxbl,
Ox4d6,
0x17,
Oxib,
Oxb4,

Ml A1+

Oxe3,
Oxkbe,
Ox32,
ox£7,
Oxda,

Marais

hytes

Oxad,
OxZa,
0x38,
Ox52,
Ox5hb,

nwos

unsigned char ns Question[ns_Size*ns_Elen]

0x71,
0x99,
0x40,
0x50,
0x14,

Ml

w

0x9d,
Oxec,
Oxde,
Ox7d,
Ox7d,

MwCn

[TonmydyeHHbIe TAKMM 00pPa30M TaHHBIE MOTYT OBITh MCIIOJIb30BaHbI B IIPOLIECCE 3aIlIUTHI.
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Mpeo6paszoBanMe AAHHBIX MPU NOMOLLM ANNAPATHOIO AJIFOPUTMA
[IpeobpazoBaHue JaHHBIX OTJIMYAETCS OT MPOLEAYPhl CO3MaHUS OTYETA TEM, UTO Ha BXOJ all-
MapaTHOMY aJTOPUTMY TOJAETCS 3apaHee OmpeneleHHas MOCIea0BaTeIbHOCTh OalT (3agaH-
Has B Bunae cTpoku ASCII cuMBoJIOB wiu (paiina JTaHHBIX).

Bes3HAKOEDR UENoe MHAgkC 1]
Il TafnMUa anNroOpHTHOE 0001 Ag 00 4000 C
“ AnropyTe 00 (AES123) W 31 27 6eC D4 :
CB060AHAA NaHATE CeoHcTEa | 0000000000000
Mone ANA YTHAHT AMArHOCT AcGaEMTE
Maponk ¥AaNEHHOrD OBHOET MeperMeEHoEaTE shobesbeoksbeskok destohobobkok e

MNokazaTe NoAHER AdrMn nonAa

C03A8TE OTHET SArOpHTHE

MpeofpasosaHHe

¥AanHTE

Cnpagka

B ciyyae mpeobpazoBaHUs TaHHBIX HEOOXOAMMO BpPYYHYIO BBIOpaTh PeXUM IMEGPOBAHUS
(mMeTom), a TaKXe CIMOCO0 MPEACTABICHUS BHIXOAHBIX JaHHBIX.

MNepofipasoBaiye anropyuTMom 0 5'
BroaHeE AaHHEIE: ICF‘alim 'I BEmaaHHTE. |

4E B 07 94 DA S 31 ACOF B103EFF2 4296 92 T |
BrimoaHele AaHHEIE: IJ]BDMHHbufi pakin 'I | Bocer. sekTop |

K.ormaHaa I K.oauposate j Crnpaeta |
-

Merag |oFe =l

A=zbIK NpOrparrUpOEaHKA IAnsi CAC++ j Ormera |

B pesynbraTe mpeobpa3oBaHusi, MOMUMO (paiijia BEIBOIA, OYIAET MPEIIOKEHO COXPaHUTh (paii
¢ nHpopmalmel 0 TpOM3BOAMMOM IIPe0OPa30OBaHUM C UMEHEM «report.rep».

Boinonnenune dynxumii Guardant API
OOpallieHre K aJITOPUTMY MOXHO TaKxKe BBIIOJIHUTH Mpu noMoliiuu ¢yHkuuii Guardant API, B
4acTHOCTH, IIpu ux BbI3oBe U3 yTuinThl GrdUtil (myHKT Bbi30B 6M6nMOTEUHBbIX (PYHKLMA
naHenn nHCTpyMeHToB). [Togpo6Hee TopsimoK paboThl C 3TUM MHCTPYMEHTOM OyIeT pacCMOT-
peH B OMHOM U3 YPOKOB 110 padore ¢ Guardant API.

11



Pab6orta ¢ 6a30iM AGHHBbIX

OnHolt 13 KITT0YeBBIX Bo3MOKHOCTel yruanuTel GrdUtil, ssBiasieTcss BO3BMOXHOCTD BeJeHUS 0a-
3bl JAHHBIX MAaCOK 3aIllMCaHHbBIX B KJII0Y, a TAKXKe COIOCTaBAeHMA MHGbOpMaLUK O (pakTax 3a-
MMMCH MAacKM M KOHEUYHBIX IIOJIb30BATeNSIX 3alllAIIEHHOTO IPWIOXEHUs. DTO JaET BO3MOX-
HOCTb BECTH YUET JIMLIEH3UI TIepeIaBaeMbIX IT0Ib30BaTE/IsIM, MOAU(MUIIMPOBATh UX TP HE00-
XOIVWMOCTH U Jaxe yIaJeHHO IIPOBOAUTH YaCTUYHOE WM IIOJTHOE OOHOBJICHHE TTAMSTH KJTIo4a
(peub 0 KOTOpPOM IOMIET B OMHOM U3 CIACIYIOIIMX YPOKOB). IlocaenHsisT BO3MOXHOCTh OCO-
OCHHO aKTyajbHa, TaK KaK MO3BOJISAET MpU J00aBIEHMN HOBBIX (DYHKIIMM 3aIMTHI, COXPAHSITh
aJTOPUTMBbI, HEOOXOAUMBIE JUISI KOPPEKTHOM paboThHI MPEabIIYyIIei BEPCUM.

B nHauane manHoro ypoka 0a3a JaHHBIX ObLJIa BpeMeHHO OTKIIodeHa. CoOTBETCTBEHHO, MH(OP-
Malysi 000 BceX (pakTax MPOIIMBKY KITIOUEH 3a 3TOT MepHoJ, He coxpaHsiiack. Hacrano Bpems ee
BKJIIOUMTb.

Hacrpoiika 6a3bl AAHHBIX
B HeakTHUBHOM COCTOSTHUM MOXKET OBITh BBITNIOJIHEHA HACTPOIiKa 0a3bl JaHHBIX.

BribepuTe cnocof HacTpolkK Basbl A aHHbIX x|

BrIBEpHTE THM HACTPOFKH Da3kl AaHHE!T

HacTpoika NonE30EaTENSM (TONEKD 404
CHETEMHEL 3AMHHHCTRATOPOE)

< Hazad I Hanee > I OTHEHS |

B nupektopun Komruiekta pa3paboTurka pacriooXeHhbl aBa ¢aiiia 6a3 gaHHbIX: Sample.mdb
(comepxaruit ipumep BeaeHus bl1) n Grdutil.mdb (uicrions3yemsrii it xpaHneHus padoueii b/
10 YMOJTYaHUI0). BeiOepeM BTOpOIA.

Bxniouenue 6asbl AOHHBIX
ITocne BEIOOpa (paiina pacnonoxenns b/l HeoOxomMMO ee BKITIOUUTb.

34 BWa | Baza AaHHe  CNPaEKA

BicntoqMTE EEIKIHHMTE Basy AaHHE!:: | B iy
) —

IDEC

[EHER MROWHBDHE KAHYEH AfE+L

THN SAFEYEHTE MOCNEAHHE AaHHEIE, SaMHESHHEIE B KK EHBHBHMB
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B oTKpbIBILIEMCSI OKHE TpeaiaraloTrcs cieaytolast (yHKIMOHAIBHOCTD 10 paboTe ¢ 6a30il JaH-
HBIX:

HHCTpyreHT B B33k 1aHHER

BhIGEPI‘ITE KNHUeHTa U Macky OnA sankcH B
KINHIY.

Knwoy Guardant anAa knuedta Anonymous Gyner
MPONUCAH MACcKol NpeacTaENeHHOW HA 3KpaHe

= ! JanucaTe QaHHEIE (NPOWNTE KNKY)

Mokaaats nocnedHWe JaHHbIg, 3aNUCaHHEIE
B KMHY

-

MokazaTe MCTOpPUKO 3aNKCKH KNKIYAE ©
01.01.1980 no 01.06.2010

5,

)‘rI'IICEEII'IEHHE AANUCAMIA MACOK

yI'IFZEEII'IEHHE IANNCAMI ENWEHTOE

Monck NpowWnBEoK kNKYER

TE N D

Pa6ora ¢ 6a30M AAHHBIX

[lepen HauaIOM 3amycK MacOK B KJTIOUH [UISI OIPEAEIEHHOIO KIIMeHTa (TPYIIIbl KIMEHTOB) HE00-
XOAMMO CO3[1aTh €ro B IMajore YnpasjieHUe 3anucsiMu KJIMEHTOB U/ BbibpaTb KineHTa
JIJIS1 COXpaHeHUsT MH(pOpMaLUK O CeAyIoIMX daKTax 3aricy MacKu Ha ero ums. B ciydyae HeoO-
XOIUMOCTH CYIIECTBYET BO3MOXKHOCTh 3aperucTpMpoBaTb Ha APYroro KJMEHTa IIPOIIMBKY
KJI104a, coxpaHeHHY1o B B/I;

| 1D Knroqa | KA MackH | BepcHA Ma.., | THN M3CKH | FnHEHT | pHzHaK 33E&p. .. |
27547127h (659545415d) LicensePraject_1.ppr 1.0 Time Anonymous SaBEpLEH
27547127h (659545415d) LicensePraoject_1.ppr | 2.0 Time Anonymous SaBEpLEH
27E 2 5954541 5d) ice ANOMyYMmous SEEEPLUE
. 27 C415d) e — Anonymous JaEEpWEH
27547127 (659845415d) Defar Y AaTHTD Anonymous SaBepweH
27547127h (6598454 15d) Def 2l p— — - — Anonymaous SaBepLWEH
SaPErHCTEHPOEATE HA APYIOro KNHEHTa
27547127h (6598454 15d) Defar Anorymaus JaEEpLEH
CHMETHTE PESYAETATEl MOHCKS
MFMCIRYE lrrefirann Fadit: 3794 [ZanmeThr F=135 w=135 [Tun warku: Graedant Time:

Heobxomumo oTMeTUTh, YTO MacKa KiIio4a, 3alichiBacMast B IIPOLIECCe aBTO3AIINTHI IPIJIOXKECHUS
(TIpX BBITTOJIHEHWH aBTO3ALIUThI € 3aIIUCHIO JTUILEH3UM B KJIIOY), IT0 YMOIUYAHUIO PETUCTPUPYETCS
B b/l Ha monb3oBarenst ¢ uMeHeM ANONYMOUS BHE 3aBUCHMOCTH OT TEKYILEro BBIOPAaHHOTO
KJIMEHTA.

OcransHoit pyHkmmonan GrdUtil pabotsl ¢ ba3oit JaHHBIX TOKEeH ObITh MHTYUTUBHO TTOHSITEH.
B citydae He0OX0IMMOCTH, MOXKHO 00OpaTUTHLCS K TIEpBOMY TOMY JoKyMeHTanuu Guardant.
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3aknoueHme

B nipoliecce BbIMOMHEHUSI JAHHOTO ypoKa ObLT pacCMOTPEH OOOOILUEHHbIN MOPSIAOK JEHCTBUIA,
HEOOXOIUMBII JIJI CAMOCTOSITEIbHOTO (hOPMUPOBAHUS 1 3aITUCH B KJTIOY JTULIEH3MU (MACKU C JIU-
LIEH3MOHHBIMU orpaHudeHusIMu). CTpyKTypa Macku ¢opMUpyeTcs B ITpoLiecce MPOeKTUPOBAHUS
3alUTHL. 3allyTa TPUIOXKEHUS MPOUCXOIUT HAa OCHOBE CO3MAaHHONW MAaCKWU W, COOTBETCTBEHHO,
MocJjie 3alucH ee B KJItoY.

Bo3MoxHoCTb B€ACHUA 0asbl JaHHBIX 3alUCAHHBIX B KJIIOYM MaCOK IIprU3BaHa yIipoCTUTb UTEpa-
TUBHBIA IIpoLeCC paBpa60TKI/I, peain3alinl U COIIPOBOXKIACHUWA 3allIMThI ITPUITOKCHUA.

Pekomennyercst He oTkito4YaTh 0a3y IaHHBIX B Mpoliecce paboThl ¢ KiIouaMu. XpaHuUMasi B Heil
MHGbOpMAaLIMS CITOCOOHA 3HAUMTEIEHO 00JIeTYUTh MPOLIEAYPHI YUeTa 3alMCaHHbIX U MepeaaHHbIX
KOHEUYHBIM I10JIb30BaTe/IsIM JINLIEH3UiA, B 0COOEHHOCTH, KOTIa JUIIEH3MOHHAS MOJIUTHKA TTOapa-
3yMeBaeT MOMEIIeHNE YHUKATbHBIX TAHHBIX B KJIIOY TTPU KAXK0W UTepaliuu 3arMcy MacKu.
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JlononHuTeNbHbIE UCTOUHNKMN HHPOpMaUNH

[Ipu BOBHMKHOBEHUHM BOIIPOCOB, Ha KOTOPHIE BaM HE YIAJIOCh HAMTU OTBETa B 9TOM IIOCOOUM,
PEKOMEHAYEM 00PaTUTHCS K CAEAYIOIIMM TOTIOJHUTEIbHBIM UCTOYHUKAM UH(pOpPMaLIUU:

WWW: http://www.guardant.ru

Web-cailT pazpaboTurka COAEPXUT OOJbIIONK 00beM CHpaBOYHOU MHGpOpPMaIMM 00 3JeK-
TpoHHBIX Kitoyax Guardant.

Cny)x6a TexHNUYeCcKon NoAACPIXKKM:
e-mail: hotline@guardant.ru
ten. +7(495)925-77-90
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