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1. TMocraHoBKG 304044 M MJIAHUPOBAHME ee
pelueHus

TectoBOE NpUNOXEHUue

B kauecTBe TeCTOBOTO NMPUJIOXKEHHUS BbIGpaHa MporpaMma, peCcTaBJsonas cobon
rpadudeckuit uHTepdeiic padboTsl c b/l MS Access, cojiepaliieil ClMcoK KJIUEeHTOB U
MH)OPMALUH O HUX.

MocraHoBKa 30404M

1. 3amudpoBaTh KOHPUTYpaLHOHHBIN daiia Ha ajroputMe GSI164.

2. Co3paTb MexaHU3M NPOBEPKHU 3/1eKTPOHHOM M PPOBOH NMOANUCH N0JI€3HBIX JAHHbIX
IpOrpaMMBbl B CIy4aliHble MOMEHTBI BpEMEHHU.

3. Hoctpouts Tabauny us 1000 cayyailHbIX BOIPOCOB U OTBETOB Ha
«0oJTHOHAMpaBJJeHHOM» aaroputMme AES128 u npoBepsATh UX N0 cpabaThIBAaHUIO
onpe/esieHHbIX TPUITEPOB.

4. IlocTpouTh TabaMILy BOIIPOCOB U OTBETOB /J14 JAHHBIX IPUJIOKEHHUs Ha
«0AHOHaNpaBsaeHHOM» anroputme AES128, cBsi3pIBaroiux TesiepOHHBIN KOJ ropoja
C Ha3BaHMEM ropoja.

5. Paspa6oTaTb U BHEJIpUTH HECKOJILKO CII0COG0B 06PabOTKU OLINO0K QYHKIIUN

Guardant APL

HdelcTBua, HeobxoauMblie AN peLueHUd 3a0a4m
HamnucaTtb nporpaMmy g MuppoBaHUA CAVIAUHBIX JaHHBIX Ha aaroputMme AES128

1. Cospgatb 1000 cay4yalHBIX CTPOK.
2. 3amudpoBaTh CTPOKH HA OJHOHANpaBJeHHOM anroputme AES128 (GrdCrypt).
3. ToAroToBUTH MOJyYeHHbIE JAHHbBIE /IJIs1 BHEJPEHUS B KO/l IPOTPaMMBbl.

HanwucaThb nporpamMmy g mubpoBaHUs M0JAe3HbIX JaHHbIX Ha anroputTMe AES128

1. Co3paTh TabJUIY COOTBETCTBUM TesedOHHOI0 KOJla FOPO/ia U ero Ha3BaHMUsI.

2. 3amudpoBaTb Ha3BaHHUS rOPOJIOB HAa OJfHOHAINpPaBJeHHOM ajaroputme AES128
(GrdCrypt).

3. IloaroToBUTH MOJyYeHHbIE AAHHbIE [Ji1S1 BHEJPEHUS B KOJ NPOrPaMMBI.

[Ipu ycTaHOBKE QUIBTPA

1. BbryuciauTh ciayvyaHoe 4uci0, ucnoib3ys Microsoft CryptoAPI (CryptGenRandom).
2. TlonyyuTb uMA cay4allHOro KjaueHTa us b/l.
3. CosgaTb uudpoByto NOAMUCH HA 0CHOBE UMeHU KaneHTa us b/l (GrdSign).

[Ipy OTKJIOYEeHUU GUALTPA

1. Tony4uTs cay4yaiiHoe yucio c noMouibio Guardant APl (GrdTransform).
2. TlpoBepuTb, BBI3BIBAJICS JIH [0 3TOTO AJITOPUTM nudppoBoi noanucu (GrdCRC).
3. IMposeputsb nudposyto noanuce (GrdVerifySign).

[Ipu 1o6aBeHUM HOBOU 3anucu B B/]

1. Tony4yuTb no KoAy ropoJa 3auiMmppoBaHHOE Ha3BaHUeE ropo/ja.
2. PacmndpoBaTh Ha3zBaHUe ropo/a c noMmoliblo anropurma AES128 (GrdCrypt).



3. BbIMOJHUTH 06PaGOTKY OLINOOK BhINOJHEHUSI QYHKIUU GrdCrypt HeCTaHAAPTHBIM
o6pa3oM (try..except).

[Mpu yananenuu 3anucu 3 b

BeIYHUCAUTD CIy4aliHOe Yynciio, ucnob3dys Microsoft CryptoAPl (CryptGenRandom).
[Moayyuts oaHy U3 1000 cTpok, 3aminppoBaHHbIX Ha anroputme AES128.
Pacmimdposats cTpoky (GrdCrypt).

BbINOJIHUTH CpaBHEHUE UCXOJHOM CTPOKM U paciiudpoBaHHo# B SQL 3ampoce.

B W N e



2. OnucaHume pewieHMs 3a0404YM

2.1 BeegeHue

B npouuioM ypoke 6bLIM H3yueHbl 6a30Bble PYHKIMH AJ151 paboThl ¢ KiaoyaMmu Guardant.
PaccMoTpeHbl cioco6bl MOKMCKA K043, OAKII0YEHHUS K K04y, BBIIIOJHEHHUS Ollepaluu
JIOTHHA, pa3paboTaH MeXaHU3M 3aLIUThl IPOrpaMMBbI C IOMOILbIO 3alIMUCH UHGOPMALUU B
3allMILeHHYI0 TYelKY, C TOC/AeyIOLUIUM ee YTeHHEeM U NpoBepKoil. OJHaKO OCHOBHBIM
perMMyleCTBOM COBPEMEHHbIX 3JIEKTPOHHBIX KJto4yel Guardant siBJisieTCs BO3MOXKHOCTD
npeo6pa30BbIBATh JAaHHbIE IPU IOMOLIM KPUITOrpadUiIeCKUX aITOPUTMOB BHYTPHU KJI0Ya.
JlaHHbBIE aJITOPUTMBI TO3BOJISIOT LIMGPOBATH U NMOAIUCHIBATD HHPOPMAIHMIO, A TaK Ke
XeLIMpPOBaTh U KOHTPOJUPOBATh Pe3YJIbTAThI.

AnnapaTHble aJITOPUTMBI ABJISIOTCA OCHOBOW MPOTUBOAENCTBUA CO3JaHUI0 IMYJISTOPOB
3JIEKTPOHHOTO KJ04a (04MH U3 HauboJiee 4acTO BCTpeYaeMbIX CIOCOO0B B3/10Ma 3alUThI €
MOMOILbIO KJII0Uel, 0c06EHHO B C/y4asX, KOr/a B 3alllUTe UCI0Jb3YITCS TONbKO QYHKLUU
YTeHHUA U 3alUCH JaHHbIX). TOJIbKO rpaMOTHOE UCII0/Ib30BaHKe allapaTHbIX a/ITOPUTMOB B
IporpaMMe CIoCOOHO 3HAUYUTENbHO 3aTPYAHUTD B3JIOMIMKY aHa/IM3 3allUThl U CO3JaHue
NpPOrpaMMHOrO aHaJIora 3J1eKTPOHHOT0 KJII0Ya.

B naHHOM ypoKe GYAyT Npo/IeMOHCTPHUPOBAHbI OCHOBBI PabOThI C pA3JIUYHBIMU
anmnapaTHbIMH a/IFTOPUTMaMH Y ITOKa3aHbl HEKOTOPbIe METO/Ibl 3aL[UThI IPOrPaMMHOTO
obecrieyeHud OT B3JIOMa.



2.2 OcHOBbI pa60Thbl ¢ ANNAPATHLIMU AJIFTOPUTMAMM

Jlnst Hayasia paboThl C anapaTHbIMHM aJIFOPUTMaMH HEOOXOAMMO 3allMCaTh B KJIKOY HOBYIO
MacKy, OHa HaXOAUTCs B ¢paiiie «/essonZ.nsd». B faHHOW MacKe CO/IEPXKUTCS ONMCaHUe
anroputMoB GSII64, RAND64, ECC160, AES128 Encode, AES128 Decode, koTopble 6yayT
HCII0JIb30BaHbI [IJIsl YCUJIEHUS 3aIUThI TECTOBOTO MPUIOKEHHS.

Pa6oTa c annmapaTHbIMHU aArOpUTMaMU OCyLecTBAseTCs ¢ moMoubio ¢yHkuui GrdCrypt
(GrdCryptEx), GrdTransform (GrdTransformEx), GrdHash (GrdHashEx), GrdSign u
GrdVerifySign.

Bce ¢yHk1uy, paboTarouiye ¢ annapaTHbIMU aJrOPUTMaMy, IpYU 06pallleHUH K aITOPUTMY
MCI0JIb3YIOT ero HOMep B MacKe KJII04a, TaK, HAllpUMep, B MacKe «/essonZ.nsd» aaropuTm
ECC160 umeet HoMmep 03.



2.3 NMpocroe wnpposaHme Ha anroputme GSI164

O/iHH U3 CIIOCOGOB yCUIEHHs 3aIUTHI — IIUPPOBAHUE YACTH JJAHHBIX, HEOOXOJUMBIX JIJ151
KOPPEKTHOM paboThl IPOrpaMMbl. ITO He MO3BOJIUT 3/I0yMBbIIIJIEHHUKY IPOCTO BbIpe3aThb
bYyHKIMY 3aLUTHI.

B TecTOBOM NpUJIOXKEHUM peasM30BaHO MU PPOBAHUE CTPOKU COeJJUHEHUS C 6a30H JaHHbIX,
KOTOpasi XpaHUTCs B pailsie koHPUTrypaluu nNpy noMouy 6J104Horo aaroputma GSII64.
JlaHHBIN aJITOPUTM YCTOWUYUB K KpUnToaHaausy. OH nojjep>xuBaeTcs kjarodyaMu Guardant
Stealth I, Stealth Il u Sign/Time. Anroputm GSI164 siBAsieTCA CHMMETPUYHBIM, UTO
MI03BOJISIET MCIN0JIb30BAaTh ero s mudpoBaHusi/paciindpoBaHus JaHHBIX.

Juia mudpoBanus JaHHbIX Ha anroputMe GSI164 ucnonbsdyercs ¢pyHkuusa GrdCrypt. Ee
MPOTOTHUII C ONTMCAHHEM NIApaMEeTPOB NPUBE/IEH HUXKE.

[Ipu miMppoBaHUHN JAHHBIX C UCMOJIb30BAaHUEM aNNapaTHBIX aJIFTOPUTMOB UCIOJIb3YETCs
HeCKOJIbKO KJII0YeBbIX MOHATHH.

OHpe,ZIe./IHTE./Ib aJIFOPpHTMA — YHHUKaJIbHAA MMOCJIeJOBATE/IbHOCTDb 6aﬁT, 3aZlaBaeMasd B MaCKe
KJ/Ir0O49a (B AECKPUIITOpEe COOTBETCTBYHOLIEro aJII‘OpI/ITMa), HCII0JIb3yeMad IpU LLII/I(l)pOBaHI/II/I,
O6€Cl'[e‘{I/IBa}OIJ_IaH YHHUKAJIbHOCTb Hp606p330BaHI/IH AdHHBIX.

Bekrop naHHAa/IH3anHH — I0C/Ie10BAaTEAbHOCTD 6alT, UCNOJb3yeMasi NPy UPPOBAHUH,
JUISl CBSI3KU MOCJIeI0BATENbHO HINPPYEMbIX 6JIOKOB JIaHHBIX. MOXKET HUCI0J/Ib30BaThCS B
KauyeCcTBe «COJIU», TO eCTh, YTOObI «pa3HO06pa3UTh» LIMPPOBaHUE OJHUX U TeX Ke JaHHBIX
OJJHUM U TeM e KJI0U0M. 3ajaeTCsl HEMOCPeACTBEHHO NIPU BbI30Be ajiropuTMa. He aBiseTcsa
cekpeTHBbIM. [Ipy mndppoBaHuu U JeuinPppoBaHUHN OJHOTO 6JI0KA JAaHHBIX BEKTOP
MHULMAJN3aluU J0JKEeH UMeTh 0JJMHAKOBbIe 3HAYEHUSI.

Merog npeobpa3zoBaHug - pexUM PaboThl aJIropuTMa LKUPpPOBaHUSA
(undposanue/pacuupponanue, ECB/CBC/OFB/CFB). OnpeaensieTcss kKoMOUHaL el
¢dJ1aroB, 3a1aBaeMbIX IPU BbI30OBE AJITOPUTMA.

[Ipu mudppoBanuu Ha anroputMe GSII64 GyeT HCNO/B30BaThCS MPe0Opa30BaHUE B pEXKUME
OFB. OH no3BoJsisieT WiIMPpoBaTh JaHHbIE TPOU3BOJIbHOH AJUHBI (TO €CTb UCI0JIb30BATh
6/104HbIH K P, Kak NTOTOKOBBIN). BoJsiee mopo6HO 0 MeToZax Npeo6pa3oBaHUs MOXKHO
MPOYUTATH B CIIPABKe MO KJIo4YaM 3aiuThl Guardant.

[Iporotun ¢yukunu GrdCrypt

int GRD_API GrdCrypt(

HANDLE hGrd, // XaH1 KoHTeHHepa Guardant

DWORD dwAlgo, // Homep annaparHoro ajiroparma

DWORD dwDataLng, // JrHHa JaHHBIX A1 TPe0Opa30BAHHA

void *pData, // YKkazaresnp Ha 6y@ep ¢ JaHHBIMH

DWORD dwMethod, // Kom6uHanua ¢iaros, onpegeadmonjas
MeTo/ Mpeo6pa3z0BAHHUS

void *plV, // Bexrop nHunHanzagau

void *pKeyBuf, // Bygep a9 nepegayu Kiaro4a LIHPPOBAHHA,
TOJIBKO JIJIA TPOrPAMMHO-PEaTH30BAHHbBIX
aJrOpHTMOB



void *pContext // Bygep koHTeKcTa, TOJIBKO A/19 IPOrpaMMHO-
PeaJIH30BaAHHBIX AT OPHTMOB
);
Ternepb Mbl TOTOBBI IEPENTH K BHEAPEHHUIO 3AIUThI IPOrpamMMsbl. [yt 3TOTO B 06pabOTKY
cobbiTusl Formi_LoadneobxoquMo 106aBUTb CAEAYIOUIUN KO/,

szInitVectorGS2:=IntToHex(InitVector,8); { BekTop mHHIHAIH3ALHH J/IT AJITOPHTMA
GS1164, 8 cuBoJI0B }

nRet:=GrdCrypt(hGrd, { X1 koHTerHepa Guardant }

02, { Homep annaparHoro aJiroputma }
Length(BDPath), { /ltHHa cTpokH /19 IIHPPOBAHHA }
@BDPath[1], { Ykazaresnb Ha cTpoky nogrirodeHnsa Kk B/}
GrdAM_OFB + GrdAM_Encode, { MeToz npeobpazoBanu- }
@szInitVectorGS2[1], { 64-6HUTHbBIFH BEKTOp HHHI[HATH3AL[HH }

nil, { He ucrosp3yercs }

nil ); { He ucrosp3yercs }

B 1aHHOM ci1y4ae B KauecTBe BEKTOpPA MHULMATU3AIMH UCIIO0JIb3yEeTCs 3apaHee
olnpe/iesleHHOE YUCJI0 (ero MOXKHO YBU/IETh B pas/ieJie ONMCaHUs KOHCTAHT). B peasibHOM
NPUJI0XKEHUU PEKOMEH/YeTCs UCII0b30BaTh Pa3HbIi BEKTOP MHULMAIU3AL U MEXAY
LUKJIaMH W poBaHUs-paciindpoBaHUs.

MeToa npeo6pa3oBaHus cocTaByeH U3 ABYyX ¢puaroB: GrdAM_OFB - onpejensieT BbI60D
mudpoBaHus no Mmetoay OFB, o HeM roBopuJiocs Bhilue, U GrdAM_Encode - yka3biBawIu,
YTO Ha IAHHOM 3Talle MPOUCXOIUT MU PpPOBaHUE JAHHBIX.

[Tocsie mudpoBaHUs CTPOKA NMPeACTaBASIET CO60M Habop 6ANUT U3 MeyaTaeMbIX U
HeleyaTaeMbIX CUMBOJIOB. YTOOBI KOPPEKTHO 3anucaTh ee B Gpaila KoHPUTrypaL U,
npeo6pasyeM B KoAupoBKy BASE64.

3amudpoBaHHas CTPOKA, YKa3biBalllas MyTh K 6a3e JJaHHbIX, I0JyYeHa U 3anucaHa B dpaili
koHburypauuu. Tenepb M0KHO 106aBUTH B IpoLeAYpPY 06pabOTKU COOBITUSA
«Form1.Create» ynkuuio feminpoBaHus JaHHbIX. [1o cyTH, dyHKIMA paciindpoBaHUsa
aHaJIOrMYHa CBOeH Npe/lleCTBEHHUIIE 33 UCKJII0YeHHeM OHOro ¢Jiara B METO/e
npeo6paszoBaHusl. HaiiiuTe ee B IporpaMMHOM KO/I€ U ONIPeJIeJIUTE, UTO B HEM U3MEHHUJIOCh.



2.4 Ucnonb3oBanue ML (anexkTpoHHON uudppoBor noanucm)

JsekTpoHHas UdpoBas MOAIKCH — 3TO OJTHO U3 3aMevaTe/IbHbIX HOBOBBEIEHUH B KJIIOYaX
3amuThl Guardant. /laHHbBIN aArOPUTM MO3BOJISIET MOAMUCHIBATD JJAHHbIE HA CEKPETHOM
KJII0OUe, KOTOPbIM XpaHUTCS B IECKPUIITOPE alllapaTHOT'0 aArOPUTMA, U MPOBEPATh MOANUCh
NpOrpaMMHBIMH METOAAMH. ITO O3BOJISIET YHATHU OT KJIACCUUECKOU 3alUThl aJITOPUTMaMH
THIIA BOMPOC-OTBET U MOBLICUTH €€ 3QPEKTUBHOCTD.

B TectoBOM IMPpUJIOXKEHU N paspa60TaHa cdileayromad cxeMa 3alllUuThI:

1. Tlpu HaXaTHHM KHONKHU BK/IIOYeHUS GUIbTPa € BeposiTHOCThIO 20% reHepupyeTcst
nudpoBas NOANKUCH, B KA4YeCTBE JJAHHBIX JJIs1 HOANKUCH UCI0JIb3YeTCs CAy4alHO
B3sTOE UM KJIMEeHTa U3 6a3bl JJaHHBIX.

2. [lpy HaXKaTHUM KHONKH OTKJ/IIO4YeHUS GUIBTPA € BepoATHOCTBIO 20% MpPOUCXOAUT
NpOBEPKA CreHEPHUPOBAHHOU LIMPPOBOU MO/ MUCH.

Koz ¢ pyHKIIMOHA/IOM 3alUThl HAUMHAETCA € BbI30Ba QYHKIIMM reHepaluy CJIy4YaliHoro
yuca. BoJbIMHCTBO 3KCIIepTOB B 06J1aCTH 3alUThI CXOAATCH BO MHEHUH, YTO
HCII0JIb30BaHUE CTaHAAPTHOro GYHKILMOHAJIA I3bIKa HIPOTPaMMUPOBAHUS [JIs TeHEpPaLUU
CJIy4alHbIX yKcesl Heb6e30nacHo. B kauecTBe aJiropUTMa Cy4yalHbIX YUCEJ PEKOMEH/yeTCs
byukuusa CryptGenRandomws Microsoft Crypto APL 115 ee ucnoib30BaHUSA J0OCTAaTOYHO
MO KJIOUUTBH K IPOrpaMMe MOAYJIb «WCIypt2».

BoJjiee moApo6HO 06 MHUIUATU3ALUY U UCTI0JIb30BaHUU Microsoft Crypto AP/ MoXHO y3HaTh
u3 MSDN.

[locsie mostydyeHUsI UMEHU CJIy4YallHOTO KJIUEHTa, reHepupyeM LUGPOBYIO NOAIHUCH. ITO
JesnaeTcs ¢ nomMoubio pyHkuuu GrdSign. B kiaroyax Guardant peasin3oBaH aropuTMm
nudposoii noanrck ECC160, KoTOpbIM UCNOJIb3YeT MaTeMaTHYeCKUH annapaT
3JUINNITUYECKUX KPUBBIX. [Ipy MCN0/1b30BaHMU JAHHOTO aJrOPUTMa JJINHA JAaHHBIX A4
NOANKCH J,0JXKHA COCTaBAATb 20 6alT, IpU 3TOM JI/IMHA caMo# iuppoBoH NoANKUCH
coctaBJisieT 40 6alT.

nRet:= GrdSign( hGrd, // X1 KoHTerHHepa Guardant

03, // Homep annaparHoro ajiroparma

20, // JtHHa JaHHBIX JJI9 TOJITHCH

@DataForSign[1], // YKkazaresnp Ha 610K JaHHBIX /I HOJIHCH

40, // tiHa [H@POBOH MOAIHCH

@ECCSign[1], // YKkazaresp Ha 6J10K JaHHBIX, Ky/4a OyAeT MOMeL]eHa
LHPPOBAs NOJITHCH

nil); // He ucnosip3yercs

[loanuck creHepupoBaHa. MOXKHO TepexoUThb KO BTOPOM YacTH 3alllUThI B Ipoliefype
06paboTKHU HAXKATHUS Ha KHONIKY OTK/Ito4YeHus: dunbvtpa (Forml.BtnFilterDisabled(Click).

B HauaJsie JaHHOr0 6JI0KA TaKXXe HEOOXO0IUMO MOJYYUTh CAydaiHoe 4uc/o. B aToT pas g
reHepanuu Bocnosb3zyeMmcs anroputMoM RND64 u3 Habopa Guardant APL. 3ToT aaroputm
sIBJIsIeTCS1 6€30MaCHbIM U MOKET ObITh MCN0JIb30BaH HapsAy ¢ Microsoft CryptoAPI.

nRet:=GrdTransform( hGrd, //Xsrz1 konTefinepa Guardant



02, // Homep annapatHoro ajiroputma

8, // JltHHa 6J10Ka JaHHBIX
@GrdRand[1], // YKazaresp Ha 6JI0K JaHHBIX
0, // Ho/mkHO 6bI1TE O

nil); // He ucrmosip3yercsa

Ecny pe3ysbTaT ciay4daiiHoro yuciaa nonasu B 20%, npoBepsieM, CTeHepyupOBaHa JIM ke
nudpoBasi NOANUCH, T.K. BO3MOXKEH BApUAHT, KOr/ja B HavyaJie paboThl IporpaMMbl udpoBas
NOJIKMCh He CTeHepUPOBAHa, a IPOBepPKa J0JKHA cpaboTaTh. [l o6ecnedeHUs1 IPOBEPKU
ucnosbsyetcs GyHkuusa GrdCRC us Guardant API. Ona nosBosisieT BoiuncauTb CRC yyacTka
naMsATH UM Koja. B nanHoM cnyyae BorunciaseTcss CRC undpoBoi nognucu.
[lepBoHaya/bHO MaccUB LIUPPOBOM NOANKCH 3aN0/HEH 6aliTaMu ¢ KogoM 0, To3ToMy
pe3yabTaT CRC Tak e paBeH 0. /lj1g ycuieHNs 3alUThl MOXXHO NepBOHAYaJIbHO 3all0JHUTD
610k 1MdpPOBOU OANKCHU 3HAYEHUSIMH, OTJIMUHBIMHU OT HYJIf, @ 3aTeM pe3ybTaT paboThl
¢yuknuu GrdCRC cpaBHUBATD € 3apaHee MOCYMTAHHBIM Pe3yJIbTaTOM.

GrdCRC(@ECCSign[1], { Ykazareib Ha 6JI0K JAHHBIX }
20, { /lriHa 6710ka JaHHBIX }
0) { HavyaspHoe 3Havenwe CRC }

Ecsu Bce yc10BUS yCIEUIHO MPOKIeHb], CaMOe BpeMsi IEPEX0JUTh K CAMOMY
OTBETCTBEHHOMY 3Tally — IpOBepPKe 3JIeKTPOHHO-1UbpoBoi noanucu. [Iposepka IYII
ocyuecTBIsieTcs ¢ nomolbio GyHkuuu GrdVerifySign.

nRet:= GrdVerifySign( hGrd, {Xsug1 konTerHepa Guardant}

GrdVSC_ECC160, { Tumm asropurma }

40, { AriHa ny6/IHYHOro KJIro4aj
@ECCPublicKey[1], {Vkazarenp Ha ny61HYHbIH KII0OY }

20, { A/tHHAa JaHHBIX, KOTOPBIE ObLIH MOJITHCAHBI }
@DataForSign[1], { AaHHbBIE, KOTOPbIE TOAMHCHIBATHCD }

40, { Anrra 3111 }

@ECCSign[1], { Vkazarenp Ha 311 }

nil); { He ucrosrp3yercs }

Kak M0HO 3aMeTUTb, B IPOTOTHUIIE OTCYTCTBYET NIapaMeTp « HOMED aJIrOPHTMAa», €ro
3aMeHsIeT « THIT &JIFTOPHTMAa». ITO CBA3aHO ¢ TeM, uTo PpyHkuua GrdVerifySign peanusoBana
POrpaMMHO, a He alllapaTHO BHYTPHU KJIto4a. [l ycu/eHHs 3alMThl MOXKHO BCTPOUTD
MCXOJAHBIM KO/ JAHHOTO a/IFOPUTMa B IpUJIOXKeHHe (OH AOCTyNeH B KOMIIJIEKTe
pa3paboTyYMKa) U CMEeLIATh €ro C N0JIe3HbIM PYHKI[MOHAJOM MPOrPaMMbl.

OZHUM U3 caMbIX BaXKHbIX NapaMeTpoB pyHkuuu GrdVerifySign siBisieTcs «ykazaresp Ha
OTKPBITHIH KJIF0Y», TI0 KOTOPOMY U TPOUCXOAUT NPOBEPKA 3JIEKTPOHHO-ITUPPOBOU MO/ MHUCH.
OH nmpejcTaB/seT cO60M Nocae0BaTeNbHOCTD U3 40 6alT. Y3HATh €ro MOXKHO B peJlJakTope
naMsaTH kiaodeil Guardant B pexxuMe pelakTHPOBaHUS aJIrOPUTMa Ha BKIagKe « Koy
ECC160». XpaHUTB OTKpPBITHIN KJIIO4Y B IpOrpaMMe B OTKPbITOM BHJie ONIACHO, TAK KaK OH
MOKeT ObITh NOZAMeHEeH. B TeCTOBOM NPUJIOKeHHH pacliippoBaHUe OTKPBITOTO KIK4a
peasiM30BaHO C MOMOIIbIO annapaTHoro ajroputma GSI164 B 06paboTKe COObITHUSA
Form1.Show.

nRet:=GrdCrypt(hGrd, // XaH1 KOHTerHepa Guardant
01, // Homep annapaTHoro ajropuTma
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40, // l/THEHAa CTpOKH 19 HTHQPOBAHHS

@ECCPublicKey[1], // YKazaresb Ha CTPOKY A/19 IIHPPOBAHHUSA
GrdAM_OFB + GrdAM_Decode, /) Aemugpoparue no merogy OFB
@szInitVectorGS2[1], // 64-GHTHBIH BeKTOp HHHIHA/IH3ALHH
nil, // He ucrmosip3yercsa

nil ); // He ucnosip3yercsa

PekoMeHiyeTCsl Tak»Ke MPOBEPSTh LeJIOCTHOCTb OTKPBITOr0 KJII0Ya IEpe/ ero
MCI0JIb30BaHHEM.

B3/10M nporpaMMbl OCJI0XKHUJICS, OJHAKO BO3MOXKeH BapUaHT, IPU KOTOPOM XaKep
noAMeHUT KoJ GyHKI KU poBepkH J1II], 3acTaBUB ee Bcera BblJaBaTh MOJI0XKUTENbHbIH
pe3yabTaT. YTOObI HCKIIOYUTD JAHHYIO CUTYAIHIO, B KO/ IPOrpaMMbl MOXKHO BBECTU

3aBe/IOMO HEBEPHYIO MIPOBEPKY U KOPPEKTHO 06paboTaTh pe3y/ibTaT BbINOJIHEHUSA QYHKIIUU

GrdVerifySign. /lna HarnsgiHocTH poBepka HeBepHoi I jo6aByieHa cpa3y 3a OCHOBHOU
dyHKIMeH, XOTS rpaMOTHee ObIJI0 6bl PACIIOJIOKUTh HECKOJIBKO MOJ00HBIX QYHKIIUM B
Pa3JIMYHBIX MECTAX TPOTPAMMBI.
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2.5 Ucnonb3oBaHMEe OAHOHaNpaBneHHbix anroputmoB AES128

Anroputm AES128 (Advanced Encryption Standard) npejcraBisieT co60# 6/104HBIN
CHMMEeTPUUYHBINA aITOPUTM NP POBAHUS, IPUHSATHIN B KaUeCcTBe CTaHAapTa UPOBaHUSA
CIIA. JinvHa cekpeTHoro kiatoda AES128 coctaBasieT 16 6aiit (128 6uT). [lsinHa 6J10Ka
JlaHHBIX, Tpeo6pa3yeMbIX aJTOPUTMOM 3a OJAMH LIUKJI, TAKXKe COCTaBJIsieT 16 GaiT.
Ananoruuno GSII64, anroputm AES MokeT paboTaTh B pexkuMax, MO3BOJISAKIIUX TUPPOBATH
KaK KpaTHble 16 6aliTaM 6JI0KU JJaHHBIX, TAK U OJIOKU IPOU3BOJIbHOU JIJIMHBL. B cxeme
3allMThl TECTOBOTO MPHUJIOXKEHUS HUCIIOMb30BaHbI 2 ajroputMa AES128: nmepBbIil — «TOJIBKO
mudpoBaHUE», BTOPOU — «TOJBKO paclindppoBaHue». B peaslbHOM NPUJIOKEHUU OCTABUB, K
MpUMepy, «TOJbKO pacuiippoBaHHE», Mbl MOXKEM 3aTPYAHUTD 3JI0yMbIIIJIEHHHUKY aHAJH3
3alUThI U CO3/IaHUE 3IMYJIATOpPa. BaxkHOoe yciioBuUe JJis moJydyeHUs paboTarollei napbl
aJITOPUTMOB, OJJUH U3 KOTOPBIX TOJbKO IKPPYeET, a APYroi TONbKO paciinPpoBbIBAET,
onpeeJIUTe] U aJropuTMoB (B Macke KJ04a), 0/HKHbBI ObITh UIEHTUYHBI.

Co3JjaHHbIE AJITOPUTMBI NO3BOJIIOT NMOJYYUTh TAOJUIY «BOIPOCOB-OTBETOBY, C IOMOILbIO
KOTOPOU OCYILIeCTBJISIETCS IPOBEPKA HAJIMUUS allllapaTHOro KJto4ya. B paMkax TecToBoro
HPUJIOXKEHHS PEJCTABJIEHO /iBa BApUAHTA N0J06HOH 3aUThl. OHU HaxX0AATCs B GYHKIMH
o6paboTke cobbrTust DBNavigatorl.BeforeAction.

[lepBbIi BAPUAHT 3alIUThI NOCTPOeH Ha Tabsinie u3 1000 BonpocoB-0TBETOB aJiTOPUTMaA

AES128. [IpoBepka pacrnoJjiaraetcs B 6JI0Ke yIaJleHUs] CTPOKHU U3 6a3bl JaHHBIX.

Jlis mocTpoeHus Tab/IMLbl B KA4eCTBe MpUMepa ObLJI0 CO3/1aHO0 OT/AeJbHOE KOHCOJIbHOE
npuoxeHue. Ero moxxHo HaTH B nanke «GenerateAES» jaHHOr0 ypoKa, B moJnanke
«1000». B pe3ysibTaTe BbINOJHEHUS JaHHOHN nporpaMmhl B ¢aiiie result1000.txt 6yget
CO3/1aH UCXOAHBIN KO/ Ha fA3bIKe C#, TOTOBBIN K BCTaBKe B IPOEKT. AHAJIOTUYHOTO
pe3yJ/bTaTa MOXHO JJOOUTHCS MPU UCN0Ab30BaHUH yHKINHU «Co3AaHMe OTYeTa
aJITOPUTMa» YTUJAUTHI NPOTPAMMHUPOBAHHUS KIIOYEH.

PaccMoTpuM noipo6HO NporpaMMy reHepaluy BOMPOCOB-OTBETOB.

B Hayasie mporpaMMbl TPOUCXOJUT MOJAK/IIOYEHUE K KJIIOUY U aKTUBAIUs aJITOPUTMA.
AnroputM mudpoBaHUs HAXOAUTCS B HEAKTUBHOM COCTOSIHUY, T.K. JIJIsl pa6OThl OCHOBHOM
IpPOrpaMMbl OH He Hy»KeH, U /1aBaTb MOTeHUAJTbHOMY B3JIOMIIIUKY BO3MOXXHOCTb
mr$poBaTh JPyTHe AaHHbIE HeJIb3s. MeTo/ibl aKTUBAIMU U A€aKTUBAIMU aJITOPUTMA
aHAJIOTUYHBI TOA06HBIM METO/1aM, pab0oTaOIIMM C 3aM[UINEHHBIMY TYelikaMu. OHU
noZipo6HO pacCMaTPUBAJIMCh B TEPBOM YPOKe, TO3TOMY 3a0CTPUM BHUMaHHe HAa METO/ie
M PpPOBaAHUS.

s paboTel ¢ anroputMmoM mwndpoBaHus AES128 ncnosnbsyetcs pynkuusa GrdCrypt. Janas
byHKIIMA yKe paccMaTpUBasiachk paHee npu paboTe c aaropurmom GSII64. Ucnosib3oBaHue
ee c aroputMoM AES128 npoucxoUT TakK xe.

EAMHCTBEHHOE, YTO CJielyeT YTOUHUTD, 3TO pexxuM mrdposanust. Ucnonssyem CBC. 3ToT
pexxuM npeobpasyeT 610K OTKPHITOrO TEKCTA B 6JI0K MIUPPOTEKCTA TAKOH 2Ke JIIMHBI, HO B
oTyinyue oT asiroputMa OFB auinHa 6J10ka mndpoBaHUs A0KHA ObITh KpaTHA 6JIOKY
npeo6bpasyeMbIx JaHHBIX (TO ecTb 16 6aiiTaM). llludpoBaHue KaxA0oro ciaeayoliero 6J0Ka B
3TOM peXXHUMe 3aBUCHUT OT pe3yJbTaTa WH(POBaHUS Npe bl AyILEero.

[Tocsie 3aBepiieHus reHepanuu 1000 BonpocoB-oTBeTOB B daiisie «result1000_arr.txt»
HaXOJAUTCS UCXOHBIN KOJ, KOTOPbIF HE0OX0JUMO BCTAaBUTh B OCHOBHYIO TporpaMmy. UTo6bl
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He 3aCOpPATH IJIaBHBIA MOAYJIb IPOTPaMMbl GOJILIIUM KOJUYECTBOM TEKCTA, Jy4Ille BCETO
C03/aTh OTAebHbIN (B TecToBOM nporpamMMe 310 «UnitTelCode.pas») u noMmecTUTb KO,

Tyza.

3auyTa nporpaMMbl Ha OCHOBE TaGJ/IMIIbI BOIPOCOB-OTBETOB peajiu30BaHa B 6JI0Ke
yaanenus 3anucu us b/l (npoyegypa TForm1.DBNavigator1BeforeAction). C noMolbio
Microsoft CryptoAPI mosyqaeTcst ciydaliHOe YU CJ10, KOTOPOE UCIOJAb3yeTCs JIJIsl BhIOopa
oaHo 3anucu u3 1000. [lasee BbIOpaHHAsA 3aMMCh PAcIKPOBBIBAETCS C TOMOIIHIO
GrdCrypt.

O6paTuTe BHUMaHHUe, I10CJle JelIMPPOBaHUSA 3aIMCH OHA He CPAaBHUBAETCA HANPSAMYIO «if
(StrDeCrypt = StrNoCrypt) then...» Tak KaK B 3TOM CJIy4ae B3JIOMIIUK CMOXKET JIETKO
3aMeTUTbh U Bblpe3aThb IPOBEPKY, a UCN0JIb3yeTCs B KadyecTBe napaMeTrpa B SQL 3anpoce, 4To
TaKKe 3aTPyJHAET aHaJu3 U MoAuPUKALMIO 3aLHTHI.

BTopo¥i BApUaHT 3alIMThL, OCHOBAaHHBIM Ha UCNOJIb30BaHUU anroputMa AES128 no Bei3oBam
¢ukuuit GrdCrypt, aHajioruueH NepBoMy, HO B HEM peasii30BaHa 60Jjiee UHTEpPEeCHas cxeMa
3aLUTHI.

3amyTa CTPOUTCS Ha CO3J,aHUHU acCOLMaTUBHOIO MacCHBa, UHJIEKCOM B KOTOPOM SIBJISIETCA
TesieQOHHBIM KO/ TOPO/1a, 2 3HaYeHHeM 3auppoBaHHOe Ha3BaHUe ropoja. [lpu
JI06aBJIEHUM HOBOTO KJIMEHTA U3 aCCOIIMaTUBHOTO MacCUBa 1o TeJiepOHHOMY KOAY
3amndpoBaHHas CTpokKa pacuindpoBbiBaeTcs Ha aaroputMme AES128, u pesyabTat
3aHOCUTCA B 6a3y JaHHBIX. B 3TOM ciy4yae 6ecnipenaTCTBEHHO BbIpe3aTh UM OTKJIIOUYUTD
QJITOPUTM paciiuPPOBKU HE MOJYIUTCS, T.K. OH 33/[eICTBOBAH B JIOTUKE TPOTPAMMBI.

BoJjiee moApo6HO 03HAKOMUTLCS € peajn3aliiel BTOPOro BapuaHTa MOXKHO B KOJie
JlobaByieHUs1 HOBoM 3anucu B B/l TecToBoro npusioxenus (npoueaypa
«TForm1.DBNavigator1BeforeAction») v B [ONOJHUTEJbHON KOHCOJIbHOUW IporpaMme
«GenerateTownAES.dpr».
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2.6 Cnoco6bl 06paboTku konoB owmbok Guardant API

B nepBoM ypoke ¥ B 4aCTH METO/[0B 3TOr'0 YpOKa /J1s1 06JierYeHus BOCIPUSATHS
HCII0JIb30BaJIach OJlHA CTaHAApPTHAasA PYHKLUSA NPOBEPKU Pe3yIbTATOB BbINOJIHEHHUS
Guardant API. OxHako B peajibHOM NPUJIOKEHHUU UCII0JIb30BaHUE OJHON PYHKLMHU POBEPKHU
He peKOMEeH/IYeTCsl, TaK KaK OHa MOXeT M0/iCKa3aTh B3JIOMIIHUKY aJipeca BbI30BOB BCeX
¢yHkuui Guardant API, a Takke MO3BOJIUT Cpa3y OTKJIIOYUTH BCE MPOBEPKU. PellIUTb 3Ty
Nnpo6JieMy MOXKHO, OCYLI|eCTBJISIS1 IPOBEPKY pa3JIMYHBIMU clloco6aMu. B 3Toil yacTu 6yayT
MpesCTaB/JeHbl HEKOTOPbIE U3 HUX.

Bce BU/1bI IPOBEPOK AJ151 HATJISIAHOCTH pa3MelleHbl B 0lHOM MecTe (B mpoleaype
TForm1.DBNavigator1BeforeAction). B peaJlbHOM MPUJIOKEHUH TPOBEPKU KO/IOB OIIMOOK
00513aTeJIbHO IOJ/DKHBI MCII0JIb30BAThCS /Il KOHTPOJISL Pe3yJIbTAaTOB BhINIOJIHEHUS BbI30OBOB
Guardant API, oco6eHHO B GQYHKIMAX, pabOTAIOIMX C 3al[UIEHHBIMUA TYeKaMH U
annapaTHbIMU aJrOPUTMaMHU.

Bu/ibl IpoBepokK:

O6bIyHag IIpoBepKa ( yCJ’[OBHbIﬁ rnepexoj)

B oT/iMyMe OT UCIIO/Ib30BaHUS eJMHON QYHKIUU IPOBEPKHU KO/ja BO3BPATa, JaHHbIM c10CO6
3aTpyZHsAeT B3JIOMIIUKY IOUCK U MOAUPHUKALIMIO BCEX IPOBEPOK, XOTS 110 KOJY HUUEM He
OTJINYAETCs OT OT/,e/IbHO BblJleJIeHHOW QYHKIMU.

if (nRet<>0) then

Begin

GrdLogout(hGrd, 0); // 3aBepiiiaeM ceaHc paboThI C KIIFOYOM
GrdCloseHandle( hGrd ); // 3aKpbiBaeM X3H/JI, OCBOOOX/aeM IaAMATh
GrdCleanup(); /) Aeurunuaiuzanud konuu Guardant AP
ExitProcess(0);exit;

End;

H[QOBE[QKa C HOMOIIbIO CO3/IaHUSA UCKIIOYHUTENbHON CUTYAllNUU

B 6J10Ke try..except co3aeTcsl UCKIIOYUTENbHAsA CUTYaLUsl, HAIPUMeD, JleJIeHHe Ha HOJlb, a
npu 06paboTKe UCKJIIOUEHUS TPOUCXOAUT BhINOJHEHUE HYKHbIX eHcTBUN. CO3/1aHHBIN
N0oA06HBIM 06pa30M 06pabOTUYMK CJI0KHEe aHAJIU3UPYeTCAa U MOXKeT Cepbe3HO0 3aTPYAHUTD
B3JIOMIUIMKY [TOMCK KO/Zia IPOBEPKHU.
try
TempReal := Random(200)/nRet; ///ipu ycrneurnom pe3ysiprate nRet = 0
except
on EZeroDivide do
begin
//HY>KHBIH KO/
end;
end;

[IpoBepKa c IOMOIIbLI0 UCIOJIL30BAHUSA PE3YJILTATA B BbI30Be GVHKIMU UIW B BEIYUCIEHUAX
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B pacyeT npuHUMaeTcs TO, YTO MPHU yCHelHOM 3aBepiieHUd ¢yHKusa Guardant API
Bo3BpaiaeT 0, 103TOMY JJaHHOE YHCJIO MOXKET ObITh HCIOJIb30BAaHO B Pa3JIUYHBIX BUJAX
BbluUCIeHU . Hanmpumep,

Form1.Top := Form1.Top + nRet *1589;

[Ipu 3TOM B C/ly4ae KOPPEKTHOTO 3aBepiieHUus paboThl GYHKIUHU Pe3yabTAT BIYUCIEHUS
OyJleT BEpHbBIM, U HUUET0 HE U3MEHHUTCS, B IPOTUBHOM CJIy4ae rjaBHas ¢opMa nporpaMMel
MpoMNaZieT ¢ 3KpaHa. ITOT Ke MPUHILUI OYIeT paboTaTh AJis APYTrUX MAaTEMAaTUYECKUX
BbluMCIeHUU. OZjHaKo OyAbTe BHUMATEJbHbI: B CJIyyae KPpUTUYHOCTH pe3y/IbTaTOB
BBIYMCJIEHUH /151 JaHHbBIX 10J1b30BaTe s CTapalTeCch He UCI0JIb30BaTh 3TOT NpueM. Tak xe
MO>XHO UCIIOJIb30BaTh Pe3yJbTaT B pa3/IMYHbIX AeicTBUAX. Hanpumep, npu
KOHCTpyHupoBaHuU SQL 3anpocos.

ADOQuery1.SQL.Add('DELETE FROM ClientsList WHERE (ClientID="+ClientID+'
AND '+IntToStr(nRet)+'=0)");

B aToMm cay4ae, eciu dyHkuusa Guardant API BepHy.sia omin6ky, To SQL 3anpoc He 6yaeT
BBINIOJIHEH.

Hcnosib3oBaHue I[IPOBEPKHU pe3yJibTaTd B BbIYUCIEHUAX U I,Zl'el‘/’ICTBI/IHX IMO3BOJIAET CUJIbHO
OCJIOXKHHUTDb B3JIOM MPpOTrpaMMbI 3JIOYMbIIIJIEHHUKOM.

OTsoXkeHHad npoBepKa

CyTb MeTO/1a COCTOUT B POBEPKe BO3MOXKHOU OIIMOKHU He Cpasy NOoCJe BbINOJTHEHHS MeT0a
Guardant API, a yepe3 Kakoe-TO BpeMs B APYroM 0JI0Ke. ITO 3aTPyAHSIET B3JIOMIIUKY aHaJNU3
JIOTUKHU 321U ThI. JlaHHBIN MeTO/1 y00HO COYeTaTh C OJJHUM K3 CIOCOOOB, ONMCAHHbIX BHIIIIE.
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3. HeckonbkO BOXXHbIX MOMEHTOB

Ha6op annapaTHBIX aJIFTOPUTMOB /1J19 3aLMThI IPOrpaMM, IPeA0CTaB/IsSeMbIX KA0YaMH1
Guardant, pasHoo6paseH. Ho MHOroo6pasuie BO3MOXKHOCTeH He JlaeT rapaHTHU Ha/le>KHOH
3aLUTHI, €CJIM UX He UCNI0JIb30BaTh. TOJBKO aKTUBHOE UCII0JIb30BaHUE Pa3JIUYHbIX
annapaTHBIX aITOPUTMOB BO BCEX BaXKHBIX YACTSAX IPOrpaMMbl B COBOKYITHOCTH C
3aMbICJIOBAaTON JIOTUKOM CaMOM 3allUThl MOXKET C/eJ1aTh ee N10-HACTOoALLeMy HaZleXKHOH U
YCTOMYMBOH K B3JIOMY.

BaxkHblii coBeT. [Ipy paboTe c annmapaTHLIMU aJITOPUTMAMU CTapalTeCh YUTH OT OO6BbIYHBIX
NPOBEPOK, KOTOPbIE T03BOJIAIOT B3JIOMIIUKY JIETKO MEHATD JIOTUKY [IPOrpaMMBl.
HWcnoap3yiiTe pe3ybTaThl paboThl aJIFOPUTMa B pa3/IMYHbIX BbIYUCIEHUAX WU JeHCTBUAX.
ITUM Ke NPUHIMIIOM HY>KHO PYKOBOJCTBOBAThHCS MPU 06paboTKe OLIHNGOK.

CTOUT OTMETUTH TO, YTO, HECMOTPS Ha MHOT006pa3ue peasiM30BaHHbBIX MPOBEPOK B JIOTUKE
3alIUThI, MHOTHE U3 HUX 110 CBOEH CYTH NMPOCTHI U MOTYT GbITh B3JIOMaHbl TAK Ha3bIBa€MbIM
«6UTXaKOM» (HapyUMep, U3MEeHEHUEM YCI0BHOIO Ilepexo/ia Ha 6e3ycioBHbIN). Takke He
HCKJIIOYEHbI aTAaKU Ha BbI30BbI QYHKIUU reHEPATOPOB CAyYalHbIX YUCEJ, TAKXKE CIIOCOOHBIE
MPUBECTU K HEPAGOTOCTIOCOOGHOCTH Psi/ia MEXaHU3MOB 3alUThI.
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