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1. TMocraHoBKG 3a0/404YM M MJIAHUPOBAHME ee
pelueHus

TectoBOE NpUNOXEHUue

B kauecTBe TeCTOBOTO NMPUJIOKEHHUS BbIGpaHa MporpaMma, peCcTaBJsonas cobon
rpaduyueckuii uHTepdelic paboTsl ¢ 6a30# AaHHbIX (B/]) MS Access, cofepxallei CiMcok
KJINEHTOB U UHGOPMALUHU O HUX.

MocraHoBKa 30404M

1. 3amwudpoBaTb KOHPUTYpaALMOHHBIN aiia Ha aaroputMe GSII64.

2. CoszaTb MeXaHU3M NPOBEPKH 3JIeKTPOHHOM IUPPOBOH MOAIMCH NOJI€3HBIX
JIAHHBIX IPOTPAaMMBI B CJly4aliHble MOMEHTBI BDEMEHH.

3. TMoctpouTts Tabauny us 1000 cayyaliHbIX BOIPOCOB U OTBETOB Ha
«OJTHOHAMpaBJieHHOM» aaroputMme AES128 u npoBepsATh UX N0 cpabaThIBAHUIO
onpeJe/ieHHbIX TPUITEPOB.

4. IlocTpouTh Tab/MIly BOIPOCOB M OTBETOB [JIs1 JAHHBIX IPUJIOKEHUA HA
«OJTHOHAIMpaBJeHHOM» anroputMme AES128, cBs3bIBarOIux TesiepOHHBINA KOJ,
ropoza c Ha3BaHUeM ropoJa.

5. Paspab6oTaTh ¥ BHEJPUTh HECKOJIBKO CIIOCO60B 06paboTKU OMIMG0K PYHKIUI
Guardant API.

HdelcTBua, HeobxoauMmbie AN peLueHUd 3a8a4m

Hanwucatb nporpamMmy A4 myubpoBaHUd CAVYaUHbIX JaHHbIX HA aaroputMe AES128.

1. Cospatb 1000 cinyyaillHBIX CTPOK.

2. 3amudpoBaTh CTPOKH Ha OJJHOHAIpaBJeHHOM asroputMe AES128
(GrdApi.GrdCrypt).

3. IloAroToBUTE MOJY4YEHHBbIE JaHHbIE [JI BHEJPEHUS B KOJ, IPOTPaMMBI.

HanucaTtpb nporpamMmmy g mudbpoBaHUd M0JAe3HbIX JAHHBIX Ha aaroputMe AES128

1. Co3pgarb TabJaUIy COOTBETCTBUH TeeOHHOT0 KOJia TOPO/a U ero Ha3BaHHs.

2. 3amudpoBaTh Ha3BaHUS FOPOJOB HA OJJHOHANPABJEeHHOM asiroputMe AES128
(GrdApi.GrdCrypt).

3. [loAroToBUTH MOJyYEHHbIE JaHHbIE JJIs BHEJPEHUS B KOJ IPOTPAMMBI.

[Ipu ycTaHOBKe QUILTpA

1. BpIMUCAUTB ciaydaliHOe YUCII0, Ucosb3ys Microsoft CryptoAPI
(RNGCryptoServiceProvider.GetBytes).

2. ITony4uThb UMS CAy4yalHOTO KaueHTa u3 B/.

3. Co3path UMPOBYIO NOANKUCH HA OCHOBe UMeHH kaneHTa U3 B/l (GrdApi.GrdSign).

[Ipu oTKAOYEHUU GUIAbTPA

1. TMonyuyuTts cay4daiHoe yucio c noMmoibio Guardant API (GrdApi.GrdCrypt).

2. IlpoBepHUTb, BbI3BIBAJICS JIM /10 3TOT0 JIFOPUTM LUPPOBOH MOAIUCH
(GrdApi.GrdCRC).

3. Iposeputs nudpposyto noanuck (GrdApi.GrdVerifySign).

[Ipu no6aBieHUU HOBOM 3anucu B B/

1. [osy4uThb O KOAY roposa 3an$poBaHHOE Ha3BaHHE TOPO/A.



2. PacmudpoBaTh HazBaHHE ropo/ia ¢ moMolibio asropurmMa AES128
(GrdApi.GrdCrypt).

3. BbINOJIHUTB 06pabOTKY OIIMGOK BhinosiHeHUs GyHKIMU GrdApi.GrdCrypt
HeCcTaHJapTHBIM 06pa3oM (try..catch).

pwu ynanenuu 3anucu u3 b

BbIMMCIUTD CIydaliHOE YU CJI0, Ucnosib3ys Microsoft CryptoAPL

[Moayyuts oaHy U3 1000 cTpok, 3aminppoBaHHbIX Ha aaroputme AES128.
Pacmindposats cTpoky (GrdApi.GrdCrypt).

BbINOJIHUTB CpaBHEHUE UCXOHOM CTPOKU U paciiudpoBaHHo# B SQL 3ampoce.
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2. OnucaHue pelueHMs 3a0404M

2.1 BeegeHue

B npouwiom ypoke 66111 H3yUeHbI 6a30Bble METO/bI paboThI € KJao4YaMu Guardant.
PaccMoTpeHbl cioco6bl MOKMCKA K043, OAKII0YEHHUS K KUY, BBIIIOJHEHHUS Ollepaluu
JIOTMHA, pa3paboTaH MeXaHU3M 3al[UThl IPOrPaMMbI € MOMOIIbIO 3aKcHd HHGOpPMAIUHU B
3allMILEeHHYI0 S4elKY, C TOC/AelyI0LIUM ee YTeHHEeM U NpoBepKoi. OJHaKO OCHOBHBIM
peruMyleCTBOM COBPEMEHHBIX 3JIeKTPOHHBIX KJIto4yel Guardant siBJisieTCs BO3MO>KHOCTD
HpeO6p330BbIBaTb AdHHbIE ITPHU [TIOMOIITHU KpI/IHTOFpa(l)I/I‘{eCKI/IX AJITOPUTMOB BHYTPH KJr04a.
JlaHHBIEe aJIrTOPUTMBI MO3BOJISIOT IKGPOBATH U MO/NUCHIBATh HHGOPMALIHIO, A TAK XKe
XeLIMpPOBaTh U KOHTPOJUPOBATh Pe3yJIbTaThl.

AnnapaTHble aJITOPUTMBI ABJISIOTCA OCHOBOM MPOTUBOAENCTBUSA CO3JaHUIO SMYIATOPOB
3JIEKTPOHHOTO KJ04a (0MH 13 HauboJlee 4acTO BCTpeYaeMbIX CIOCOO0B B3/10Ma 3alUTHI €
IOMOILbIO KJII0Uel, 0CO6eHHO B cjy4yasx, KOTr/a B 3alUTe UCIO0Ib3YITCS TOJNIbKO QYHKIHUU
YTeHHUA U 3alMCH JaHHbIX). To/IbKO rpaMOTHOE UCII0/Ib30BaHKe annapaTHbIX aJITOPUTMOB B
IIporpaMMe CIOCOOHO 3HAaUUTEbHO 3aTPYyAHUTD B3JIOMIIMKY aHa/IM3 3alllUThl U CO3JaHue
IpPOTrpPaMMHOTI0 aHaJIora 3JIeKTPOHHOI'0 KJI04a.

B naHHOM ypoKe GYAyT NpoJIeMOHCTPHUPOBAHbI OCHOBBI PAabOThI C pAa3JTUYHbIMU
anmnapaTHbIMH a/IFTOPUTMaMH U ITOKa3aHbl HEKOTOPbIe METO/Ibl 3all[UThI IPOrPaAMMHOTO
obecrieyeHus OT B3J0Ma.



2.2 OcHOBbI pa6o0Thbl ¢ ANMNAPATHLIMU AJIFTOPUTMAMM

Jlnst Hayasia paboThl C anapaTHbIMHM aJIFOPUTMaMH HEOOXOAMMO 3allMCaTh B KJIKOY HOBYIO
MacKy, OHa HaXOAUTCs B ¢paiiie «/essonZ.nsd». B faHHOW MacKe CO/IEPXKUTCS ONMCaHUe
anroputMoB GSII64, RAND64, ECC160, AES128 Encode, AES128 Decode, koTopble 6yayT
HCII0JIb30BaHbI [IJIsl YCUJIEHUS 3aIUThI TECTOBOTO MPUJIOKEHHS.

Pa6oTa c annmapaTHbIMU aITOPUTMaMH OCYLILECTBJSETCS C TOMOLIbI0 METOJ0B
GrdApi.GrdCrypt (GrdApi.GrdCryptEx), GrdApi.GrdTransform (GrdApi.GrdTransformEx),
GrdApi.GrdHash (GrdApi.GrdHashEx), GrdApi.GrdSign u GrdApi.GrdVerifySign.

Bce MeToibl, paboTaroliye Cc annapaTHbIMU aJIrOPUTMaMy, IpY 0OpallleHUU K aITOPUTMY
MCI0JIb3YIOT ero HOMep B MacKe KJII04a, TaK, HAllpUMep, B MacKe «/essonZ.nsd» aaropuTm
ECC160 umeet HoMmep 03.



2.3 NMpocroe wnpposaHme Ha anroputme GSI164

OZiMH U3 CrI0CO60B yCUIeHHs 3aIIUTHI — IIUPPOBAHUE YACTH JAHHBIX, HEOOXOJUMBIX JIJ151
KOPPEKTHOM paboThl IPOrpaMMbl. ITO He MO3BOJIUT 3/I0yMBbIIIJIEHHUKY IPOCTO BbIpe3aThb
byHKIMY 3a1UTHI.

B TecTOBOM NpUJIO)KEHHUU peai30BaHo MUPOBAHUE CTPOKU COeIUHEHUS ¢ 6a301 JaHHBIX,
KOTOpasi XpaHUTCA B pailsie koHPUTrypaluu npy noMouu 6j104Horo aaroputma GSII64.
JlaHHBIN aJITOPUTM YCTOWYUB K KpunToaHaausy. OH nojJep>kuBaeTcs kjarodyaMu Guardant
Stealth I, Stealth Il u Sign/Time. Anroputm GSI164 siBAsieTCS CHMMETPUYHBIM, YTO
N03BOJISIET UCI0JIb30BATh ero s mudpoBaHusi/paciindpoBaHus AJAHHBIX.

Juia mudpoBanus JaHHbIX Ha anroputMe GSI164 ucnonndyercs metos GrdApi.GrdCrypt. Ero
MPOTOTHI C ONKCAaHWEM MapaMeTPOB MPUBE/IEH HUXKE.

[Ipu minppoBaHUHN JAHHBIX C UCMOJIb30BAaHUEM aNNapaTHBIX aJITOPUTMOB UCIOJIb3YETCS
HeCKOJIbKO KJII0YeBbIX MOHATHH.

Onpezenre/s aJIrOpHTMAa — yHUKalbHas N0C/Ae0BaTe/bHOCTb 6alT, 3a/laBaeMasi B Macke
KJ/104a (B AeCKPUIITOpPEe COOTBETCTBYIOILErO aITOPUTMA), UCIIOJIb3yeMad IPU WHPPOBAaHUHY,
obecneyuBalollas yHUKaJIbHOCTb Ipe06pa30BaHUA JAHHBIX.

BexTop uHHI[HA/IH3AI[HH - IOC/IEI0BATEJbHOCTb 6aNT, UCTIOJb3yeMasi NPU MUPPOBAHUU
JUISI CBSI3KU MOCJIeI0OBATENbHO HINPPYEMbIX 6JIOKOB IaHHBIX. MOXKET UCI0J/Ib30BaThCS B
KauyeCTBe «COJIU», TO eCTh, YTOObI «pa3HO06Pa3UTh» LIMPpPOBaHUE OJJHUX U TeX Ke JaHHBIX
OJJHUM U T€eM e KJI040M. 3ajaeTCsl HEIOCPeACTBEHHO MPU BbI30Be ajropuTMa. He aBiiseTcsa
cekpeTHBbIM. [Ipy mndppoBaHuu u JeuinPppoBaHUH OJHOTO 6JI0KA JAaHHBIX BEKTOP
MHULMAJN3alu1 J0JKEH UMeTh 0JJMHAKOBbIe 3HAYEHUSI.

MeToy npeob6pa3oBaHHA — PeXXUM paboThbl aITOpUTMa LIMPPOBAHUA
(undposanue/pacuupponanue, ECB/CBC/OFB/CFB). OnpenensieTcss kKoMOUHaL el
¢Jaros, 3a1aBaeMbIX IPY BbI30BE a/JIFTOPUTMA.

[Ipu mudppoBanuu Ha anroputMe GSII64 GyaeT MCNOB30BaThCS MPe0OpPa30BaHUE B pEXKUME
OFB. OH no3BosisieT WM pPOBaTh JaHHbIE TPOU3BOJIbHOH AJUHBI (TO €CTh UCN0JIb30BaTh
6/104HbIN K P, Kak NOTOKOBEIN). BoJsiee moipo6HO 0 MeTOZax Npeo6pa30BaHUS MOXKHO
NPOYUTATh B CIIpaBKe M0 K/04YaM 3a1iuThl Guardant.

Metog GrdApi.GrdCrypt neperpy:xeH (MMeeT HECKOJIbKO BApUAHTOB BbI30Ba). B kauecTBe
npuMepa OCTAaHOBUMCSI HAa Hau6oJiee MOJTHOM:

public static GrdE GrdApi.GrdCrypt(

Handle GrdHandle, // XaH/1 koHTeRHEpa Guardant

uint Algo, // Homep annaparHaoro aaroputma

byte[] Data, // llepemeHHAas ¢ JaHHBIMH JJ19
1Ipeo6bpa3oBaHUsA

uint Method, // Kom6uHanua ¢iaros, onpegeagmonjas
METO/ Npeoopa’OBaHHUA

byte[] plV, // BekTop nHHIHAIH3aALHH

byte[] pKeyBuf, // Bygep s1a nepegaun k/ar04a wiH@poBaHs,
TOJIBKO JJIS1 IPOrPaMMHO-PeaIH30BaHHbIX
a/IrOpHTMOB



byte[] pContext // Bygep koHTeKcTa, TOJIBKO 4/19 IPOrpaMMHO-
PEeaNH30BaAHHBIX AJITOPHTMOB

)

Ternepb Mbl TOTOBBI IEPENTH K BHEIPEHUIO 3aIUThI IPOrpaMMbl. /i1 3TOTO B 06paboOTKY
coboniTusA Form1_LoadHeo6XoauMo 106aBUTh CJIEAYIONTHHN KO/,

RetCode = GrdApi.GrdCrypt(GrdHandle, // XaH/1 koHTeRHEpa Guardant

01, // Homep annapatrHoro ajiroputma
DBPathByte, // Maccus co cTpoko# nogk/irodeHus K B/
(UInt32)GrdAM.OFB + (UInt32) // MeToabl KOAHPOBAHHA

GrdAM.Encode,

[nitVector); // Bexrop naunuaiuzangau

B naHHOM c/1y4yae B KayecTBe BeKTOpa MHULMAIM3ALMH UCII0JIb3yeTCs 3apaHee
onpe/ie/leHHOE YUCJI0 (ero MOXKHO YBU/IETh B pas/ieie ONMCAHUsA KOHCTAHT). B peasibHOM
NPUJI0KEHUH PEKOMEH/IYETCS UCN0JIb30BaTh Pa3HbIM BEKTOP MHUIIMATIU3AL WU MEXKAY
UKJaMU KM PpoBaHUsA-paclIiPpOBaAHUSI.

MeTon npeo6pa3oBaHus cocTaByeH U3 ABYX ¢puiaros: GrdAM_OFB - onpejensieT BbI6OD
mwnpoBanus no metoay OFB, o koTopoM rosopusiocs Bheiue, 1 GrdAM_Encode -
yKa3bIBalOIIMM, UYTO HA IaHHOM 3Tale NPOUCXOAUT LIMPpOBaHUE JAHHBIX.

[Tocsie mdpoBaHus cCTpoKa NpeAcTaBasgeT co060i Habop 6alT U3 eyaTaeMbIX U
Helne4yaTaeMbIX CHUMBOJIOB. UTOOBI KOPPEKTHO 3anucaTh ee B ¢paill KoHPUrypanuw,
npeobpasyeM B KoaupoBKy BASE64.

3amrdpoBaHHasl CTPOKA, yKa3blBalollas MyTh K 6a3e JAHHBIX, IOJIy4eHa U 3alricaHa B ¢paii
koHurypanuu. Tenepb MOXXKHO 06aBUTD B 3TOT 3Ke 06PabOTYHUK COOBITUSA METOJ
JemnppoBaHus AaHHBIX. [1o cyTH, MeTO/ paciiippoBaHHUs aHAJTOTUYEH CBOEMY
npezlecTBEHHUKY 3a UCKJII0YEeHHEeM OIHOTO ¢dJiara B MeTo/ie peobpa3oBaHusl. HaituTte
€ro B IPOrpaMMHOM KO/ie U ONIpeJIeJIUTE, YTO U3MEHUIIOCD.



2.4 Ucnonb3zoBanue JUM (anexTpoHHoW undpposBoi noanucu)

JJIeKTPOHHO-1IUPPOBast MOANKUCH 3TO O/HO U3 3aMevaTe/IbHbIX HOBOBBE/IEHUH B KJIIOYaX
3amuThl Guardant. /laHHBINA aJIrOPUTM 1M03BOJISIET MO/ MUCBIBATD JJaHHbIe HA CEKPETHOM
KJII04e, KOTOPbIM XpaHUTCSA B AECKPUIITOPE aNlllapaTHOIro aJITOPUTMA, U IPOBEPSTh NOANKCh
MpPOrpaMMHBIMH METOJAMU. ITO MO3BOJISIET YUTU OT KJAaCCUYECKOU 3al[UThl aJITOPUTMaMU
THUIIA BOIIPOC-OTBET U NMOBBICUTH ee 3PpGEeKTUBHOCTb.

B TecTOBOM npusiokeHUHU pa3paboTaHa CaeAyoLias cxeMa 3al[UThl:

1. [lpu HAKaTHUM KHONKHU BKJIIOYeHUs GUIBTPA C BeposTHOCThIO 20% reHepupyeTcs
nudpoBas NoANMUCh, B Ka4yeCTBe JJAHHBIX JJI1 HOANUCH UCII0JIb3YeTCsl Cy4aliHO
B35ITOE MM KJIMEeHTa U3 6a3bl JAHHBIX.

2. [llpu HaOXaTUU KHOMKU OTKJ/IIOYEeHUs GUIbTPA C BEpOATHOCThIO 20% npoucxoguT
NpoBepKa CreHepUpPOBAaHHOU 1M GPOBOM MOMHUCH.

Koz ¢ yHKIMOHAIOM 3aLUThl HAYMHAETCS C BbI30Ba QYHKLUU reHepPaLUu CAy4alHOro
yurc/a. BoMbIIMHCTBO 3KCIEPTOB B 06/1aCTU 3aLUThI CXOJSTCS BO MHEHUU, UTO
KCII0/Ib30BaHUe CTaHJapTHOro0 QyHKILMOHAJIA 13bIKa IPOTPaMMUPOBAHUA [/ TeHepaluu
CIy4alHBIX YHCces Hebe3omacHo. B kayecTBe a/ropuTMa ciaydyaiHbIX 4YMceJl peKOMeHyeTCs
HCIIOJIb30BaHUe reHepaTopa us Microsoft Crypto API. )i ero UcroJib30BaHHUs JOCTATOYHO
MO K/JIIYUTH K IpOorpaMMe NpocTpaHCcTBO uMeH «System.Security.Cryptography», 106aBUTb
nepeMeHHy kpunrtonposaigepa «KRNGCryptoServiceProvider rngCsp», u
WHUIMAIM3MpoBaTh Kpuntonposaiiziep «rngCsp = new RNGCryptoServiceProvider()». [locie
3TOTO AJ15 TOJy4YeHUs CAyYalHbIX YHCeJ MOXKHO UCIOIb30BaTh CAeAYIOINN KO/

// Maccus Tuma byte[], B KoTopbiii 6Y1yT MOMeIlleHbI CyYalHble YK
byte[] randomNumber = new byte[4];

// 3amnosiHseM MacCUB CAy4alHbIMHU YUCJIaMHU
rngCsp.GetBytes(randomNumber);

BoJjiee moApo6HO 06 MHUIUATU3ALUY U UCTI0JIb30BaHUU Microsoft Crypto AP/ MoxHO y3HaTb
n3 MSDN.

[locsie mostydyeHUsI UMEHHU CJIy4YallHOTO KJIMEHTa, reHepupyeM LUPOBYIO NOAITUCH. ITO
JienaeTcs ¢ noMoubio Metoga GrdApi.GrdSign. B kirouax Guardant peasii3oBaH aJropuTM
nudposoii noanrcu ECC160, koTOpbIi UCTIOJB3YeT MaTeMaTUYeCKUH annapaTt
3JUIMNITUYECKUX KPUBBIX. [Ipy UCNI0/1b30BaHMU JAHHOTO a/IrOpUTMa JIJINHA AAaHHBIX 19
MO IKMCH J0/KHA COCTaBAATh 20 6ailT, Ipy 3TOM AJIMHA caMoy [{uPppoBOH mognucH
coctaBJsieT 40 6aiT.

RetCode = GrdApi.GrdSign(
GrdHandle, //XsHzr1 korTeriHepa Guardant

03, // Homep annaparHoro asropurma

20, // AiHa gasHHbIx 415 BeraucaeHusa I (qag ECC160 - 20 6a#T)
DataForSign, ///laHHbIe /159 TOATHCH

40, /. JlTHHa [HGPOBOH ITOAITHCH

ECCSign); // llepemerHas, kya 6yAeT noMenjeHa 3J1eKTPOHHO-[HPPOBaS TOJITHCE

[loxnuck creHepupoBaHa. MOXKHO epexoUThb KO BTOPOX YacTH 3allUThI B METO/IE
06paboTKHU HAXKAaTUS Ha KHONIKY OTK/o4YeHus dunbvtpa (BtnDisableFilter Click).



B Hauasie JaHHOrO0 6JI0Ka TaKXe He06X0AUMO MOJIYUYUTD Cay4aiiHoe Yucio. B 3ToT pa3 anas
reHepanuu Bocnosb3yeMmcs anroputMoM RND64 u3 Habopa Guardant APL. 3ToT asiroputm
sIBJIsieTCs1 6€30MaCHbIM U MOKET ObITh MCN0JIb30BaH Hapsay ¢ Microsoft CryptoAPI.

RetCode = GrdApi.GrdCrypt(
GrdHandle, //XsHz1 koHTerHepa Guardant

02, // Homep annaparHoro ajiroparma

GrdRand, // Maccus byte [] g1 c/iy4adHOH 10C/1€40BaTE/IBHOCTH
0, // He ucriosip3yercs. /lo/nxHO 66T 0

0); // He ucnosip3yercs. /lo/vxHO 66T 0

Ecnuv pe3ysbTaT ciay4daiiHoro yucia nonas B 20%, npoBepsieM, CreHepUpOBaHa JIU yKe
udpoBasi NOAIKMCH, T.K. BO3MOXKEH BApUAHT, KOT/a B Hayasle paboThl MpOorpaMMbl IU$poBas
MO/IUCH ellle He CTeHEPUPOBAHA, a POBEPKa JI0JI’KHA cpaboTaTh. [/is1 obGecredyeHus
npoBepkH ucrnosbdyetcs MeTos GrdApi.GrdCRC. On nosBosisieT BeruucauTb CRC yyacTka
MaMsATH WK Koza. B janHoM ciydae BeiuncasieTcsa CRC nudposoii moamucy.
[lepBoHaYa/bHO MAaCCUB 3JIEKTPOHHO-UPPOBOM MOANKCH 3aN0/JIHEH 6alTaMu ¢ KozoMm 0,
noatoMy pe3ysbTaT CRC Takxke paBeH 0. [ln11 ycuieHUd 3alUTHl MOKHO TEPBOHAYAIBHO
3anoJyiHUTh 6J10K J1I1 3HaYeHUSMH, OTJIMYHBIMU OT HYJI, 2 3aTeM Pe3yJbTaT PaboThl
MeToza GrdApi.GrdCRC cpaBHUBATH € 3apaHee NOCYUTAHHBIM PE3YJIbTATOM.

uint CRCResult = GrdApi.GrdCRC(ECCSign); //Maccus trna bytef]

Ecsin Bce yc/10BUS yCHelHO NPOH/ieHbl, caMoe BpeMs epexXoiUTh K CaMOMy
OTBETCTBEHHOMY 3Tally — IPOBePKe 3/1eKTPOHHO-1IM$poBoi nojnucu. [Iposepka LTI
ocyliecTBIsieTcs ¢ noMmolnbio Metosa GrdApi.GrdVerifySign.

RetCode = GrdApi.GrdVerifySign(
GrdHandle, // XaH/r koHTeRHEpa Guardant
(uint)GrdVSC.ECC160, // Tum arropurma ECC160
(uint)GrdECC160.PUBLIC_KEY_SIZE, // Ainsa my6auiHoro kiaroda (40 6aiT)

ECCPublicKey, // llepemeHHAas ¢ MyOJIHIHBIM KJIOY0M

20, // IHHAa MOAMTHCAHHBIX JJAHHBIX

DataForSign, // llepemenHas, cogepxaijas JaHHbIE A1 TOJITHCH
40, /. Aomara 31T

ECCSign); // llepemennas, cogepxaigas [T

Kak M0>XHO 3aMeTHUTb, B IPOTOTUIIE OTCYTCTBYET apaMeTpP « HOMEP aJIFTOPHTMa», €ETO
3aMeHsIeT « THIT AJIFOPHTMAa». ITO CBsI3aHO ¢ TeM, uTo MeTo, GrdApi.GrdVerifySign
peasin30BaH MPOrpaMMHO, a He allllapaTHO BHYTPHU Kiw4a. g ycuaeHUs 3aluThl MOXKHO
BCTPOUTH UCXOHbBIN KO/l JAHHOTO aJITOPHUTMa B MPUJI0KeHHe (OH AOCTYIEH B KOMILJIEKTE
pa3paboTyrKa), ¥ CMeIaTh ero C MoJe3HbIM GYHKIIMOHAIOM IPOrpaMMBbl.

OZHUM U3 caMbIX BaKHbIX NapaMeTpoB MeToa GrdApi.GrdVerifySign saBiseTca «oTkpbITEIH
KJIF0Y», TI0 KOTOPOMY U IPOUCXOJUT IPOBepKa 3J1eKTPOHHO-Lu$poBoH noanucy. OH
npeJjcTaBsgeT co60¥ Mocae0BaTeJbHOCTb U3 40 6alT. Y3HATh ero MOXKHO B peZlaKkTope
naMmsATH Kaovyed Guardant B pexkxuMe pelakTUPOBAHUSA aAropyuTMa Ha BKJIaJike «Kirou
ECC160». XpaHUTb OTKPBITBIN K04 B IpOrpaMMe B OTKPbITOM BH/le ONIACHO, TaK KaK OH
MO>KeT ObITh I0IMeHeH. B TecToBOM npuiiokeHUH pacuindpoBaHue OTKPBITOTrO Kao4a
peaM30BaHO C MOMOIIbLI0 annapaTHoro ajroputMa GSI164 B 06paboTKe cOObITUS
Form1_Load.
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RetCode = GrdApi.GrdCrypt(GrdHandle, // XaHzq1 koHTeHHepa Guardant

01, // Homep annnapaTHoro ajiroputma
ECCPublicKey, // [lepemeHHas ¢ MyOJIHIHBIM KJIOY0M
(UInt32)GrdAM.OFB + (UInt32)GrdAM.Decode, // Metog gexogupoBanus
[nitVector); // BexTop nHHIHAIH3AHH

PeKOMEHﬂyeTCH TaKXe [MPOBePATDb LEeJIOCTHOCTb OTKPBLITOI'O KJI04Ya Iepe/ ero
HUCIIOJIb30OBAaHHEM.

B3siom INporpaMMbl OCJIOXKHHUJICA, OAHAKO BO3MOXEH BApPHUAHT, IPU KOTOPOM XaKep
NOAMEHHUT KO Cl)YHKI_II/II/I IPpOBEPKH 3]_[1_[, 34CTAaBHMB €e BCerja BblJ1laBaTb MOJIOKUTEJbHBIN
pe3yabTart. YT06bI UCKIHOYUTH AAHHYIO0 CUTYyallM10, B KO MTPpOrpaMMbl MOXXHO BBECTHU

3aBe/IOMO HEBEPHYIO IPOBEPKY U KOPPEKTHO 06paboTaTh pe3yJbTaT BbINOJHEHHUS METO/A

GrdApi.GrdVerifySign. [l HarssaHOCTH TpoBepka HeBepHoU J1III fo6aBsieHa cpasy 3a
OCHOBHOH QYHKIIMEH, XOTS TPaMOTHee ObLJI0 6bl PACIONIOXKUTh HECKOJIBKO NOJA00HBIX
JYHKIMH B pa3/IMYHBIX MECTax MPOrpaMMBbl.
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2.5 Ucnonb3oBaHMe OAHOHaNpaBneHHbix anroputmoB AES128

Anroputm AES128 (Advanced Encryption Standard) npejcraBisieT co60# 6/104HBIN
CHMMEeTPUYHBINA aITOPUTM NP POBAHUS, IPUHSATHIN B KaUeCcTBe CTaHAApTa U POBaHUA
CIIA. JinvHa cekpeTHoro kiatoda AES128 cocraBasieT 16 6aiit (128 6uT). [lsinHa 6J10Ka
JlaHHBIX, Tpeo6pa3yeMbIX aJTOPUTMOM 3a OJAMH LUK/, TAKXKe COCTaBJsieT 16 GaiT.
Ananoruuno GSII64, anroputm AES MoxkeT paboTaTh B pexkuMax, MO3BOJIAKIIUX MTUPPOBATH
KaK KpaTHble 16 6aliTaM 6JI0KU JJaHHBIX, TaK U 6JIOKH MPOU3BOJIbLHOH JJIMHEBL B cxeMe
3allMThl TECTOBOTO MPHUJIOMXKEHMS HUCIOIb30BaHkbI 2 aaroputMa AES128: nepBblit «TOJIBKO
mudpoBaHUe», BTOPOU «TOJILKO paclindpoBaHue». B pealbHOM NPUIOXKEHHUH, OCTABUB, K
MpUMepY, «TOJbKO pacuiippoBaHHE», Mbl MOXKEM 3aTPYAHUTD 3JI0YMbIIIJIEHHUKY aHAJIU3
3alUThI U CO3/IaHUE 3IMYJIATOpPA. BaxkHoe yciioBUe, 171 MOJIydYeHUsI paboTarIel naphl
QJITOPUTMOB, OJJUH U3 KOTOPBIX TOJbKO KUPPYeET, a APYroi ToJNbKO paciinPpoBbIBAET,
oTpeJie/IMTEeNH aJITOPUTMOB (B MacKe KJIF04a) JI0JIPKHBI ObITh UAEHTUYHBI.

Co3zaHHbIe aJITOPUTMBbI TO3BOJIAIOT MOJYYUTh TA6GJIMLY «KBOIPOCOB-OTBETOBY, C IOMOLIbIO
KOTOPOH OCYIeCTBJISIeTCS IPOBEPKA HAJIMUUS allllapaTHOro KJo4ya. B pamMkax TecToBoro
NPUJIOKEHHUS MTPEACTABJIEHO ABA BApHAHTA NOJ06HOM 3auThl. OHM HAXOASTCS B METO/aX
«bindingNavigatorAddNewltem_Click» v «bindingNavigatorDeleteltem_Click».

[lepBbIii BAPUAHT 3alIUThI NOCTPOeH Ha TabJsinie u3 1000 BonpocoB-0TBETOB aITOPUTMaA

AES128. [IpoBepka pacrnoJjiaraetcs B 6JI0Ke ylaJleHUs] CTPOKHU U3 6a3bl JJaHHBIX.

Jlis mocTpoeHus Tab/IMLbl B KA4eCTBe MpUMepa ObLJIO CO3/1aHO0 OT/eJIbHOE KOHCOJIbHOE
npuioxeHue. Ero moxxHo HaTH B nanke «GenerateAES» aHHOr0 ypoKa, B oAnanke
«1000». B pe3ysibTaTe BbINOJHEHUS AJaHHON NporpaMmel B ¢paiiie result1000.txt 6yget
CO3/1aH UCXOAHBIN KOJi Ha A3blKe C#, FOTOBBIN K BCTaBKE B NPOEKT. AHAJIOTUYHOTO
pe3yJsbTaTa MOXHO JJOOUTHCS PU UCN0Ib30BaHUM yHKINM «Co3AaHMe OTYeTa
aJITOPUTMa» YTUJAUTHI NPOTPAaMMHUPOBAHHUS KIIOYE.

PaccMoTpuM noapo6HO NporpaMMy reHepaluy BOMPOCOB-OTBETOB.

B Hayasie mporpaMMbl IPOUCXOUT MOAK/IIOUEHUE K KJIIOUY U aKTUBAI[Us aJITOPUTMA.
AnropuTM mudppoBaHUs HAXOAUTCS B HEAKTUBHOM COCTOSIHUY, T.K. JIJIsl pabOThl OCHOBHOU
IpPOrpaMMbl OH He Hy»KeH, U 1aBaTb MOTEHUAJTbHOMY B3JIOMIIHUKY BO3MOXXHOCTb
mrdpoBaTh JpyTHe AaHHbIE HeJIb3s. MeTo/ibl aKTUBAIMU U AeaKTUBAIMU aJITOPUTMaA
aHAJIOTMYHbI TOAO06HBIM METO/1aM, pab0OTaIOIIMM C 3aIUIEHHBIMY TYerKkaMu. OHU
noZ[po6HO pacCMaTPUBAJIMCh B TEPBOM YPOKe, TO3TOMY 3a0CTPUM BHUMaHHe Ha METO/ie
KU PPOBAHUS.

s paboTel ¢ anroputmoM mwudpoBaHus AES128 ncnonbsyercs meto GrdApi.GrdCrypt.
JlaHHBIN MeTO/| y2Ke paccMaTpUBaJics paHee pU paboTe c aaroputmMom GSI164.
Hcnosb3oBaHue ero c anroputMom AES128 npoucxoguT Tak xe.

EAMHCTBEHHOE, YTO CJielyeT YTOUHUTD, 3TO pexxuM mrdposanust. Ucnosnbsdyem CBC. 3ToT
pexxuM npeobpasyeT 610K OTKPHITOrO TEKCTA B 6JI0K MIUPPOTEKCTA TAKOH 2Ke IJIMHBI, HO B
oTyinyue oT asiroputMa OFB auinHa 6J10ka mndpoBaHUs A0KHA ObITh KpaTHA GJIOKY
npeo6bpasyeMbIx JaHHBIX (TO ecTb 16 6aiiTaM). llludpoBaHue KaxA0oro ciaeayoliero 6J0Ka B
3TOM peXXHUMe 3aBUCHUT OT pe3yJbTaTa WHU(POBaHUSA NpebIAyILEero.

[Tocse 3aBepiieHus redepanuu 1000 BonpocoB-oTBeTOB B daiise «result1000.txt»
Hax0JUTCs UCXOAHBIN KO/, KOTOPbIA HE06X0/JMMO BCTAaBUTh B OCHOBHYIO TporpaMmy. YTo6bl
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He 3aCOpPATH KO/l IPOrpaMMbl 6OJIbIIUM KOJUYECTBOM TEKCTA, JIydllle BCero co3/1aTh
OT/IeJIbHBIH (B TeCTOBOH nporpaMme 3To «AESBase.cs») u TOMeCTUTh pe3yJibTaT Ty/a.

3amuTa nporpaMMbl Ha OCHOBe TabJIMLbl BOIIPOCOB-OTBETOB peajn30BaHa B 6JI0Ke
yaanenus 3anucu us b/l (meros bindingNavigatorDeleteltem_Click). C nomonibio Microsoft
CryptoAPI nosiyyaeTcs ciyyalHoe YMCJI0, KOTOPOE UCIOJIb3yeTCs 1151 BbIO0pa O/JHOM 3aUCH
13 1000. Janee Boi6paHHas 3anuch paciindpoBbiBaeTcs ¢ nomoiubio GrdApi.GrdCrypt.

O6paTvTe BHUMaHUe, NocJe JelinPpoBaHUS 3allUCH OHA He CPAaBHUBAETCS HANPAMYIO «Jif
(StrDeCrypt == StrNoCrypt) {... }», TaKk KaK B 3TOM CJIyuae B3JIOMIIUK CMOXET JIETKO
3aMeTUTb U Bblpe3aThb IIPOBEPKY, a UCIIOJIb3yeTCs B KayecTBe apaMeTpa B SQL 3anpoce, 4yTo
TaKXXe 3aTPYyJHSAET aHaJIU3 U MO PUKALUIO 3aLIUTHI.

BTopoil BapuaHT 3alllMThl, OCHOBAaHHbIN Ha UCIOJIb30BaHUU airoputMa AES128 o BbizoBam
MeTon0B GrdApi.GrdCrypt, aHasiorudyeH nepBoMy, HO B HeM peasin30BaHa 6oJiee UHTepeCcHast
cXeMa 3allUThI.

3amyTa CTPOUTCS Ha CO3J,AaHUH acCOLMAaTUBHOI0 MacCHBa, UH/IEKCOM B KOTOPOM SIBJISIETCS
TesieOHHBIN KO/l TOPO/a, a 3HaYeHHEeM 3alMdpoOBaHHOe Ha3BaHUe ropoa. [Ipu
Jl06aBJIEHUH HOBOTO KJIMEHTA U3 aCCOLMAaTUBHOI'0 MacCUBa MO TeJieGOHHOMY KOy
3amudpoBaHHas CTPOKa pacmudpoBbiBaeTcs Ha aaroputme AES128, u pe3ysabrar
3aHOCUTCH B 6a3y JIaHHBIX. B 3TOM ciiy4yae 6ecripensTCTBEHHO BbIPe3aTh WU OTKJIIOUYUTH
JITOPUTM paclinPPOBKHU He MOJYIUTCS, T.K. OH 33/1eICTBOBAH B JIOTHKE IPOTPaMMBI.

Bosiee moApo6HO 03HAKOMUTLCS € peasn3aleld BTOPOro BapuaHTa MOXHO B KoJie
Jlo6aBJieHUs1 HOBOM 3anucu B b/l TecToBoro npuioxeHus (MeTo/
«bindingNavigatorAddNewltem_Click») v B 0TIOJIHUTE/JIbHOW KOHCOJIbHOU IpOrpaMMe
«GenerateAES| City».
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2.6 Cnoco6bl 06paboTku konoB owmb0ok Guardant API

B nepBOM ypoKe U B YaCTH METO/[0B 3TOT'0 YPOKa JIJisl 06JierieHusi BOCOIPUATUSA
MCII0J1b30BaJIach OJHA CTaHJAapTHasA QYHKIMS IPOBEPKHU Pe3yJIbTAaTOB BbINOJTHEHHUS
Guardant API. OgHako B peaJIbHOM MPUJIOKEHHUH HCII0JIb30BaHHE OAHOU QYHKIIUU TPOBEPKHU
He peKOMeH/JyeTCd, TaK KaK OHa MOXKeT MO/ CKa3aTh B3JIOMIUIUKY aZipeca BbI30BOB BCeX
¢yHkuuit Guardant API, a Takke MO3BOJIUT Cpa3y OTKIIOYUTH BCE MPOBEPKU. PelIUTh 3Ty
npo6JieMy MOXHO, OCYLIeCTBJIsIs1 IPOBEPKY Pa3JIUYHBIMU clloco6aMu. B 3Tolt yactu 6yayT
npe/CTaBJieHbl HEKOTOPbIE U3 HUX.

Bce BU/ibI MPOBEPOK 151 HATJISIIHOCTH pa3MellleHbl B IBYX METO/|ax
«bindingNavigatorAddNewltem_Click» n «bindingNavigatorDeleteltem_Click». B peaibHOM
HPUJIO)KEHUH NTPOBEPKHU KOJ0B OIIHO0K 06513aTe/IbHO JJOKHBI UCII0JIb30BAThCA AJ151
KOHTPOJIsI pe3yJIbTaTOB BbINOJHeHUsA BbI30BOB Guardant API, oco6eHHO B MeTo/ax,
paboTalIIKX € 3aLUILeHHBIMU TYeHKaMU U allllapaTHbIMU aJIF'OPUTMaMHU.

Buabl npoBepok:

06bIyHag npoBepKa (YCIOBHBIN epexo)

B oT/iM4yMe OT MCIIO/Ib30BaHUS eZJMHON QYHKIUM MPOBEPKHU KO/Ia BO3BPATa, IAHHBIHA C11OCO6
3aTpy/HSEeT B3JIOMIIUKY IOUCK U MOAUPUKAIMIO BCEX POBEPOK, XOTS MO KOJ[y HUUEM He
OTJIMYAETCS OT OT/I€/IbHO Bbl/IeJIEHHOW QYHKIINH.
if (RetCode != GrdE.OK) {
RetCode = GrdApi.GrdLogout(GrdHandle); // OTKJIF0YaeMcs OT KJAF04a 3aIHThI
if (GrdHandle.Address !=0) { // [IpoBepseM cyijecTByeT JIH X3HA/I
KOHTeHHepa Guardant
// 3aKpbIBaeM X3H/JI, BBIXOJHM C
cepBepa KJIr09d, OCBOOOXKaeM NaMATh
RetCode = GrdApi.GrdCloseHandle(GrdHandle);
}
// Adenaunarnzanyud konud Guardant
API. Meroy GrdCleanup() o6s3aTe/ibHO
// J0JDKeH GbITh BbI3BAH MEPE]
3aKpBITHEM ITPOTrPAMMBI
RetCode = GrdApi.GrdCleanup();
// 3aBepiiaeM paboTy MPHIOKEHHSA
Environment.Exit((int)RetCode);

}

[IpoBepKa c MOMOIIBIO CO3JaHUA UCKJIIYUTENbHON CUTYALIUU

B 6Ji0Ke try..catch co3iaeTcs UCKIIOYUTEbHAS CUTYAIlUs, HAIPUMeED, leJIeHHe Ha HOJlb, a
npyu 06paboTKe UCKII0YEHHUS TPOUCXOIUT BhINOJHEHUE HYKHBIX JleiicTBUN. CO3jaHHbIN
M0/I0GHBIM 06pa30M 06pabOTYHK CI0KHEE aHATU3UPYETCA U MOXKET CEPbe3HO 3aTPYAHUTh
B3JIOMIIIUKY MOUCK KOJIa TPOBEPKHU.
try {
// BbI3biBaeM HCKITIOYeHHe JleJIeHHeM Ha HOJIb CIV9aHHOro YHCIa
double TempDouble = fixRand.Next(416) / (int)RetCode;
}
// Eciiin npou3oniio gesieHye Ha HOJIb, BBITOJIHAEM HEOOXO0AHMbIE JeHCTBHA
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catch (DivideByZeroException divide_err)

{

// HY)KHBIE JJ€HCTBHSA

}

[IpoBepKa C MOMOIIbIO WCII0Jb30BAHHWSA Pe3yJbTaTa B BbI30BE HKITMW WUJIW B BBIYHUCJIEHHUAX

B pacyeT npuHUMaeTCs TO, YTO MPH yCHEUHOM 3aBepiieHur MeTo Guardant API
Bo3BpaiaeT 0, M03TOMY JJaHHOE YHUCJIO MOXKET ObITh UCI0Jb30BAHO B PA3JIMYHBIX BUJAX
BbIYMCJIeHUU. Hanpumep,

Form1.ActiveForm.Top = Form1.ActiveForm.Top + 2641 * (int)RetCode;

[Ipu 3TOM B ca1yyae KOPPEKTHOTO 3aBeplleHHs: paboThl PYHKIUU Pe3YAbTAT BbIYUCIEHUS
OyZeT BEpHbIM, U HUYETro He U3MEHUTCS, B IPOTUBHOM Cjy4ae IjaBHas ¢opMa mporpaMmabl
MpOMNaZIeT C 3KpaHa. ITOT Ke MPUHIUII OYIeT paboTaTh AJI APYTUX MAaTEMATHIECKUX
BbIYKC/IeHUH. OIHAKO O6y/bTe BHUMATEAbHBI: B CIy4ae KPUTUYHOCTH Pe3yJIbTaTOB
BBIYMCJIEHUH /1J151 JJaHHbIX 110JIb30BaTeJIsl CTapalTeCch HE UCI0JIb30BaTh 3TOT NpueM. Tak xe
MOXHO MCI0JIb30BaTh Pe3y/IbTaT B pa3JIMUHbIX el cTBUsAX. Hanpumep, npu
KoHCcTpyupoBaHuu SQL 3anpocos.

command = "delete from [ClientsList] where ([ClientID] =" + idc + "AND 0="+
(int)RetCode + ")";

B aTom cay4ae, ecain dyHkiusa Guardant API BepHy.sia omn6ky, To SQL 3anpoc He 6yaeT
BbINTOJTHEH.

Hcnosib3oBaHue IMIPpOBEPKH pe3yJibTAaTa B BbIYNCJIEHUAX U I,Z[(EI‘/JICTBI/IFIX MO3BOJIAET CUJIbHO
OCJIOXKHHUTD B3JIOM IMPOrpaMMBbl 3JIOYMbIIIJIEHHUKOM.

OTnoxxeHHad IMMPpOBEPKA

CyTp MeTo/ia COCTOUT B IPOBEPKe BO3MOXKHOM OLIMOKH He Cpasy MocJie BbINOJHEHUS MeToAa
Guardant API, a yepe3 kakoe-To BpeMs B IPYroM OJI0Ke. ITO 3aTPyAHSET B3JIOMIIIUKY aHAINU3
JIOTUKH 3aIUThI. JlaHHBINA MeTOA Y106HO COYeTaThb C OJJHUM M3 CIIOCOO0B, ONMCAHHbIX BbILIE.
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3. HeckonbkO BOXXHbIX MOMEHTOB

Ha6op annapaTHbIX aJIFOPUTMOB /IJIS 3aIIUThI IPOTPaMM, IPEIOCTABJISIEMbBIX KIHYaMU
Guardant, pasHoo6pa3eH. Ho MHOroo6pasre BO3MOKHOCTeH He JlaeT rapaHTUH HaJleXKHOU
3alIUThI, €CJIN UX HE HUCII0JIb30BaTh. TOJILKO aKTHBHOE UCIOIb30BaHHE PA3JIUYHBIX
anmnapaTHBIX aJITOPUTMOB BO BCEX BXKHBIX YACTAX MPOrPaMMbl B COBOKYITHOCTH C
3aMbICJI0BATOM JIOTUKOM CaMOM 3alllUThl MOXKET C/leJ1aTh ee M0-HACTOAIEMY HaZleKHOU U
YCTOWYUBOU K B3JIOMY.

BaxkHbi# coBeT. [Ipu pa6oTe ¢ annapaTHbIMU aJIFTOPUTMAMHU CTAPAUTECh YUTH OT OOBIYHBIX
IPOBEPOK, KOTOPBIE MO3BOJISIIOT B3JIOMIIUKY JIETKO MEHSATh JIOTUKY TPOTPaMMBI.
Hcnonb3yiTe pe3ybTaThl paboThl aJITOPUTMA B Pa3JIMYHBIX BbIUUCIEHUSIX UIH JeHCTBUSIX.
ITHUM Ke IPUHIMIIOM HY>KHO pYKOBOJCTBOBAThCS MPHU 06paboTKe OLIHGOK.

CTOUT OTMETUTD TO, YTO, HECMOTPSI HA MHOT'000pa3ue peasIM30BaHHbIX IPOBEPOK B JIOTHKE
3alIUThI, MHOTHE U3 HUX 10 CBOEH CYTH MPOCTHI U MOTYT GbITh B3JIOMaHbl TaK Ha3bIBa€MbIM
«6uTXaKoM» (HanmpuMep, U3MeHeHHEeM YCJI0BHOIO Nepexo/ia Ha 6e3ycyioBHbBIN). Takxe He
MCKJIIOYEeHbl aTaK{ Ha BbI30Bbl QYHKIIUM reHepaToOPOB C1y4alHbIX YHUCeJI, TAKXKe CI0OCOOHbIe
NPUBECTH K HEPabOTOCIOCOOGHOCTH Psi/la MEXaHU3MOB 3aIIUThI.
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