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1. MocranoBka 3a4GUYM M NIGHUPOBAHME €€
pelweHmns

TecroBOE NpunoXxeHue

B kayecTBe TeCcTOBOro MNpUJIOKEHHsS BbIGpaHa MNporpamMma, MpejcTaB/asdwIEAsg co60il rpadpudeckuit
uHTepdeiic paboTsl ¢ B/l MS Access, cofepallieil CHUCOK KJIMEHTOB U UHPOPMAaILMHU O HUX.

Mocranoexka sapaum
1. 3ammudpoBaTh Ha alllapaTHOM aJITOPUTMe YaCTh JAHHBIX Ta6JUIbI « KIIMEeHTbI».
2. 3awmudpoBaTh Ha IPOTPAaMMHO-PEATU30BAHHOM aJITOPUTME JIONOJHUTENbHYIO TA0IUIy
«CNMCOK MOKYNOK».
3. Co3aaTh [10MOJHUTEIbHbBIN NOTOK U, UCII0JIb3y$ FreHEPAIMIO C/IYYalHbIX UMCeJl, OpraHHU30BaTh:

® [IPOBEPKY I.HPI(l)pOBaHI/IH Ha allllapaTHOM aJITOPHUTME 110 IPUHILOHITY «KBOIIPOC-OTBET»,

reHepanuio 3JeKTPoOHHOHU nudpoBoi nognucu (ILUIT);

[ ]
e nposepky IUII;
[ ]

npoBepKy 3aBeZoMo HeBepHoU JLII.

JAeHcTEMa Heobxoaumbie ANA PELUSeHMUS 3a8a4uYM
HanucaTtp nporpaMm JIAd ITA oBaHud Tabul «KanueHToI» U «CIIMCOK MOKVIIOK»

1.

CospaTp mnpouexnypbl WH$poBaHUs/pacliiPpoBaHus moJusa «KoMMeHTapuii» B TabJjule
«KnueHThl» Ha annapatHoM ajaroputme GSI64 (GrdCrypt), icnonb3ysi B KayeCcTBe BEKTOpa
vWHULMaau3auuu ID kaveHTa.

Cospatp npoueaypsl wrdpoBaHus/paciindpoBanusa nosaa «HasBaHue ToBapa» B Tab/uue
«CnMcoK TMOKyMOK» Ha MNporpaMMHO-peasn3oBaHHOM anroputme AES256 (GrdCrypt),
HCIOJIb3ysl B KayecTBe KJ4a muppoBaHus aasg ¢yHkuuud AES256 nons «ID kiaveHTa» U
«Ms kreHTa» U3 TabauIbl « KiiMeHThI», 3amudpoBaHHbIe HA agroputMe GSI164.

[Ipu cTapTe nporpaMMbl

1.

PacmiudpoBaTh nosie «kKoMMeHTapuii» AJ151 KQKJOT0 KJIMEHTa Ha alnapaTHOM aJIlOpUTMe
GSI164 v 0T06pa3uTh B pacmindpoBanHoM Buze (GrdCrypt).

[Ipu fo6aBJeHUY HOBOU 3aIUCU B Ta6aULy «KJIWeHThI»

1.
2.

[TosrtyuauTs ID HOBOTO K/IKeHTa B TabJuie «KineHThI».
3amndpoBaTbh KOMMEHTApUH Ha anmnapaTHoM ajaroputMe GSI164, Mcob3ys B Ka4eCcTBe
BeKTopa uHuiuanusauuu ID knventa (GrdCrypt).

HQI/I g06aBJI€HI/II/I HOBOW 3alMCH B Ta61muy «Cnucok MMOKYIIOK»

1.

2.

B3aTb 13 Tabauupl «KineHThI» 3HaueHUs TeKylel cTpokH «ID kineHTa» u «Mms
KJIMEeHTa».

3amudposaTb «ID kaueHTa» U « M5 KIuMeHTa» Ha allnapaTHOM ajaroputMe GSI164
(GrdCrypt).

3amudpoBaTh «HazBaHWe ToBapa» Ha NpPOrpaMMHO-peau30BaHHOM ajroputme AES256,
WCII0JIb3ySl B KauyeCcTBe CEKPETHOTo KJoya WH(PPOBaHUs 3HAayeHHUe, IOJy4eHHOe B II.2
(GrdCrypt).

[Ipu reHepanuu otyeTa «CIUCOK MOKVIIOK KJIUEHTa»

1.
2.

B3aTb u3 TabuLbl «KiMeHTbI» 3HaueHUs TeKyllell cTpokU «ID kineHTa» u «MMs kiveHTa».
3amudposaTs «ID kaneHTa» U «Ms KIMeHTa» Ha annapaTHoM aaroputme GSI164
(GrdCrypt).

PaciunpoBaTtb Habop nosel «Ha3BaHKe ToBapa» Ha NPOrpaMMHO-peaM30BaHHOM
anroputMe AES256, ucnio/ib3ys B KaueCTBe CEKPETHOTO KJItoua P poBaHUsl 3HAYEHHE,
noJiyueHHoe B 1.2 (GrdCrypt).



JlOTIOJTHUTEILHBIN TOTOK

1.
2.
3.

3anycTUTh Ha 6eCKOHEYHOE BBINIOJIHEHHE NOTOK € nay3oi 5000 MUJLTUCEKYHA,

BbIYUCAUTE Cy4daiiHOe Yynciio, ucnoab3dys Microsoft CryptoAPI (CryptGenRandom).

Eciu 3Havenue nonazgaet B guanas3oH (0 - 30%), To ocyLecTBUTb NPOBEPKY TAGJIHILIbI
BONPOC-OTBET Ha allllapaTHO-peasu30BaHHOM ajnroputme AES (GrdCrypt).

Ecnu 3HadeHue nomnajaeT B guanasoH (30 - 61%), To creHepupoBarb IJUII ciaydaliHOU
CTPOKH Ha annapaTHOM a/JITOPUTMe 3JIeKTPOHHOM LIUPpoBoM noanucH (GrdSign).

Ecau 3HadeHue nonazaeT B AuanasoH (61 - 92%), To npoBepUTh 3JIEKTPOHHYIO IIUPPOBYIO
MO/INUCh, CTeHEPpUPOBaHHY B 1.4 (GrdVeritySign).

Ecau 3HayeHue nonagaet B AuamnasoH (92 - 100%), To npoBepUTh 3JIEKTPOHHYIO LU(DPOBYIO
NOANKCh, CreHepUpOBaHHY® B 1.4 3aBeJjoOMO TIpeoOpPa30BaHHYd B HEBEPHYIO
(GrdVerifySign).



2. Onucanme pewieHns sapaum

2.1 Beepenue

B npeapiaynieM ypoke OblIM pacCMOTpPeHbl 6a30Bble CIIOCOOBI 3aIUTHI C UCIOJb30BAaHUEM allapaTHbBIX
anroputMoB. OHU CBOJWJIMCh K INpeo6pa30oBaHUI0 JAaHHBIX B 3JIEKTPOHHOM KJIl0YE C MOCJeAyHollei
poBepKoM pe3ysbTaToB. CTOMKOCTb 3allUThl HA OCHOBE 3JIEKTPOHHBIX KJIIOYeH HANpsMYyH0 3aBUCHUT OT
CTelleHU MHTerpayyy 3alllUTHBIX MeXaHU3MOB B JIOTUKY HporpaMMbl. [Jiy60oKass WHTerpanus Mo3BOJIUT
CHU3UTb JJ0 MUHMMyMa BO3MOXXHOCTb «BbIpe3aHHs» 6JIOKOB 3allMThl U3 NPOrpaMMHOI0 KoJa. 'paMoTHas
OopraHu3alys JOTUKU NPOBEPOK 3aTPYAHUT 3MYJISALHUI0 BbI30BOB APl 3/10yMbILIJIEHHUKY.

B 3TOM ypoke MbI HomnbiTaeMcsl OpraHM30BaTh YaCTH4YHOe IIMPpoBaHHe 6asbl JAaHHBIX allapaTHO U
NpOrpaMMHO-peaJM30BaHHbIMU aJIrOpuTMaMu. /JlejaeTcss 3TO C LeJbl0 06oJiee IJIOTHOM TNPUBSA3KU
NpPUJIOKEHUS K 3JIEKTPOHHOMY KJ04y. B pe3ysbTaTe, 3/IeKTpOHHBIA KJIIOY OyAeT AONOJHUTENbHO HECTH
«I10JIE3HYI0» HAarpy3Ky — C NOMOILbI0 Hero 6y/eT obeclieunBaTbCs 3allUTa UCHOJIb3yeMbIX NPUI0KEHUEM
JAHHBIX OT KOMIIPOMETALUH.



2.2 OcHoBbl LIMPPOBAHMA 6U3 AAHHDIX

BHavyasie He06XO0AMMO ONpeAe/UTh, KaKHMe JaHHble MOTYT OBbITh 3amndpoBaHbl 6e3 yiiepba JJs obien
GYHKIIMOHAJILHOCTH U MPOU3BO/IUTEIbHOCTH NMPUJIOKEHHsI. B MepBylo ouepeib, 3TO M0JIs, He ABJISAIONHECS
KJIOYEBbIMHU, M 10 KOTOPbIM He OCYIIECTBJSETCS IOMCK, COPTHUPOBKAa WM ¢uiabTpauus. B
JIEMOHCTPALIMOHHOM MPHUJIOKEHUH TAaKUMH TOJAMH ABJIAIOTCA «KoMMeHTapun» B Tabsuie «KiueHThbI» U
«HasBaHue ToBapa» B Tabsuie «CIHUCOK MOKYTIOK».

[Ipy mwndpoBaHUU nosied 6a3bl JaHHbIX HEOOXOAMMO y4ecCTb [Ba BaXKHbIX MOMeHTa. [lepBbI COCTOUT B
TOM, YTO CTaHET HEeBO3MOXHbIM MCNOJIb30BaHUE MOUCKA, OGUJIbTPAMU M NpeJBapUTe]bHOTrO
VH/IeKCMpPOBaHUsA 3aliMdpoBaHHBbIX nojied cpefcrtBamu CYB/l. Bropol - B pesy/abTaTe KQpOBaHUA C
NIOMOLIbI0 AJITOPUTMOB, peasii30BaHHbIX B Guardant API, Ha BbIXO/ie MOJIy4yaeTCsl MacCUB 6AaMT, COCTOAIUM
M3 MeyaTaeMblX M HeleyaTaeMbIX CUMBOJIOB. /Il MX XpaHeHHWs HeO0O6XOJVMMO HCIIO0JIb30BaTh IOJIA
CrelMaJbHOTO THIIA WM Npeobpa3oBaTh JaHHble B CTPOKY IledyaTaeMbIX CHMBOJIOB, HalpuMep,
BOCIOJIb30BaBIIMCh KOJUPOBKOM Base64. Ilpu ee ucnosb30BaHMM Hesb3sl 3abbIBaTh, 4TO /JJIMHA
NOJIy4eHHOH CTPOKH MOXKET IpPeBBIIaTh JJHWHY UCXOJAHOH, TI03TOMY pa3Mep 10Ji B ONUCAHUU CTPYKTYPhI
B/l Heob6xoauMMO yBeNMYUTh. Mcrosib30BaHUe MOJIeH CleluaJbHOr0 THIA CBSA3AaHO C JIONOJHUTEJbHOU
CJIOKHOCTBIO — HE0OXOJUMOCTbIO UX OT/AEJbHOU 06pabOTKH, MO3TOMY BOCII0JIb3yeMCs Tpeobpa3oBaHUEM B
Base64.

[lludppoBaHue JaHHBIX YCAOKHSET JIOTHKY paboThl IPOTPaMMbl M TPeOYeT BHUMATEJIbHOTO OTHOLIEHUS KO
BceM OYHKIUSAM M MeTOoJaM, paboTarmliMM C 3TUMU JAaHHBIMU. OTCYTCTBYyIOIMEe B KaKOM-TO GJIOKe
NporpaMMbl MeTOJbl IHUPPOBAHUA-PACIIMPOBAHUS MOTYT MPUBECTH W K IO0Tepe JaHHBbIX, U K
HepaboTOCIOCOOHOCTH CaMOM MPOTPaMMBI.



2.3 Ucnonb3oBsanuue Guardant APl gna wundppoBaHma AAHHDbIX

Jna muppoBaHus ¢ moMolnbio kKio4ded Guardant Sign u Guardant Time wucnosibdyetcs ¢yHKIus
«GrdCrypt», ee ¢opmaT MoApo6GHO paccMaTpUBajIC Ha NpeAbIAyleM ypoke. /lOCTyNHbIE aJTOPUTMBI
mMUGPOBaHUSA MOXKHO YCJIOBHO pPa3/ie/IMTh Ha 2 TPYNIbL: annapaTHble U MPOrpaMMHO-peaiu30BaHHbIe. Y
Ka)kK/IoOdW M3 TPYIN eCTbh CBOM OCOOGEHHOCTH, KOTOPble HEOOXOJUMO YYUTBHIBATh NMPU BBHIOOpPE crocoba
P poBaHUSI.

Anmapartnble anropuTMel /laHHas rpynmna nojjpasyMeBaeT Nnpeobpa3oBaHUe JaHHbIX HEMOCPEJICTBEHHO B
KJII04e 3aUThl. ITO MPAKTUIECKH UCKIIYAeT BO3MOXKHOCTb paciindpoBaHHUs JAaHHbBIX 6€3 UCI0JIb30BaHUSA
camoro kJo4a. B kimoyax Guardant Sign (Guardant Time) peasin3oBanbl fiBa ajaroputma - GSI164 ¢ gauHoH
kJtoda 128 unm 256 6uT, u AES ¢ anmHo# kiroda 128 6UT. Y anmapaTHbBIX aJlTOPUTMOB €CTh TOJIBKO OJIHMH
CyUIeCTBEHHbIH HEJIOCTATOK - CKOPOCTb BbINMOJIHEHUs. Ha kirodax mnpuMepHoe BpeMs HIM(pPOBaHUA
(pacmindpoBanusi) 6ydepa AaHHBIX, COCTOSIIEr0 U3 MMeHU U daMWIuK, 3aHUMaeT mnopsgaka 20-30
MuIHceKyHz. [loaTomy, ecsn TunuuHbld 3anpoc u3 b/l mpesbimmaer 30-50 3amumcel, MCNoJIb30BaTh
anmnapaTHoe mwrdpoBaHue He pekoMeHAyeTcs. OGOUTH JaHHOe OrpaHUYeHHe MOXHO JIBYMsl CIIOCOGaMU:
HCII0JIb3y$ YacTUu4Hoe mudpoBanHue B/ (HanpuMep, mndpoBaTh KaXKAYI0 3alMKMChb, HOMep KOTOPOU Hales0
Jenutcs Ha 10), MM BOCIO0JIb30BaBIIMCH CBA3KOU MPOrpaMMHOTO U anllapaTHOTO aJI'0PUTMOB.

[IporpammHoO-peanu3oBaHHble aJropuTMbl. MX Koj pacnoJiaraetca B 6ubauoTrekax Guardant APIL Ilpu
IMUPPOBAHUM JAHHBIX HMMH OOpallleHUH K 3JeKTPOHHOMY KJ/K04y He TNPOUCXOAUT. OCHOBHBIM
JIOCTOMHCTBOM MPOTPaMMHO-peaJM30BaHHbIX aJITOPUTMOB SIBJISIETCS BbICOKAsA CKOPOCTH MUPPOBAHUS, YTO
M03BOJISIET UCIIOJb30BATh UX JIJIs KOAUPOBAHHUS 60JbIINX 06'beMOB JJaHHBIX. HejocTaToK — HE06X0JUMOCTD
XpaHeHUs1 B KoJle W Ilepejladya B KayecTBe IlapaMeTpa ero CeKpeTHOro KJ/4a; KaK CJeJCTBUE -
NOTeHLMaJIbHO MeHee BbICOKAas 3alllMIeHHOCTb OT B3JioMa. [103TOMy HCIIO/IB30BaTh TaKHe aJrOPUTMBI
peKoMeH/yeTcsl B CBS3Ke C allapaTHbIMU (KakK 3TO JleJlaThb — CM. HUXKe). B HacTosllee BpeMsl B cOCTaB
Guardant API Bk/itoueHa peasivsanusi CAMMeTpUYHOTO0 asiroputma AES ¢ uinHOM Kitoda 256 GUT.

Takum o6pasoM, npu MUPPOBAHUHU GOJIBIIUX 06bEMOB AAHHBIX JYYIIUM CIOCOO0M, COUYETAIONUM B cebe
BBICOKYI0 CKOPOCTb IIMPPOBAaHUA-paclinPpoBaHUs W 3alIMIIEHHOCTb, SBJsSeTCd HUPpPOBaHHE HA
NpOrpaMMHO-peaJM30BaHHOM aJrOPUTME C KJII0YOM, TOJIyYEeHHOM Ha allapaTHOM aJrOpUTME.



2.4 lindposaHMe HO ANNAPATHOM GQJITOPUTME

B TecToBOM IpuUJIOKEHMM Ha allapaTHOM aJroputMme 6yjeT 3amudpoBaHo mnoje «KoMMmeHTapuii»
TabuLbl «KJIHeHTBI», T.K. JAHHOE [0JIe HEe yYacTBYeT B MOUCKe U GUIbTPALMHU JAHHBIX U He [I0/IBEpraeTcs
npeJBapUTeJbHOMY HWHJEKCUpPOBaHHUIO. B HameMm ciyyae nosie «KoMMeHTapuii» BbIHECEHO Ha TIJIaBHYIO
dopMmy. ITO AOMYCTUMO BBHJAY MaJIoro KOJMYecTBa 3anuced B Tabsuue «KineHTbl». B peasbHOM
NPUJIO)KEHUH C GOJIbIIMM 06'bEMOM JAHHBIX 3TO MOXXeT HeraTMBHO CKa3aTbCs Ha MPOHU3BOJUTEJBHOCTH.
B03MOXHBIM pellleHMEM MOXeT ObITb BBIHOC JAHHOIO MOJII Ha OTAeJbHyI0 GOpMy C NOJpOOHOU
nHbopMaluei o KIMeHTe.

Juis mudpoBanusa nosast «KomMmeHTapuii» ucnosibsyeMm aaroputm GSI64 B pexxume OFB, mozBoJssromniem
mudpoBaTh OJOKH J[AAaHHBIX NPOU3BOJILHOW /[JIMHBL. B KayecTBe HaA4yaJbHOTO 3HAYEeHUs BeKTOpa
WHUIMaNIM3aluu 6yieM 3aiaBaTh MOAUGUIUPOBaHHOE 3HaYeHHe noJisd «ID kineHTa». B npoTUBHOM ciydae
(mpu UCMNoOJIb30BaHUMU OJIMHAKOBOTO BEKTOpAa HWHUIMAJMU3ALMK), HECKOJIbKO 3aluced, HMEILUX
oAuHaKoBoe moJie «kKoMMeHTapuii», 6bLIH Obl 3amIM$POBAHBI UAEHTUYHO. Tak Kak BCe KJIUEHThl UMEIOT
YHUKaIbHBIN «ID KjneHTa», TO pe3yabTaT WHGPOBAHUS BCex 3amvced OyJleT pas3udHbIM. [10604YHBIM
3¢ PeKTOM SABJISETCS AONOJHUTENbHOE YCI0XKHEHHE JIOTUKU 3aLIUThI, YTO XOPOLIO.

Bbi30B ¢pyHKIMHY KM poBaHUs Ha anroputMe GSI164 BRITISAAUT cieyOIIMM 06pa3oM:

ClientID := ClientID xor 769390234; // IIpeo6pa3zyem ID ki1reHnTa
szInitVectorGS2:=IntToHex(ClientID,8); // Bexrop urnunuaauzanuy 415 aaropurma GSI164, 8

// CHMBOJIOB
// lllugpyem kommernTapri Ha ajiroparme GSI164
nRet:=GrdCrypt(hGrd, { XaH1 korTeriHEepa Guardant }
04, { Homep annaparHoro airoputma GSI164)}
Length(CommCrypt), { /ltHHa cTpoku /U1 IIH@POBaHHA }
@CommCrypt[1], { Ykazare/nb Ha cTpOKY /I IIHPPOBAHHA }
GrdAM_OFB + GrdAM_Encode, { lngposanme B pexxume OFB }
@szInitVectorGS2[1], { 64-6HTHBIF BEKTOp HHHIJHAJTH3AL[HH }
nil, { He ucnosb3yercs }
nil ); { He ucrosp3yercs }
ErrorHandling(hGrd,nRet); // [lpoBepsaeM Ha BO3MOXXHbIE OLTHOKH
CommCrypt64 := EncodeString(CommCrypt); // [lpeobpazyem B Base64

B KOHIlle mMpoucxoJUT Npeobpa3oBaHUE CTPOKH B Base64, mocjie 3TOro pe3yabTaT MOKHO 3aHOCHUTH B
00bIYHOE TEKCTOBOE ToJie B/I.



2.5 UlindposaHme HaO NPOrpaAMMHO-PEASIM30OBAHHOM GNropuUTMe

B kavecTBe npuMepa mMPpOBaHUA HAa NPOrPaMMHO peaJM30BaHHOM aJlOPUTMe B TECTOBOM NPUJIOKEHUU
BbIOpaHa Tab/mLa «CIMCOK NOKYIIOK», B KOTOPYIO 3aHOCATCS BCe MOKYIIKY, CAeJlaHHble KaXK/bIM KJIUEHTOM.
B nporpammMe AocTynHa onuys NpocMOTpa OTYeTa O MOKYIKaxX KaKJoro KiaueHTa. Bribopka A/1s1 JaHHOTO
OoT4eTa MOYTH Bcerja OyAeT cojepaTb MHOIO 3alMcel, MO3TOMYy lieJleco06pa3sHO HCIO0JIb30BaTh
m1PpoBaHUe Ha NPOrpaMMHO-peaJyM30BaHHOM aJropuTMme. PaHee ynoMuHazocb 006 0COGEHHOCTSX
anmnapaTHbIX U IPOTPaMMHBIX aJITOpPUTMOB. McXoAsd M3 HHUX, peajn3yeM CleAyOILyI0 CXeMy: B KayeCTBe
CEeKpeTHOTO KJio4a mudpoBaHUs MporpaMMHoro aiaroputma AES256 (32 6aiita) 6yZeM HCI0JIb30BaTh
KOM6UHaNM0 U3 ID U UMeHU K/IKMeHTa, 3allMPPOBAHHYIO HA annapaTHoM ajaroputMme GSII64.

{ Cozgaem cTpoky u3 ID H HMEHH KIHEHTA}

CryptKeyAES := IntToStr(ClientID) + ClientName;

{ Ecirn ee giimHa Merble 32, JomoIHAeM 3HaveHHAMH [D KineHTa)}

while (Length(CryptKeyAES)<33) do CryptKeyAES := CryptKeyAES + IntToStr(ClientID);

CryptKeyAES := Copy(CryptKeyAES,1,32); // Obpezaem ;0 32 CHMBOJIOB

{ llngpyem Ha annapaTHom ajgroputme GSI164 B pexxrme ECB }

nRet:=GrdCrypt(hGrd, { XaHz1 koHTelHepa Guardant }
04, { Homep annapatHOro ajiropurmMa }
Length(CryptKeyAES, { AurnHa cTpokH U1 IIHPPOBAHHA }
@CryptKeyAES|[1], { Ykazarespb Ha CTPOKY /19 LIHPPOBAHHA }
GrdAM_ECB + GrdAM_Encode, { llugposanwe B pexxume ECB }
nil, { B pexxume ECB He HcroJib3yercs }
nil, { He ucnosp3yerca }
nil ); { He ucrnosp3yercsa }

Kitou mudppoBanus AES256 nosydeH, Tenepb MOXHO NMEPEXOAUTH K MIKPPOBAHUIO MOKYIOK KJWEHTA Ha
MporpaMMHoO-peasin3zoBaHHoM ajroputme AES256. llludpoBaHue ocyllecTBJIeTCS C MOMOIIbIO TOW XKe
¢yukuuu «GrdCrypt», rie B KauecTBe IapaMeTpa KHOMEDP aJrOPUTMa» BBICTYNAET KOHCTAHTA C HOMEpPOM
porpaMMHoO-peau30BaHHoro aaroputMa AES256. Tak ke k nmapaMeTpaM [A00aBJATCA NOJyYeHHbIH
kJito4 mudpoBaHus (32 6aiiTa) u 6ypep, HEOOXOJUMBIH J1JIs1 paGOThI AJITOPUTMA.

B paspzesie 06bsiBJIEHUS IEpeMEHHBIX Oydep 00bABASIETCS CAEAYIOUIUM KOJOM:
abyGrdAES_Context: array[0..GrdAES_CONTEXT_SIZE] of Byte;
3necb GrdAES.CONTEXT_SIZE - 3To KoHCTaHTa, coiepkailas JJnuHy 6ydepa assa anroputma AES256.

{ llugpoBanme Ha MPorpaMMHO-peajIH30BaHHOM aJIroputme AES256 }

nRet:= GrdCrypt(hGrd, { XaHz1 konTerinepa Guardant }
GrdSC_AES256, { Homep nporpaMMHO-peain30BaHHOro aaropurma AES256}
Length(PurchaseName), { ArnHa faHHBIX U1 LTHPPOBAHHS }
@PurchaseName|[1], { Aarrbre 1 miH@poBaHUA }

GrdAM_Encrypt + GrdAM_CFB + GrdSC _All, { lllugposars B pexxume CFB,
e//HHCTBEHHDBIH OJIOK JJAHHBIX}

@szlnitVectorAES[1], { BeKTOp HHHI[HATH3AIHH }
@CryptKeyAES[1], { CekpeTHbIH K09 A1 LTHPPOBAHHA }
@abyGrdAES Context[0] ), { Bygep a1a mpeob6pazoBaHus }

{ O6HOBIIEM 3HAYEHHE 1014, TPE06pa3y JaHHbIe B base64 }
ADODataSet2.FieldByName('PurchaseName').Text := EncodeString(PurchaseName);



PaCH.II/I(l)pOBaHI/Ie AAHHBIX TIPOUCXOAUT aHAJIOTUIHBIM 06p330M.

[Ipy npoeKTUpPOBAHMHU 3AIUUTHI 6a3bl JAHHBIX BaXKHO NMOMHUTB O CYIIECTBYIOLIUX 3aBUCHUMOCTSX MEXAY
JlAaHHBbIMU. B HaleM ciyyae, nosie Ha3BaHHe NOKYNKH 3aBUCHT OT noJjied «ID» kineHTa u «MMsa kaveHTa»,
ecau 1D kaMeHTa Ha NPOTSXKEHUU Bced >XU3HMU BJ| ocTaeTcs HeM3MeHHBIM, TO mnoJie «MMs KaueHTa» 1o
KaKMM-TO NPUYMHAM MOXKeT ObITb U3MeHeHOo. B ciydae ero Mojgudukanum He06X0AUMO NMPeAyCMOTPETh
npoueaypy nepemndpoBaHus BceX MOKYINOK HAa K3MEHEHHOM 3HaYeHUH 1oJis1 « M5 KiiMeHTa».
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2.6 flononHUTENbHbIN CNOCO6 YCHMNIEHMSA 3ALLMUTDI

I deKTUBHBIM CIOCOGOM 3aIIUTHI SIBJISIETCS BIHECEHHUE YacTU BbI30BOB Guardant API B fonosiHUTE/IbHBIE
MOTOKH. JTO MO3BOJIAET ClesaTh 3allUTy 6GoJiee THOKOH, a TaKKe 3HAYUTEJbHO 3aTPYAHUTbL aHaAU3
NPUJIOKEHUS B3JIOMIIMKOM, BBUJAY HeGOJBIIOTO YHCJAA OTJAJAYMKOB, CIOCOOHBIX paboTaTbh C
MHOTOMOTOYHBIMH NPUIOKEHUSIMU.

B TecToBOM MNpU/IOKeHUH B KadecTBe JeMOHCTpPAalMU MCHOJb30BaHUA MOAX0JA CO3J4AaeTcs OJLUH
JIONOJIHUTE/NbHbIM MOTOK. B HeM co3jaeTca xeHAn W ¢ nepuofuydHocTeio B 5000 MunnvcekyHp
BBINOJIHAETCA OJHO M3 HEeCKOJbKHMX JeWCTBUH: NpOBepKa BONPOC-OTBET, IeHepalus, JUMO0 NpoBepKa
3JIeKTPOHHON LMPPOBOM MOANMUCH, a TaKkKe NMpoBepka 3aBefoMo HeBepHoH JUIIL Ilpu 3TOM OmIMOKK OT
NOMBITOK B3JIOMa He OTOOpaXkaloTCs SBHbIM 06pa3oM, a U3MEHSAIT NapaMeTphbl IVIaBHOW GOpMbl, Aesas
HeBO3MOXXHOM HOpMaJIbHY10 paboTy c npujoxxkeHueM. Takoe noBeJieHUe 3aTPYAHSET BblsIBJieHUE METO/0B
Guardant API 1 aHa/1M3 JIOTHKU 3alUThI, @ TAKXKE JIaeT 3JI0yMbIIIJIEHHUKY JIOX)KHYI0 YBEPEHHOCTh B TOM, YTO
nporpaMma yclelHo B3JIOMaHa.

B peasbHOM NpPUJIOKEHUU [JiSl YCUJIEHUS 3aLIMThl MOKET CO03/aBaTbCsl MHOXECTBO JOMNOJHUTEIbHBIX
MOTOKOB, 3allyCKaeMbIX M 3aBepLIAIOLIMXCS B Npoliecce paboThbl NPUJIOKEHUA. JTO 3aTPYLHUT aHaIU3
NporpaMMbl, a €c/U JaHHble U3 JOMOJHUTEJNbHOrO MOTOKA OYAYT MCIOJb30BaThbCA B Npoliecce paboThbl
OCHOBHOM NpOrpaMMbl, TO TaKXe HCKJIOYHUT BO3MOXXHOCTb OMTXaka. Hampumep, cospaeTcs NMOTOK, B
KOTOPOM KaKad-TO IlepeMeHHas IoJiydaeT CBOe 3HadyeHHe, I03Ke 3Ta IlepeMeHHasd HCIOJIb3yeTCsa B
BbIYMCJEHUSAX WJAM OGYHKIUAX. B 3TOM ke 1noTOKe mnpoucxoasaT Bbi3oBbl Guardant APL. Eciu
3JIOYMBILIJIEHHUK TOMNbITAETCS OCTaHOBUTb/3aKPbITh CO3JAHHBIA MOTOK, TO IOJYYUT HEKOPPEKTHO
paboTalolyo NporpamMmmy.
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2.7 3aknwoueHue

Bo3Mo)XHOCTH amnmapaTHbIX KJ4Yed 3amuTel Guardant MO3BOJISIIOT MNPEBPATUTh NPOrpaMMHOE
obecrieyeHre B HEMPUCTYIHYI KPeNocTb JJA B3JIOMIIUKOB. HO CTPOUTH JaHHYI «KPenocTb» BHYTPH
nporpaMMbl pa3paboTYMKaM HeOo6XO0JJUMO CaMOCTOSATENBHO C MOMOIbI0 BbI30BOB Guardant APIL. Yem
ray6xe OyAeT MHTerpanys 3alUThl B JIOTUKY paboThl HPOrpaMMbl U 4eM 6oJjiee HENMpeAcKa3yeMbIMH ee
BbI3OBbI, TEM TsDKesee OyJeT B3JIOMINUMKY HAaWTH BCe 3alUTHble MEXaHU3Mbl W YHUYTOXHUTb HX. B
GOJIBIIMHCTBE CIYYaeB, IOC/Ie OUepeHOT0 payHaa 60pb0bl, OH CAACTCA U 6POCUT 3Ty 3aTel.

[Ipy ycuieHuH 3alIUTHl HE CTOUT 3abbIBaThb O CaMOW NMporpaMme - ee KOPpPeKTHOH paboTe, yA06CTBe
WCII0JIb30BAaHUSI U NMPOU3BOAUTENBHOCTH. [los1b30BaTe /b MOKYNAET, B IEPBYI0 O4Yepe/ib, KAYECTBEHHYIO U
HaIeX)KHYI0 MpPOrpaMMy, KOTOPYIO JIETKO HCIOJIb30BaTh M MOJIydyaTh CTaOWJbHble pe3yJbTaThbl. [Ipu
NpUMEHEHHUM CJIOKHBIX METOJIOB 3alllUThl HEO0OXOJMMO MpeayCMOTPeTb U KOPPEKTHO 06paboTaThb
MaKCUMaJIbHOe KOJIMYEeCTBO BO3MOXKHBIX BAPUAHTOB, NMPHU KOTOPBIX JIOTUKA PabOThl MPOTPaMMbl MOXKET
ObITh HAapyLIEHA UM IPOU30U/IET NOTEPS BAXKHBIX JAHHBIX.
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