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1. MocranoBka 3a4GUYM M NIGHUPOBAHME €€
pelweHmns

TecroBOE NpunOXEeHUE

B kayecTBe TeCcTOBOro MpHJIOKEHHs BbIOpaHa MNporpamma, MNpejCcTaB/AAwIEAs C000M rpadudeckuit
uHTepdelic pabotrl c B/ MS Access, copep:xalieil CUCOK KIUEHTOB U HHGOPMALIUHU O HUX.

NMocraHoBKa 3a/404UYM

1.
2.

3amu¢dpoBaTh Ha aAPATHOM aJTOPUTME YaCThb JAHHbBIX Ta0JIMLb] « KIIMEHTBI».
3amu¢dpoBaTh HAa MPOTPaMMHO-PEATU30BAHHOM aJITOPUTME JOTIOJTHUTENBHYIO TAOTUILY
«CIMCOK NOKYIIOK».
Co3/1aTh IONOJIHUTEbHBIN MOTOK U, UCI0JIb3Ysl TeHEPAIUIO CIyYalHbIX YUCeJl, OpTaHU30BaTh:
® MpPOBepKYy IMHGPOBAHKSA HA ANMAPATHOM aJITOPUTME 110 TPUHITUITY KBOIIPOC-OTBETY;
e TreHepanuio 3JeKTPOHHOU uudpoBoit nognucu (ILUII);
e npoBepky IUII;
e 1poBepKy 3aBeJoMo HeBepHOU JLIII.

JAeHcTBua Heobxoaumbie ANA PELUSeHMS 3a8a4uYM

HanwucaThk nporpamMm JIA 1A oBaHUd Ta6aun «KaneHThI» U «CHUCOK MOKYIIOK»

1.

Co3paTe mnpoueaypbl wmubpoBaHus/paciindpoBaHus mnouas «KomMeHTapuil» B TabJjule
«KnuenTtel» Ha annapatHoMm ajnroputme GSI64 (GrdApiGrdCrypt), ucnosb3ys B KayecTBe
BeKTOpa UHHANManusauuu ID knvenTa.

Coszatp mpouenyps! wKdpoBaHuda/paciindpoBaHua noas «HasBaHue ToBapa» B Tab/ule
«CnuCcoK MOKYMOK» Ha NMPOTrpaMMHO-peasin3oBaHHOM anroputme AES256 (GrdApiGrdCrypt),
UCI0J1b3ysl B KayecTBe K/ao4a mudpoBanusa giaa Metoga AES256 nossa «ID kaveHTa» U «MMa
KJIMeHTa» U3 Tabuibl «KineHThbI», 3amndpoBaHHbIe Ha asiropuTMe GSI164.

[Ipu cTapTe nporpaMMbl

1.

PacmindpoBaTth mnosie «kKKoMMeHTapuii» /11 KOXK/[0TO KJIMEHTA Ha allapaTHOM aJIrOPUTMe
GSI164 1 oTo6pa3uTh B pacmunbpoBaHHOM Buje (GrdApi.GrdCrypt).

[Ipu fo6aBJIeHHUY HOBOU 3aIUCU B Ta0aULy «KJIWeHThI»

1.
2.

[TosiyauTts ID HOBOro KyieHTa B TabJsuie «KineHTbI».
3amndpoBaTh KOMMEHTApHUH Ha annapaTHoM ajaroputMe GSII64, ucnonb3ysa B kKayecTBe
BeKkTopa uHuanusanuu ID knuenrTa (GrdApi.GrdCrypt).

HQI/I g06aBJI€HI/II/I HOBOW 3alMCH B Ta61muy «Cnucok MMOKYITOK»

1.
2.

B3aTb K3 TabsuLbl «KiMeHTbI» 3HaueHUs TeKyled cTpokU «ID kaneHTa» U «IMs KaueHTa».
3amudposatsb «ID kaueHTa» U « M5 KIMeHTa» Ha allapaTHOM ajaroputMe GSI164
(GrdApi.GrdCrypt).

3amndpoBaTh «HasBaHue ToBapa» Ha MNpPOrpaMMHO-peaJn30BaHHOM airoputMme AES256,
HCIOJIb3ysl B KayeCTBe CEKPETHOro KJw4ya WU(pOBaHUS 3HayeHUe, IOJydeHHOe B II.2
(GrdApi.GrdCrypt).

HQI/I regepanvy oT4eTa «Cnucok MOKYTIOK KJINEHTA»

1.
2.

B3aTb u3 Tabsnubl «KiiMeHTbI» 3HaueHUs TeKyllell cTpoku «ID kinreHTa» u «MMs kaveHTa».
3amudposats «ID kaueHTa» U «MMsA KaMeHTa» Ha annapaTHOM ajaroputMe GSI164
(GrdApi.GrdCrypt).

PacmiudpoBaTts Habop nosiel «HazBaHue ToBapa» Ha MPOrPaMMHO-PeaTU30BAHHOM aJITOPUTME
AES256, vcnosib3ysl B KauecTBe CEKPEeTHOr0 KJto4a UdpoBaHUs 3HaUEHUE, TOJYUEHHOE B 1.2
(GrdApi.GrdCrypt).



JlOTIOJTHUTEILHBIN TOTOK

1.
2.
3.

3anmycTUTbh Ha GECKOHEYHOE BhINIOJTHEHHE TOTOK ¢ nay3ou 5000 MUJLTUCEKYH/,

BeruucauTh ciydaiHoe 4yncio, ucnosab3ys Microsoft CryptoAPI (rngCsp.GetBytes()).

Eciv 3Havenue nonazgaet B guanas3oH (0 - 30%), To ocylecTBUTh NPOBEPKY TaGJIMLIbI BONPOC-
OTBET Ha annapaTHO-pealu30BaHHOM airoputMme AES (GrdApi.GrdCrypt).

Ecnu 3HayeHue nonagaet B AuanasoH (30 - 61%), To crenepuposath I1II caydaliHOM CTpOKH
Ha alllapaTHOM aJITOPUTMe 3JeKTPOHHOU uudpoBon noanucu (GrdApi.GrdSign).

Eciv 3HaueHHe momajgaeT B AuanaszoH (61 - 92%), To mpoBepUTh 3JeKTPOHHYIO LUPPOBYIO
NO/UCh, CTeHEPUPOBaHHYI0 B 1.4 (GrdApi.GrdVerifySign).

Eciny 3HavyeHue nomnajaeT B guana3oH (92 - 100%), To npoBepUTh 3J1€KTPOHHYIO LU(PPOBYIO
NOAIKCh, CreHEPUpPOBaHHYH0 B 1.4 3aBeJOMO TMpeoOpa30BaHHYI B  HEBEPHYIO
(GrdApi.GrdVerifySign).



2. Onucanme pewieHns sapaum

2.1 BBepenmue

B npejpiayiiemM ypoke GbLIM PacCMOTPEHbI 6a30BbIE CIIOCOOBI 3aLIMTHI C UCIOJb30BAHMEM aNlapaTHBIX
anroputmMoB. OHM CBOJUJINCH K NPeoOpPa30BaHUI0 [AaHHBIX B 3JIEKTPOHHOM KJYe C Tocjaeayolien
NpOBePKOH pe3ysbTaToB. CTOMKOCTh 3alUThl HA OCHOBE 3JIEKTPOHHBIX KJIIOUEH HANpsMyl0 3aBUCUT OT
CTeleHW UHTETpalliy 3allUTHbIX MEXaHU3MOB B JIOTUKY NporpaMmbl. [Jiy60kasi MHTerparus mo3BOJIUT
CHU3UTH JI0 MUHUMYMa BO3MOXXHOCTb «BbIpe3aHHsI» GJOKOB 3alUThl U3 MPOTrPaMMHOr0 Koza. 'paMmoTHas
OpraHu3alHs JIOTUKU IPOBEPOK 3aTPYAHUT 3IMYJISIHIO BBI30BOB AP 3/10yMBILILJIEHHHUKY.

B 3ToM ypoke Mbl NONbITaeMCSl OpraHM30BaTb YacTUYHOe WIHPpPOBaHUMe 6asbl AAHHBIX anmapaTHO M
NpOrpaMMHO-peaiM30BaHHbIMU aJropuTMaMu. JlesnaeTcs 3To C Leblo 6ojiee MJOTHOM NPUBSA3KHU
NPUJIOXKEHUS K 3JIEKTPOHHOMY KJI04y. B pe3sysibTaTte, 3/IeKTPOHHBIN KJ/I0Y Gy/eT JONOJHUTEJSBHO HECTH
«I0JIE3HYI0» HArpy3Ky — C MOMOILbI0O HEro 6y/ZieT obecrneyrnBaTbCA 3alllUTa UCNOJIb3yeMbIX NPUI0XKEHUEM
Jl@HHBbIX OT KOMIIPOMETaLUH.



2.2 OcHoBbl WINPPOBAHMA 6A3 AAHHDbIX

BHavyasie He06XOAMMO ONpeAeUTh, KaKhe JaHHble MOTYT OBbIThb 3aliMdpoBaHbI 6e3 yliepba aisd ob6Iien
OYHKIIMOHAJILHOCTH U MPOU3BO/JUTEbHOCTH NMPUJIOKEHUsI. B epBylo ouepe/ib, 3TO M0JIs, He ABJISAIONIHECS
KJIOYEeBbIMU, M 110 KOTOPbIM He OCYIIeCTBJASETCS TMOUCK, COPTUPOBKA WM OuibTpanus. B
JIEMOHCTPALIMOHHOM MPUJIOKEHUH TAaKUMH TOJIAMH ABJIAIOTCA «KoMMeHTapun» B Tabsuie «KiueHTbI» U
«Ha3BaHue ToBapa» B TabsuLe «CIHUCOK MOKYTIOK».

[Ipy mwndpoBaHUU mosied 6a3bl JaHHbIX HEOOXOAMMO Y4eCThb [iBa BaXKHbIX MOMeHTa. [lepBbI COCTOUT B
TOM, YTO CTaHeT HEeBO3MOXHbIM MCNOJIb30BaHUE IOUCKA, GUJIbTPAMM M NpeJBapUTeJbHOTO
VH/IeKCMpPOBaHUsA 3aliMdpoBaHHbIX nojied cpefcrtBamu CYB/l. Bropol - B pesy/abTaTe KMQpoOBaHUA C
NIOMOLIbI0 AJITOPUTMOB, pea/iM30BaHHbIX B Guardant API, Ha BbIXo/ie MoJIy4yaeTCsl MacCUB 6aMT, COCTOAIUM
M3 MeyaTaeMblX M HeleyaTaeMbIX CHUMBOJIOB. /Il MX XpaHeHHWs HeO06XO0JHWMO HCIOJIb30BaTh I0JIfA
CreLMaJbHOTO THIIA WM Npeobpa3oBaTh JaHHble B CTPOKY IledyaTaeMbIX CHMBOJIOB, HalpuMep,
BOCII0JIb30BaBIIMCh KOJUPOBKON Base64. Ilpy ee ucnosb30BaHUM Hesb3sl 3a0blBaTh, 4TO JJIMHA
MOJIy4eHHOH CTPOKH MOXKET IpPeBBIIaTh JJWHY UCXOJAHOH, T03TOMY pa3Mep 10Ji B ONMCAHUU CTPYKTYPbI
B/l Heob6xoauMMo yBeNWYUTh. Mcrosib30BaHUe MOJIeH CleluaJbHOr0 THIA CBSA3AaHO C JJONOJHUTEJbHOU
CJIOKHOCTBIO — HE0OXOUMOCTbBIO UX OT/EJNbHOU 06pabOTKH, TO3TOMY BOCIIOJIb3yeMCs Tpeo6pa3oBaHUEM B
Base64.

[lludppoBaHue JaHHBIX YCAOKHSET JIOTUKY paboThl IPOTPaMMbl M TPeOYeT BHUMATEJIbHOTO OTHOLIEHUS KO
BceM OGYHKIUSAM M MeToJaM, paboTarmoliMM C 3TUMU JAaHHBIMU. OTCYTCTBYyIOIIMe B KaKOM-TO 6JIOKe
nporpaMMbl MeTOJbl IUPPOBAHUA-PACIIMPOBAHUS MOTYT MPUBECTH W K IO0Tepe JaHHBIX, U K
HepaboTOCIOCOOHOCTH CaMOM MPOrpaMMBbl.



2.3 Mcnonb3oeaumue Guardant APl gna wundppoBaHma AAHHbIX

Jnsa muppoBaHUsA ¢ moMmolnblo kiaoded Guardant Sign u Guardant Time wucnmosb3yeTcss MeTo[,
«GrdApi.GrdCrypt», ero ¢opMaT NOJpOGHO paccMaTpUBa/IC Ha TNpeAblAyleM ypoke. JlOoCTymHbIe
aJTOPUTMbI MHUPPOBAHUSA MOXKHO YCJIOBHO pasfeJUTb Ha 2 TPyNIbl: annapaTHble W HPOTrpaMMHO-
peasv3oBaHHble. Y KaXJ0H W3 IPyNN e€CTh CBOM OCOGEHHOCTH, KOTOPble HEOOGXOAMMO YYHUTHIBAaTb IPH
BBIOOpE crioco6a mruppoBaHHUS.

Anmaparnble anropuTMel. /laHHas rpynmna nojpasyMeBaeT Nnpeobpa3oBaHUe JAHHbIX HEMOCPEACTBEHHO B
KJII04e 3aIUThl. ITO MPAKTUIECKH UCKIIYAeT BO3MOXKHOCTb paciindpoBaHHUs AAaHHbBIX 6€3 UCI0JIb30BaHUSA
camoro kJo4a. B kimovyax Guardant Sign (Guardant Time) peasin3oBansbl fiBa aaroputma - GSI164 ¢ gauHoH
kJto4da 128 unm 256 6uT, u AES ¢ anmHo# kirova 128 6UT. Y anmapaTHBIX alrOPUTMOB €CTh TOJBKO OJHH
CYUIeCTBEHHbIH HEJIOCTATOK - CKOPOCTb BbINMOJIHEHUs. Ha kirodax mpuMepHoe BpeMs MIHMGpPOBaHUA
(pacmindpoBanusi) 6ydepa AaHHBIX, COCTOSAIIEr0 U3 MMeHUM U daMWIuK, 3aHUMaeT mnopsgiaka 20-30
MuIHCceKyHA. [loaTomy, ecsn TunuuHbld 3anpoc u3 b/l mpesbimmaer 30-50 3amumced, MCNoJib30BaTh
anmnapaTtHoe mwrdpoBaHue He pekoMeHAyeTcs. OGOUTH JaHHOEe OrpaHUYeHHe MOXHO JIBYMs CIIOCOGaMU:
HCII0JIb3ysl YacTUu4Hoe mudpoBanue B/ (HanpuMep, mndpoBaTh KaXKAYI0 3alKChb, HOMep KOTOPOU Hales0
Jneautcs Ha 10), WK BOCIOJIb30BaBIIMCH CBA3KOU MPOrpaMMHOTO M anlapaTHOTO aJI'0PUTMOB.

[IporpammHO-peanu3oBaHHble aJropuTMbL. MX Koj pacnoJiaraetca B 6ubauoTrekax Guardant APIL Ilpu
IKUPPOBAHUM JAHHBIX HMMH OOpalleHUWH K 3JIeKTPOHHOMY KJ/K4y He MNpoUcXoAUT. OCHOBHBIM
JIOCTOMHCTBOM MPOTrpaMMHO-peaJM30BaHHbIX aJITOPUTMOB SIBJISIETCS BbICOKAsA CKOPOCTH MUPPOBAHUS, YTO
MI03BOJISIET UCIIOJIb30BATh UX JIJIs KOAUPOBaHUS 60/IbIINX 06'beMOB JaHHbIX. HejocTaTok — HE06X0JUMOCTh
XpaHeHUs] B KoJle W Ilepejladya B KayecTBe IlapaMeTpa ero CEKpeTHOro KJ4a; KaK CJeJCTBUE —
NOTeHLMaJbHO MeHee BbICOKAas 3alllUIeHHOCTb OT B3JioMa. [103TOMy MCIO/B30BaTh TaKHe aJrOPUTMBI
peKoMeH/yeTcsl B CBA3Ke C allapaTHbIMU (KakK 3TO JleJlaThb — CM. HWXKe). B HacTosllee BpeMsl B cOCTaB
Guardant API Bk/itoueHa peasiusanusi CAMMeTPUYHOTO0 asiroputma AES ¢ fuinHoM Kitoda 256 GUT.

Takum o6pasoM, npu MUPPOBAHUHU GOJIBIIUX 00bEMOB AAHHBIX JYYIIUM CIOCOO0M, COYETAIONIUM B cebe
BBICOKYI0 CKOPOCTb MMQPPOBaHUA-pacliMPpOBaHUs U 3aUIMIIEHHOCTb, SBJsSeTCS WHUPpPOBaHHE HA
NpOrpaMMHO-peaJM30BaHHOM aJrOPUTME C KJII0YOM, TOJIyYEHHOM Ha alapaTHOM aJIrOpUTME.



2.4 LUNiundposaHMe HO ANNAPATHOM QJITOPUTME

B TecToBOM mpuUJIOKEHMM Ha alllapaTHOM aJroputMme 6yjeT 3amudpoBaHo mnoje «KomMMmeHTapuii»
TabuLbl «KJIMeHTBI», T.K. JAHHOE [0JIe HEe yYacTBYeT B MOUCKE U GUIbTPALMHU JAHHBIX U He [I0/IBEpraeTcs
npeJBapUTeJbHOMY HWHJEKCUpPOBaHHUIO. B HameM ciyyae nosie «KoMMeHTapuii» BbIHECEHO Ha IJIaBHYIO
dbopMmy. ITO AOMYyCTUMO BBHJAY MaJIoro KoOJMYecTBa 3anuced B Tabusuue «KineHTbl». B peasbHOM
NPUJIO)KEHUH C GOJIbIIMM 06bEMOM JIaHHBIX 3TO MOXeT HeraTUBHO CKa3aTbCS Ha MPOU3BOJUTEJBbHOCTH.
B03MOXXHBIM pellleHMEM MOXeT ObITb BBIHOC JAHHOIO MOJI1 Ha OTAeJbHyl0 GOpMy C NOJpOOHOU
MHbopMalUel 0 KJIUEeHTe.

Jnsa mudpoBanusa nosas «KomMmeHTapuii» ucnosibsyem anroputm GSI64 B pexxume OFB, mozBoJsiomiem
mudpoBaTh OJOKH J[AAHHBIX NPOU3BOJILHOW /[JIMHBL. B KadecTBe HaA4YaJbHOTO 3HAYEHUs BeEKTOpa
WHUIIMaNIU3alUU 6yZieM 3aiaBaTh MOAUGUIUPOBAaHHOE 3HaYeHHe noJid «ID kineHTa». B mpoTUBHOM ciiydae
(mpu uCNoJIb30BaHMU OJIMHAKOBOTO BEKTOpAa HWHUIMAJU3ALMU), HECKOJIbKO 3aluced, HMEILUX
oAiMHaKoBoe mnoJie «kKoMMeHTapuii», 66K Obl 3alIMGPOBAHbI UAEHTHYHO. Tak Kak BCe KJIHWEHThbl UMEIOT
YHUKaIbHBIN «ID KyneHTa», TO pe3yabTaT WKGPOBAHUS BCex 3amucedl OyJeT pasauvyHbIM. [1060YHBIM
3¢ PeKToM SABJISETCS AONOJHUTENbHOE YCI0KHEHHE JIOTHKU 3aLIUThI, YTO XOPOLIO.

Bbi3oB MeTo/ja mMdppoBaHus Ha aaroputme GSI164 BeITAAUT CieAyOIMM 06pa3oM:

ClientIDStr = myOleDbDataReader["ClientID"].ToString(); // [los1ry4aem ID kirernTa
ClientIDIntV = Convert.ToUInt32(ClientIDStr); // [Ipeobpazyem ID kiveHTa
ClientIDIntV = ClientIDIntV * 769390234;

// osrydaeM KoMMeHTapHH

ClientComments = myOleDbDataReader["ClientComments"].ToString();
ClientCommentsB = UStrToByte(ClientComments); //lIpeo6pa3zyem B maccuB byte

/7 Iugpyem kommernTapuit Ha ajiroputme GSI164

RetCode = GrdApi.GrdCrypt(GrdHandle, // XeH1 koHTerHepa Guardant
04, // Homep annapatHoro aaroputma
ClientCommentsB, // Maccup c koMMmeHTapHeM
(uint)GrdAM.OFB | (uint)GrdAM.Encode, // Pexxum KoHpOBaHHUS
ClientIDIntV); // BexTop urHIHAIH3AIIHH
ErrorHandling(GrdHandle, RetCode); // [lpboBepsaeM Ha BO3MO)XHbIE OLTHOKH

ClientComments = EncodeTo64(ClientCommentsB); // [Ipeo6pazyem B Base64

B KOHIlle mpoucxoJUT Npeobpa3oBaHUE CTPOKH B Base64, mocjie 3TOTO pe3ybTaT MOXHO 3aHOCUTH B
00bIYHOE TEKCTOBOE MoJe B/I.



2.5 UWundpoBanmne HaO NPOrPaAMMHO-PEASIN3OBOHHOM QJITOPUTME

B kavecTBe npuMepa mMPpOBaHUA HAa NPOrPaMMHO peaJM30BaHHOM aJlOPUTMe B TECTOBOM NPUJIOKEHUU
BbIOpaHa Tab/mLa «CIMCOK NOKYIIOK», B KOTOPYIO 3aHOCATCS BCe MOKYIIKY, CAeJlaHHble KaXK/bIM KJIUEHTOM.
B nporpamMe AocTynHa onLys NIPOCMOTpPa OTYeTa O MOKYNKaxX KaKJ0ro KiaueHTa. Bbibopka A1 JaHHOTO
OoT4eTa MOYTH Bcerja OyAeT cojepXXaTb MHOIO 3amMcel, MNO3TOMYy lLieJlecO06pa3HO HCIOJIb30BaTh
mK1PpoBaHHe Ha NPOrpaMMHO-peaJM30BaHHOM aJropuTMe. PaHee ynoMuHazsocb 006 0COGEHHOCTAX
anmnapaTHbIX U IPOrPaMMHBIX aJITOpUTMOB. McxoAsd M3 HHUX, peaju3yeM CAeAyOIyI0 CXeMy: B KadeCTBe
CEeKpeTHOTO KJIoYa mudpoBaHUs MporpaMMHoro aiaroputma AES256 (32 6aiita) 6yZeM HCIOJib30BaTh
KOM6UHaNMIO U3 ID U UMeHU K/IMeHTa, 3aliMdPOBAHHYIO Ha annapaTHoM ajaroputMme GSII64.

// Co3zaem cTpoKy u3 ID v HMeHH K/IHEHTa

SecretKeyAESStr = ClientID.ToString("x04") + ClientName;

// Ecru ee iinna meHbiie 32, qonoJiHIeM 3Ha9eHHAMY [D KHeHTa

while (SecretKeyAESStr.Length < 33) { SecretKeyAESStr += ClientID.ToString(); }

SecretKeyAESStr = SecretKeyAESStr.Substring(0,32); // Obpezaem 70 32 CHMBOJIOB
SecretKeyAES = StrToByte(SecretKeyAESStr); // [Ipeo6pazyem B maccus bytef]
// llugpyem Ha annapatHom ajiaropurme GSI164 B pexxume ECB
RetCode = GrdApi.GrdCrypt(GrdHandle, // XeH1 koHTedHepa Guardant
04, // Homep annapatHoro aaroputma
SecretKeyAES, // Maccus c kirrogom
(uint) GrdAM.ECB | (uint)GrdAM.Encode, // Pexxum mu@poBaHusa

0); // B gaHHOM pexxHMe BeKTOp HHHIHAJIH3ALHH HE HCIOIb3YeTCSA

Knrou mudpoBanusa AES256 mosyyeH, Tenepb MOKHO NepexoAuThb K LIMGPOBAHUIO MOKYNOK KJWEHTa Ha
IporpaMMHO-peasu30BaHHOM anroputMe AES256. llludpoBaHue ocyliecTBasSeTCAa C NMOMOIbI TOTO XKe
Metoga «GrdApi.GrdCrypt()», rie B kKaduecTBe napaMeTpa «HOMep aJTOPUTMa» BbICTYNAeT KOHCTAaHTa C
HOMEpPOM NpOTpaMMHO-peasM3oBaHHoOro ajsroputma AES256. Tak ke K mapaMeTpaMm JA006aBAsIOTCA
MOJIy4YeHHbIN K104 udpoBaHus (32 6aiita) u 6ydep, He06X0UMbIH /1151 pabOThI AATOPUTMA.

B pa3zesie 06bsiBJieHHs] TepEMEHHBIX 6ydep 00bABISAETCS CIeLYIOLUIUM KOJOM:
byte[] GrdAES_Context = new byte[(int) GrdAES.CONTEXT_SIZE];

3ngece GrdAES.CONTEXT_SIZE - sT0 KoOHCTaHTa, cojepkawjas JAJHHY 6ygepa J/19 aJIropHTMa
AES256.

// lllugpoBarme Ha MPOrpaMMHO-peaIH30BAHHOM ajroparme AES256
RetCode = GrdApi.GrdCrypt(GrdHandle, /) XaH 1 kKoHTEHHEpa Guardant

GrdSC.AES256, // Homep nporpammHo-peain30BaHHOro aaroputma AES
PurchaseNameB.Length, // JltHHa JaHHBIX 419 IIHQPOBAHHA
PurchaseNameB, // JlaHHbBIE /19 ITHPPOBAHHA

(uint)GrdAM.Encrypt | (uint)GrdAM.CFB | (uint)GrdSC.All, // [llugposats B pexcume CFB,
e/HHCTBEHHBIH OJIOK JAHHBIX

InitVectorAES, // BexTop nenmuaiuzaguu

SecretKeyAES, // CexkpeTHbIH K04 ITHPPOBAHHA

GrdAES_Context); // Bygep q/1a npeobpazoBaHua
ErrorHandling(GrdHandle, RetCode); // [IpoBepka Kkozqa BO3BpaTa

PurchaseName = EncodeTo64 (PurchaseNameB); ///Ipeo6pazoBaHre pe3ysipTata B Base64

PaCH_II/Id)pOBaHI/Ie AAHHBIX TIPOUCXOAUT aHAJIOTUIHBIM 06p330M.



[Ipy mpoeKTUPOBAHUU 3aUIMTHI 6a3bl JAHHBIX BAXKHO MOMHHUTb O CYLIECTBYIOIIUX 3aBUCUMOCTSIX MEXAY
JlaHHbIMH. B HameM ciy4dae, oJsie Ha3BaHWe MOKYIKH 3aBUCUT OT moJied «ID» kiueHTa U «Ms KiveHTa»,
ecau ID kiMeHTa Ha MPOTSHKEHUM Bcel xu3HU BJ] ocTaeTcsa HeW3MeHHBIM, TO noJje «MMs KJveHTa» 1o
KaKHM-TO MPUYMHAM MOXET ObIThb U3MeHeHOo. B ciyyae ero MouduUKanuu Heo6X0AUMO MPeayCMOTPETh
npoueaypy nepeumppoBaHus BCeX MOKYNOK HA U3MEHEHHOM 3HaYeHUHU o151 «UMs KaueHTar.
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2.6 [AononHuTEenbHbIN CMNOCO6 yCUMNIEHMUS 3ALMUTDI

I deKTUBHBIM CIOCOGOM 3aIIUTHI SIBJISIETCS BIHECEHHUE YacTU BbI30BOB Guardant API B fonostHUTE/IbHBIE
MOTOKH. JTO MO3BOJIAET CHesaTh 3allUTy 6GoJiee THOKOH, a TaKKe 3HAYUTEJbHO 3aTPYAHUTbH aHaAU3
NPUJIOKEHUS B3JIOMIIMKOM, BBUJAY HeGOJBIIOTO YHCJAA OTJAJAYMKOB, CIOCOOHBIX paboTaTbh C
MHOTOMOTOYHBIMH NPUI0KEHUSIMU.

B TecToBOM MNpU/IOKeHUH B KadyecTBe JeMOHCTpPalUU MCHOJb30BaHUA MOAX0JA CO3JaeTcs OJHH
JIONOJIHUTE/NbHbI MOTOK. B HeM co3jaeTca XeHAn W ¢ nepuofuyHocTelo B 5000 MunnucekyHp
BBINTOJIHSAIETC OJHO M3 HECKOJBbKHUX JeWCTBUH: NpOBepKa BONPOC-OTBET, reHepalus, JMO0 NpoBepKa
3JIEKTPOHHON LMPPOBOM MOANMCH, a TaKkKe NpoBepka 3aBefoMo HeBepHoH JUIIL Ilpu 3TOM OmMOKK OT
NOMBITOK B3JIOMa He OTOOpaXkaloTCs SBHbIM 06pa3oM, a M3MEHSAIT NapaMeTphbl IVIaBHOW GOpMBI, Aesas
HeBO3MOXXHOH HOpMaJIbHYI0 paboTy € npujokeHueM. Takoe noBeJieHNe 3aTPYyAHSAET BblsBJIeHUE METOLOB
Guardant API 1 aHa/1M3 JIOTHKHU 3alUMThI, @ TAKXKE JIaeT 3JI0YMbIIIJIEHHUKY JIO)KHYI0 YBEPEHHOCTD B TOM, UTO
nporpaMma ycleuHo B3JIOMaHa.

B peasbHOM NpPUJIOKEHUU [JiSl YCUJIEHUS 3aLIMThl MOKET CO3/aBaTbCsl MHOXECTBO JOMNOJHUTEJbHBIX
MOTOKOB, 3allyCKaeMbIX M 3aBepLIAlOLIMXCS B Ipolecce paboTbl MPUIOKEHUS. JTO 3aTPYAHUT aHAIU3
IpOrpaMMbl, a eCJM JaHHble U3 JONOJHUTEJbHOr0 MOTOKAa OyAyT UCIO0Jb30BaTbCS B Npolecce paboThbl
OCHOBHOM NpOrpaMMbl, TO TaKXe HCKJIYUT BO3MOXXHOCTb OWTXaka. Hampumep, cosjaeTcs NOTOK, B
KOTOPOM KaKad-TO IepeMeHHas IoJIydaeT CBOe 3HadeHHe, IO3Ke 3Ta NepeMeHHas HCIO0Jb3yeTcd B
BbIUMCIEHUSAX WIU OJQYHKOUAX. B 3ToM ke mnoToke mnpoucxofaT BbizoBbl Guardant API. Ecaum
3JIOYMbILIJIEHHUK TONBITAETC OCTAaHOBUTb/3aKpbITh CO3JAHHBIA IOTOK, TO IOJYYUT HEKOPPEKTHO
paboTalolyo NporpamMmmy.
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2.7 3axknoueHue

Bo3Mo)XHOCTH amnmapaTHbIX KJo4Yed 3amuTel Guardant MO3BOJISIIOT MNPEBPATUTh MPOrpaMMHOE
obecrieyeHre B HEMPUCTYIHYI KPeNocTb JAJA B3JIOMIIUKOB. HO CTPOUTH JaHHYI «KPenocCTb» BHYTPH
nporpaMMbl pa3paboTYMKaM HeOo6XO0JJUMO CaMOCTOSITEJBHO C MOMOIbI0 BbI30BOB Guardant APIL. Yem
ray6xe OyAeT MHTerpanys 3alydThl B JIOTUKY paboThbl MPOrpaMMbl U 4eM 6oJjiee HelpeCcKa3yeMbIMU ee
BBI3OBBI, TeM TsDKesee OyZeT B3JIOMINUKY HAaWTH BCe 3alUTHble MEXaHU3Mbl W YHUYTOXKHUTH HX. B
GOJIBIINHCTBE CIYYaeB, MOC/Ie 0OUepeHOTO payHAa 60pb6bl, OH CACTCSI U GPOCUT 3Ty 3aTel0.

[Ipu ycujieHHWH 3alIUThBl HE CTOUT 3a0bIBATh O CAMOM HNpOTpaMMe — ee KOPPEKTHOW paboTe, yAo6CTBe
HCII0JIb30BaHUSI U NMPOU3BOAUTENBHOCTH. [l0/1b30BaTe/ b MOKYNAET, B MEPBYI0 O4Yepe/ib, KAYECTBEHHYIO U
HaIeXKHYI0 MpPOrpaMMy, KOTOPYIO JIETKO MWCIO0JIb30BaTh W MOJIy4aTh CTaOWJbHble pe3yJbTaThl. [lpu
NpUMEHEHHUU CJIOKHBIX METOJIOB 3alllUThl HEO0OXOJAUMO MpeaAyCMOTpPeTb W KOPPEKTHO 06paboTaThb
MaKCHMaJIbHOE KOJIMYEeCTBO BO3MOXXHBIX BAPWAHTOB, NMPU KOTOPBIX JIOTHKA paboOThl MPOrpaMMbl MOXKET
OBITh HAapYLIEHA UM IPOU30UAeT NOTePsS BAXKHbBIX JJAHHBIX.
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