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1. TMocraHoBKG 304044 M NJIAHUPOBAHME €e
peLwieHms

TectoBOE NpuNoOXeHue

B KayecTBe TeCTOBOIO MPWIOXKEHUS BhIOpaHa MporpaMmma, MpeCcTaBisAIas coboi

rpadudeckuii mHTEpderic pabots! ¢ 6a3oit faHHBIX (B/) MS Access, cozepKaliei Cliucok

KJIMEHTOB ¥ HTHOPMAIIHUIO O HUX.

MocraHoBKa 3a08004M

1.
2.
3.

4.
5.

HauaTtp paboty ¢ Guardant APIL.

Ha¥iTu K109 110 33/JaHHBIM ITapaMeTpaM.

Pa3paboTaTh IPOCTEHIIYIO CHCTEMY 3aIUTHl HA OCHOBE OJHOM 3alTUIIeHHOMN
AYEUKU.

KoppekTHo 3aBepuiuThb paboty ¢ Guardant API.

B cirydae BO3HUKHOBEHUS OMMOOK KOPPEKTHO MX 00paboTaTh.

HdeicTBua Heo6xoaMMbIe ANs peLueHUs 3a[a4m

[Ipu 3anycke mporpaMMel

1.

ik wbDd

6.

Wuunuanuzauus Guardant API (GrdApi.GrdStartup)

Cosmanue xaHm1a KOHTeHepa Guardant (GrdApi.GrdCreateHandle)
YcraHoBKa KoZoB ZiocTyma K kmouy (GrdApi. GrdSetAccessCodes)
[TocTpoeHuUe crrcKa JOCTYIHBIX Kitodelt (GrdApi. GrdFind)
Moaudukanus movcka Kitoda. Vcnoap3oBanue ¢Graros moucka
(GrdApi.GrdSetFindMode)

[TopxmoueHue K BeIOpaHHOMYy Kittouy (GrdApi.GrdLogin)

[Ipu 3aBepIeHrN pabOThI IPOrPaAMMEbI

1.
2.

3.

3aBepiieHue paboTsl ¢ kiodoM (GrdApi.GrdLogout)

3akpbITHE X3HUTa KOHTelHepa Guardant. OcBoOOXKIeHYE TaMATH
(GrdApi.GrdCloseHandle)

Jevnunmanusanus Guardant API (GrdApi.GrdCleanup)

[Ipu BBI3OBe GVHKIINM IToMcKa TenedoHa KiuenTa oo BJ1

1.

2.
3.
4

[TepBuyHas akTuBalYA 3amuineHHon sueriku (GrdApi.GrdPI_Activate)
YreHue JaHHBIX U3 3amuieHHOMN aueliku (GrdApi.GrdApi.GrdPI_Read)
[TpoBepka KOPPEKTHOCTH IAHHBIX B 3aIIUIIEHHOM S4eliKe

OO6HOB/IEHYE TaHHBIX B 3anuieHHON ssueiike (GrdApi.GrdPI_Update)

[Ipu BbI30Be GVHKIIMU IIOMCKA UMEeHHU KianeHTa 1o B/1

1.
2.
3.

[TonbITKa YTeHUA U3 3aluineHHoU asueiku (GrdApi.GrdRead)
YcTraHOBKa aZipecaliyy amMATH Kiroda B pexkuM SAM (GrdApi.GrdSetWorkMode)
Yrenue nosa cogepskaitero ID kitoua (GrdApi.GrdRead)



2. OnucaHue pewueHMs 30404M

2.1 Numumanusauyusa API

Jns Havyasia paboTsl ¢ kmroyamu Guardant He06XOAUMO UMeTh XOTs ObI OJUH IeKTPOHHBIN
KJTIOY ¥ KOZIBI IOCTYTIAa K HEMY, a TaK Ke CKayaTh U yCTAaHOBUTH KoMILUIeKT pa3paboTymka.
OH pacmpocrpaHseTcs 6ecIiaTHO U BCeTZa AOCTYIIEH /U1 CKauUBaHUA ¢ calTa
www.guardant.ru. B mporiecce ycTaHOBKYM KOMIUIEKTa pa3paboTYrKa HEOOXOAMMO YKa3aTh

KOJbI JOCTYIIa K BalllKM 3JIEKTPOHHBIM KJIFOYaM.

KowmrutekT pa3paboTurKa ycTaHOBJIEH, KIIOY BeTaBaeH B USB-ITOpT KoMITbloTepa, MOXKHO
IIPUCTYIIATh K pa3paboTKe 3aLIUTHI IPOrPaMMHOT0 0OeclieYeHU .

YTo6HB!I 06pamaThes K kitody Guardant, He06XOAMMO ITOAKIIOYUTD K IIPOEKTY CHEIUATbHYIO
O6MOINOTEKY. B pa3mnyHbBIX cpefiax pa3paboTKH TPOrpaMMHOI0 06eCIIeYeHHUS TO JeIaeTCs

Pa3HBIMH CIIOCOOAMHU.
B wactHoCTH, B Visual C# 1151 5TOr0 Hy>KHO:

1. HaWTHU B yCTAHOBJIEHHOM KOMIUIEKTE pa3paboTUrKa iBe OUOIUOTEKN
«GuardantDotNetApi.dll» u «GrdAPI32.dll» (oHu HaxozaATcs B manke «Lib»), oHu
HY>KHBI 27151 paboTsl ¢ Guardant API. JlaHHble OUOIMOTEKY JOIKHBI IIPUCYTCTBOBATh
B ITaTIKe C OTKOMIIWJIMPOBAHHOW IIPOrpaMMOii. Bo3MoskeH BapyaHT, KOT/a s
yaobcTBa paboThI JaHHBIE GatIbl PU MHCTAUIIIUN OYyT CKOIMPOBAHBI B MATKY
cucteMbl «Windows»;

2. uepe3 «Solution Explorer» 1o6aBUTH K OJIOKY «References» CChUIKY Ha
«GuardantDotNetApi». JIjif 3TOTO HYKHO Ha)KaTb IIPaBOX KHOITKOM MBIIIIN Ha
«References», BBIOpaThb «Add Reference..», IepeiTH B manky ¢ bubnarorekaMu (ITyHKT
1) u BBIGpaTh pokcu 6ubamoreky «GuardantDotNetApi.dll»;

3. nobaButh «Guardant» K CIIUCKY UCIIOIb3YEMBIX IIPOCTPAHCTB UMeEH (using
Guardant).

®aiiuTel I 3TOM U APYTUX CpeJ MPOrpaMMHPOBaHUA MOXKHO HalTH B marmke «Lib» KomruiekTa
Da3naboOTINKA.

I[Mepen HavasoM paboTHI ¢ KitoyoM Guardant Hy>KHO 3aIIpOrpaMMHPOBATh €0 IO/, HY Kb
Halllel 3aIUTEL, IeJTAeTCs 3TO C TOMOIIBIO YTHINTHI TPOrpaMMUPOBAaHUA Ktodyeit Guardant
(GrdUtil.exe). IlporpaMMupoOBaHue KIOYeH TPOUCXOJUT TTOCPEACTBOM CO3/JaHUA MAaCKHU
KJTI0Ya ¥ MTOC/IeIYIONel ee 3alMCH B OIMH WIN HECKOJIBKO KItoUeid. 'OBOPs MPOCTHIM
SI3BIKOM, MacKa KIo4a — 3To o6pa3 BceX MmoJsied Kitoda (MX CTPYKTYPHI U COAEPIKUMOTO0).
Bosiee mogpo6HO ¢ cOCTaBOM MacCKH, MbI TO3HAKOMUMCS B CJIEAYIOUINX YacTAX. YTOOBI He
TPaTUTh BPeMs Ha CO3/IlaHKMe MacCKU BPYYHYIO, BOCIIOIb3YeMCS yKe CO3[aHHBIM /IS HAIlero
ypoka ¢aiyioM Macku Kitoda «lessonl.nsd». 3amycTure yTWInTy «[IporpaMmMupoBaHue
kitoveit Guardant» u oTKpoiiTe daitn Mmacku «lessonl.nsd» (®Pailn -» Omkpsims), ocie
3TOTO 3aMMIINTE JaHHYI0 MacKy B Baml kirod (Kntou - 3anucs 8 kiarou).

Temnepb Bce roTOBO 11 paboThI HemocpeAcTBeHHO ¢ Guardant API.


http://www.guardant.ru/

Jlnst Havasma paboThI C KJIFOUOM 3aI[UThl HEOOXOAMMO IIPOBECTH MHUIIMATU3AIIUIO HalleH
kormu Guardant API, aTo genaercs ¢ momoursio Mmetoga GrdApi.GrdStartup().
EZAVHCTBEHHBIH TapaMeTp JaHHOTO MeTO/Ia TI03BOJIET BhIOpATh TUII KIIOUYEH, C KOTOPBIMU
MBI OyzieT paboTaTh. DTO MOTYT OBITh JIOKAJTbHbIE KIIOYH, yAaJIeHHbIE KITFOUH, WIN U T€ U
Apyrue. B 1TaHHOM ypoKe Hallla 3a/ja4a HayYUThCsI MCII0b30BaTh JIOKATbHbBIE KIIOUH,

MMO3TOMY B KadecTBe mapamerpa ykaxkeMm «GrdFMR.Local».
RetCode = GrdApi.GrdStartup(GrdFMR.Local);

3aBepirenue paboTsl ¢ Guardant API ocymectsiasercsa metogoM GrdApi.GrdCleanup(),
JIAHHBINA METO/ IOJDKEH OBITh 00513aTe/IbHO BBI3BAH Iepe/] 3aKPhITUEM IIPIIOXKEHUS WIN
Korza 6ojee He ITaHUpyeTcs paborath ¢ kitodyaMu Guardant. B Hamem crydae, Mbl

ITOMECTUM BBI30B JAHHOTO METOZA B OJIOK 3aKPHITHUSA ITTaBHON (POPMBI TPUIOKEHUA.
RetCode = GrdApi.GrdCleanup();

O6paTuTe BHUMaHUeE, YTO MTOCJIe KaXXA0To BhI3oBa QyHKIMu Guardant API pekomMeHzyeTCs
MIPOBEPATH KO BO3BpaTa yisi 00pabOTKY BO3MOXKHBIX OITMOOK. B KauecTBe OCHOBBI
byHKIIMM 06pabOTKM OMMOOK, MBI BOCIIOJIB3YyEeMCS CJIETKa MOAUGUIIMPOBAHHOM QyHKIIMEH
ErrorHandling. /lTanHas GyHKIIUS UCIIOIB3YETCA B IEMOHCTPALIMOHHOM TIPWIOKEHUH,
KOTOpOe MOXKHO HaliTu B KomIutekTe pa3paboTunka. Bce BO3MOKHBIE KOZBI OIIUOOK C

O[pOOHBIMY ONTMCAHUSIMU MOKHO HAaWTHU B cripaBke 1o Guardant API.

I'pamoTHas 06paboTKa OIKUOOK B IIpOrpaMMe — IIPU3HAK XOPOIIIEro CTHISA
MporpaMMHpoBaHusA. HO CTOUT y4ecTh, YTO MPU UCIIOJIb30BAHUU OJHOM U TOU Ke PYHKITUHU
06paboTKH OMIMOOK BB MOXKETE ZaTh B3JIOMIIUKY IOJICKa3Ky K PACIIONIOKEHHUIO BCEX
BbI30BOB Guardant API. He 3a6bIBaiiTe mpo 2T0! VICIIONB3yHTe pas3TuIHbIE CIIOCOOBI
06paboTKH OMIMOOK, KaK C IOMOIIBIO CITelIMaTbHbIX PYHKIIHH, TaK U B KOJE,

HETIOCPe/ICTBEHHO TOCIe BhI3oBa GyHKIUU API.

CrieIyroIM IIaroM Ha ITyTH K paboTe C 3JIEKTPOHHBIM KJIIOUOM SIBJISETCSA CO3JaHUe XIH/IA,
10 KOTOPOMY OyZIeT IPOMCXOAUTD OOpaleHue K KIouy. JleJlaeTcs 3T0 MeTOJ0M
GrdApi.GrdCreateHandle(). [Toz x3HyT HEOOXOAUMO BBIZIEUTH TAMATH, 3TO MOXKHO
caenath caMocTosTenbHO. OZIHAKO, B IAHHOM CITydae, M3-3a cOOPIIMKA Mycopa BO3MOXKEH
BapUaHT, KOT/Ia X9H/T HAYHET «IUIaBaTh» B TAMATH, YTO 3HAYUTETHHO 3aTPYAHUT PaboTy C
HuM. OcTaBUM BblZiesieHHe aMATH Ha oTKyn Guardant API, koTopslii B Visual C#
MIPEKPaCHO CIPABJAETCS C STUM CAMOCTOSTENbHO. BaXKHBIM ITapaMeTpOM METOZA SIBJISETCS
oTpe/ie/ieHHe PeXXUMa, B KOTOPOM OYZeT UCIIOTb30BAThCA XIHAT. DTO MOXKET OBIThH
MOHOITOJIbHBIA WJIX MHOTOIIOTOYHBIN peXXuM. [Ipy HCIIOIb30BAHUY MHOTOIIOTOYHOT'O
pexkuMa BHyTpH API co3aeTcs KpUTHIecKast CEKIINs, Yepe3 KOTOPYIO TPOUCXOAUT
CUHXPOHHU3AIIVS 00palleHUH K KII04Yy U3 Pa3HbIX IOTOKOB, U3-3a Yero IPIOKeHHe MOXKET
paboratb MezyieHHee. [103TOMY, /TN UCIIOIb30BaTh MHOTOIIOTOYHOCTD He TUIAHUPYeTCH,
MIpaBWIbHBIM Oy/ZIeT BHIOOP MOHOIIOJILHOTO PEKMMa PabOThI. B TECTOBOM MPUIOKEHUU
BbIOpaH pexxuM GrdCHM.MultiThread. 3To cBSI3aHO C T€M, YTO, BO3MOKHO, B CJIEAYIOITUX
YPOKax /Ui IEMOHCTPAIMH CIIOCOO0B YCIIEHHUS 3alIUThI OyIeT NCIO0Ib30BaHa

MHOT'OIIOTOYHOCTb.

GrdHandle = GrdApi.GrdCreateHandle(GrdCHM.MultiThread);



B koHi1ie paboTsl ¢ Guardant API Heo6xoaMMO OyIeT 3aKPBITh X3H/T U OCBOOOAUTD
BBbIZIEJIEHHYO T10/] Hero maMsATh. JlenaeTcs 3to MmerogoM GrdApi.GrdCloseHandle(). YTo6wr
He 3a0bITh, Cpa3y IIOMECTHUM BbI30B B OJIOK 3aBepLIEHUs PabOThI TPOTrPaMMBI.

RetCode = GrdApi.GrdCloseHandle(GrdHandle);

X3H/y1, TI0O KOTOPOMY MBI OyZieM oOpalaThcs K K04y, co34aH. Ternephb Hy>KHO YCTAaHOBUTh
KoZbI flocTyTia K kirouy (Metos GrdApi.GrdSetAccessCodes). Y kiroua Guardant ecTb
HECKOJIbKO YPOBHEH MPUBWIETHH, KaXK/AbIH U3 KOTOPBIX CHA0XKeH COOCTBEHHBIM KOZIOM

JIOCTYyTIA.
JlaHHBIN METO/I ITO3BOJIIET YCTAHOBUTD 4 KO/]a IOCTyTIa:

1. Public Code — myGmuyHBIN KO, UCIIONIB3YeTCA I TOMCKa Kiroda (00iceH Oblmb
300aH 0643ameJbHo).

2. Private Read Code — xof i YTeHUA JaHHBIX U3 KIto4a (0osceH 6bimb 3a0aH
obs3amenibHO).

3. Private Write Code — Koz A1 3aITMCH JaHHBIX B KJIFOY, B OOJIBIIIMHCTBE CJTyYaeB, €70
HCITOTb30BaHUE He TpeOyeTcs, T0O3TOMY B KayeCTBe ITapaMeTpa yKa3blBaeM
MPOU3BOJIbHOE YnciIo (K mpuMepy, 0).

4. Private Master Code — MmacTep KO/, UCIIOIb3yeTCs IS peAAaKTUPOBAHMUS TAPAMETPOB
KiItouya. He ucmonb3yiiTe JaHHBINM KO B 3alUIaEMbIX TIPWIOKEHUAX BO U30eKaHUe

IIornazaHuAa €ro B pyKu 3/I0OyMbIIIUIEHHHUKOB.

Bce Ko/bl IEpeZialoTCsA B METO/, B YMCIOBOM BU/e. UTOOBI 3aTPYAHUTD 3JI0YMBIILIEHHUKY
mmorcK BeI30BoB Guardant API B KoJie 3alTUITIEHHOTO ITPUJIOXKEHUS, 3aMaCKHUPyeM KOZbI
JIOCTyTIa IIPOCTEUIINM CITOCOOOM: BBIYTEM KOHCTAHTY M3 KO/Ia IOCTYIIa, a 3aTeM ITpUbaBUM

€€ HEIIOCPEACTBEHHO B ITapaME€Tpax METOAA.

RetCode = GrdApi.GrdSetAccessCodes (GrdHandle, PublicCode + CryptPU,
ReadCode + CryptRD, 0, 0);

Jlnd ycuneHys 3aiuThl MOXKHO JOTIOJTHUTEIBHO BCTPOUTH B IPOrPaMMy IIPOBEPKY
MoanbUKAaIUU KOJOB ZocTyma K Kitody. Xotsa Metoq GrdApi.GrdSetAccessCodes
OTHOCHTCA K GJIOKY MHUITMAIU3AIINHI, OH MOKET BBI3bIBAThCSI HEOJJHOKPATHO, U
yCTaHaB/IUBaTh HY>KHbIE KO/IbI IOCTyIIa HETIOCPEeACTBEHHO Iepe/l BBI30BOM HYKHBIX
MeToZ0B. CTOUTb OTMETUTD, YTO IIPX IOBTOPHBIX BBI30BaX METO/A, €C/IN KOZ B [IapaMeTpe
yCTaHOBJIEH paBHBIM 0, TO OH OCTAHETCA B IaMATH HEM3MeHEHHBIM, a IIPU yCTaHOBKE
J060r0 APyroro yncia, oH OyzeT nepesanvcal. MHOTOKpaTHBIN BEI30B MeTOa
GrdApi.GrdSetAccessCodes ¢ pa3TUYHBIMU KOZAMU MOXKET 3aTPyAHUTH IOUCKHU
B3JIOMIIKOM pEaIbHBIX KOZIOB JOCTYTIA.



2.2 NMouck 1 NoaKJIoYEeHUEe K KIIouy

Jl1s1 IorcKa BeeX KITI0Uel MOAKII0YEHHBIX K KOMIIBIOTEDPY, B kiacce API Guardant
npegHazHadeH MeToZi GrdApi.GrdFind(). Bocrionsdyemes MM /1S TIOCTPOEHUS CITHICKA
JIOCTYTIHBIX KJII04eli. B kauecTBe epBOro mapameTpa MeToZia yKa3blBaeTCsa XIH/JT
KOHTeliHepa Guardant, BTOpoi mapamMeTp ycTaHaBauBaeT TUIl noucka (GrdF_First — monck
nepBoro kito4da, GrdF_Next — ciefyromye KIo4n).

RetCode = GrdApi.GrdFind(GrdHandle, GrdF.First, out DongleID, out
GrdFindInfol);

B ciryyae ycnemHoro BbI30Ba METO/Ia, B TpETheM napamMeTpe 6yzeT ID Kiroda U B 4eTBEPTOM
- mogpobHasa nHpopMaIus o Kitode. /1 HarISAHOU IeMOHCTPAIINH IIPOCMOTpa MOApOOHOM
nHdopManum o kitode coxpaHuM cTpykTypy GrdFindInfol nocie nepBoro Bei3oBa
byHKIIMY TTOMCKa.

JI1s1 HarISIZIHOM ZIEMOHCTPALIMK BCEX TOAKITIOYEHHBIX K KOMITBIOTEPY KJIIOUel 106aBUM K

nporpamMe BbIBoO/ ID HatiZieHHOTO Kitoda yepe3 MessageBox.Show().

MBI TOSTyYMIH CITUCOK KiTtodel Guardant, IOAKIIOUEHHBIX K KOMITBIOTEPY, KOTOPBIE
HCIIOTB3YIOT YCTAaHOBJIEHHBIE HAMU KOZBI ZiocTyma. Ho 4To sies1aTh, ecyiv y Bac LEeTbIA P
Pa3JIMYHBIX TPOrPAMMHBIX Pa3pabOTOK U KJIFOYU K HUM Pa3HbIe, a KOZABI IOCTYIIA OHU U T
»ke? Kak BBIOpaTh KIIt0Y, KOTOPHIN I CTBUTENBHO HYXKEH, U KaK K HEMY MOJKIIOUNUTHCS?
Jlnst aToro B kitoye Guardant mpezycCMOTPEHBI LEJIBIH PsZ, IToJIei 001ero Ha3HAYEeHMUs, C
ITOMOIITBIO0 HUX MOXKHO 33/IaTh JAOMOJHUTETbHbIE TapaMeTPhI IIOUCKA Kto4a. [ToTHBIN
CITHCOK BO3MOKHBIX ITaPaMETPOB: «HOMEP MPOTrPaMMBbI», «ID Kito4a», «CepUMHBI HOMED»,

«BEPCUsI», «OUTOBAs MaCKa», «TUII KJII0Ua», «MOJIENIb KJIIoUa», «MHTepdeNc KItoda».

OTH Ke IMapaMeTpHI coZiepkaTcs B moApobHoit nHdpopmariuu o kiode (GrdFindInfol),
KOTOPYIO MBI COXPaHWWIM [TOC/Ie TIePBOTOo 3allycka MeTo/a ITorcKa. BriBeseM ee Ha akpaH U
IIOCMOTPUM, KaKHe e JaHHbIe 3aIFCaHbI B HallleM Kiitode. Jlist 3Toro pa3bepeM CTPYKTYpY

Ha COCTaBJIAIONINE U TOKaXKeM ee yepe3 MeTo MessageBox.Show().

OzuH U3 mapaMeTpoB B JaHHOU CTPYKType - 3To ID kimova. OH YHUKa/IeH /I BceX KItouei
nuHeliku Guardant. [TosToMy ero MOXXHO MCIOIb30BaTh IIPU TOCTPOEHUU CUCTEMBI 3aITUTHI
ZUid floporux nporpamm. Eciiu BeI IpoziaeTe eAMHUYHBIE KOIIUU [IPOIPaMMHOT'0O
obecrieyeHNs, KOMITWIMPYeETe U 3alllHIIaeTe IIPOrpaMMy I KaXK/J0r0 KOHKPETHOTO
KJIMEeHTa, TO MacKa, ToMelliaeMas B 3JIEKTPOHHBIN KJIF0Y TaKKe ZI0JDKHA OBITh YHUKATbHA

JUTST K&KZOTO KJIMEHTa. B aToM crydae Heo6XoquMo 6yzeT HcKaThb KIIiodY 1Mo ero ID.

JlaBaiiTe orpaHMYMM IIOUCK KJII0Ya 110 HOMEPY IIpOrpaMMbl ¥ OUTOBOM Macke. B camom
HavaJsie MporpaMMBbl MBI 3aMI1CATHU B TAMATH KJII04a MacKy u3 ¢aiina «lessonl.nsd». B Helt
3aJaHsl CIeAyolue napaMmeTpsl: «<Homep npoepammst» = 5, «bumosas macka» = 77
(BIN=1001101).

[TapameTp mmoucka «buToBas Macka» yZ0OHO UCIIONIb30BaTh, KOT/A K KJIIOUY IPUBSI3BIBAOTCS
HECKOJIbKO Pa3HBbIX MIPWIOKEHUHN WM HECKOIBKO MOJyJel OAHOTO IPUI0OXKeHUs (TO eCcTh
Ka)KZ[bI 2JIEKTPOHHBIN KJIF0Y MOXKET IO/l P>KUBATh MPOMU3BOIBHBIN HA0OD U3

CYIIeCTBYIOIIUX MOAY/Iel TPUIoKeHU:). B TakoM cirydae B Macke KJIr4a co3/1atoTcs Mo



(3amuieHHbIE STYEWKY WIN JIeCKPUIITOPHI AITOPUTMOB) /TSI KQXKAOTO U3 MOJYJIEH.
ExuHunb! B OUTOBOM MacKe KIto4a IIPU 3TOM COOTBETCTBYIOT MOZYJIAM, TIOJIA U KOTOPBIX
OBUTH 10OABJIEHBI B MACKy, ¥ KOTOPBIE OyZAyT peasbHO paboTaTh C JAHHBIM 3JIEKTPOHHBIM
kitoyoM. K nmpumepy, ectu B Kitode 3aziaHa buroBast Macka 1001101, To B HEM eCTh
anroputmsl st 1,3,4 u 7 (cipaBa-HaieBo) GYHKITMOHATBHBIX MOAyJei. COOTBETCTBEHHO,
eCyIu 711 paboThI IpUIOKeHUs TpebytoTes 1-i u 4-H, To 33/1aB B [TapaMeTpax IoucKa
6uToByto Macky 1001, MbI HaiiieM K04 ¢ Mackoit 1001101, Tak KaK B HEM eCTb Hy)KHbBIE
HaM 1osd. B HameM npuMepe 6yzieT IpoBepATHCA ITOJTHOE COOTBETCTBHE OUTOBOM MaCKU
(buToBas Macka B KJII0o4e paBHa OMTOBOI MacKe B TapaMeTpax IIOMCKa).

YTOOBI YCTaHOBUTD OIrpaHUYE€HHA IIOMCKa K/II04a BOCIIOJIb3yeMCA METOAOM

GrdApi.GrdSetFindMode (). Zlo6aBuM B Hallle IPWIOKEHUE CIEAYIOIINHN KOZ

RemoteMode = GrdFMR.Local; // ITouck moJibko JIOKAbHbLX Kaouell

DongleFlags = GrdFM.NProg + GrdFM.Mask; // Huiem no Homepy npozpammbl u
6umosotl macke

DongleID = 645090921; // ID xntoua

ProgramNumber = 5; // Homep Haulell npoepammbl

SerialNumber = 0; // CepuliHblil HOMep

Version = 0; // Bepcus npozpammbl

BitMask = 77; // Bumosas macka

DongleType = GrdDT.GSII64; // Kntou ¢ noddepackoil anzopumma

GSII64

DongleModel = GrdFMM.ALL; // Bce modenu kntoueil

DongleInterface = GrdFMI.ALL; // Uumepdetic nodknroueHus 1060t

(LPT unu USB)

RetCode = GrdApi.GrdSetFindMode(GrdHandle,
RemoteMode,
DongleFlags,
ProgramNumber,
DonglelD,
SerialNumber,
Version,

BitMask,
DongleType,
DongleModel,
Donglelnterface);

HecMoTps Ha TO, 4YTO MOMUMO OUTOBOM MacKy M HOMepa IPOrpaMMbl B lTapaMeTpax MOUCKa
6bUTH 331aHBHI enle ID, cepuitHBIN HOMep U Bepcus, B KayecTBe KPUTepHeB ITOMCKa OyayT
WICIIOJIb30BAHBI TOJIBKO HOMED IPOrpaMMBbI ¥ OUTOBAs MacKa, TaK KaK TOJNBKO /I HUX

ykasaHbl ¢piaru mapamerpa DongleFlags.

Teneps pu Be3oBe MeTo0B GrdApi.GrdFind () wim GrdApi.GrdLogin() 6yzayT HaligeHbI
TOJIBKO COOTBETCTBYIOIIHE 3aJaHHBIM KPUTEPUAM ITOMCKA KIIOYH.

B Buze TPEHHUPOBKHU YCTAHOBUTE ID Barrero kjro4a B KaueCTBe IapaMeTpa IIOMUCKA.



He crout 3abbI1BaTh O TOM, 4YTO 3aZlaHHbIE ITapaMETPLI IIOMCKA K/I04Ya HE AB/IAIOTCA
3alllUTHBIM MEXaHNU3MOM, 1, paBHO KdK PE€3yJ/bTaT ITIOXCKaA KJII049a, HE MOTYT ABIATHCA
OCHOBOI AJIAA OpraHrU3alvyl JIOTUKU 3alllUThI.

Vcnonp3oBanue Metoza moucka kioueil GrdApi.GrdFind() B mpuioxkeHUn
Heo0s13aTeNbHO. BIIOTHE I0CTaTOYHO OTPAHUYUTh KPYT BO3MOXKHBIX KJIFOUEH Yepe3 METO/
GrdApi.GrdSetFindMode(), v mocyie 3Toro cpasy ke MOXKHO IIPOU3BOJUTD ITOAKIIOUeHNE K
kirouy ¢ momoirsio GrdApi.GrdLogin().

MeToz noaxI0ueHus K 31eKTpoHHoMY kittouy GrdApi.GrdLogin() umeert psj mapameTpos.
[lepBbIii - 9TO X3HAJI KOHTEMHEpPa, C KOTOPBIM MBI y>Ke BCTpevaanch He pas. Bropoii u
TpeTUi mapaMeTp /1 IOKaJIbHBIX KJI0Uel He ucnosnb3ytorcesa. Ho ecyiv oHU Bac
3aMHTepecoBaIu, TO 06 3TOM Bcersia MOXKHO IIPOYUTATh B CIIPABOYHOM crcTeMe 1o Guardant
APL

BBITIOJTHUM MOAKJIIOYEHUE K KIIOYY.
RetCode = GrdApi.GrdLogin(GrdHandle, OXFFFFFFFF, GrdLM.PerStation);

HapaBHe ¢ METOIOM MOAKIIOUEHHUS K KJIIOUY, €CTh METO/] OTK/IFOUeHUS OT Kitoya. OH
0COOEHHO aKTyaJIeH IIPH KCITOIb30BAaHUM CETEBBIX KItoueii. [IpH ero BHI30BE MMPOUCXOJUT
0CBOOOJKIEHHE JINLIEH3UH, 3aHATOM KOTIMEH HaIIlero MPUIOKEHHUS B CETEBOM KJII0Ue ITPU
BbI3oBe GrdLogin. /lo6aBuM meToz GrdLogout B 6J10K 3aBepIiieHNs pabOThI HaIlle i

IIPOTPaMMBL.
RetCode = GrdApi.GrdLogout(GrdHandle);

Ha 3TOM IOArOTOBUTEIBHBIN 3TAIl PAOOTHI C KJTFOUOM 3aBepIIeH, ¥ MOXXHO IIPUCTYTIATh

HEeIoCpe/iICTBEHHO K IIPOrpaMMUPOBAHUIO JIOTUKU 3aIIUTHI IPIOKEHUA.

2.3 Yrenme u 3anucb vHpopmauumn. HauanbHbIN YPOBEHDb
3aLMTDI

[Tpexxae YeM roBOPUTh O METO/IaX YTEHUH U 3amricy MHPopMaluu B ko4 Guardant,
JaBaliTe ITI03HAKOMUMCH C 3alUILIeHHBIMU SYeKaMU. 3allyllleHHad g4elKa - 3To 061acTh
mamsTHy B kitode Guardant, KyZia MOXKeT OBITh TIOMeIlleHa U OTKYZa CYUTAaHa pa3TnyHast
nHbopManus. B uem nmpenmymecTBo 3auyIleHHON TYeHKY U1 XpaHEHWS JAHHBIX ITepes
OOBIYHOM MAaMATHIO KJTt0Ya? 3alUIIEHHON YeiKe JOCTYITHBI CJIeAYIOIINE CEPBUCHL: TYerKa
MOXKeT ObITh aKTUBUPOBAHA ([IOCTYITHA /I YTEHUA U 3aIIMCH) U IeaKTUBUpPOBaHa. s
aKTHUBaLUM-ZleaKTHUBAIlUU yCTaHABIUBAIOTCA OTAeNbHbIE Tapoyiu. Bo3MoXkHa Takke
yCTaHOBKA TOJIb30BaTEIbCKUX MTAPOJIE Ha YTEHUE U 3aITUCh MHPOPMAIIUU B TIEHKY .
3aluIeHHbIE SYEHKHU - 3TO OTIMYHBIHN CIT0OCOO XpaHEeHUS KAKUX-THO0 BaXKHBIX JAHHBIX WU
JIULIeH3MOHHOM MHpOpMaIHU.

[Tocse Toro Kak B 4acTu 1 MbI 3alUCcaIU MacKy «lessonl.nsd» B KJIFOY 3aIIUTHI, TaM
HaXOJUTCS OZIHA 3allUIIeHHas TUeliKa ¢ Ha3BaHUeM «Ypok 1» U JUIMHHOM 32 cuMBoJa. Y

JAHHOM YeKU yCTaHOBJIEHBI CJie/lyIolye Maposu AocTyma: aktTuBauuu 408956937,



yreHusa 1469608341, samucu 843783688. B HacTosAIIee BpeMs B sTuelike HaxoAUTcA ¢ppasa
«HelloWord!», suetika JeakTHBUPOBaHA.

Bce 3amuiieHHbIe AY€HKY U allllapaTHbIe aJITOPUTMBI, HAXOAAN[MeCA B TaMATH KJII04a,
HyMepyIoTcs, HaunHas ¢ 0. VIMeHHO 110 3TOMy HOMepY U IPOUCXOAUT obpareHue. Hama
nepBas 3alluieHHas s4yeiika umeeT Homep 0.

OKCIepUMEHTHI C 3aIIUTOMN OyZileM CTaBUTh Ha COOBITHH ITOKCKA 10 HOMepy TesedoHa.
[TepBBIii METO/,, KOTOPBIM MBI HAYYHUMCS TI0JIb30BaThCA, - 3T0 GrdApi.GrdPI_Read() —
YyTeHue 3aluIleHHON A4elKu kiatoda Guardant.

RetCode = GrdApi.GrdPI_Read(

GrdHandle, // XaHon koumeiinepa Guardant

0, // Homep 3awjuuieHHol suellku

0, // CmeuleHue, ¢ Komopozo 6ydem npou3sooumascsi umeHuie 8
3auuueHHoll aueiike

32, // Konuuecmso 6aiim ons umenus

out PIData, // Ykazamenwv Ha Oydep cuumaHHbLX OAHHBLX

1469608341); // Tlapoab Ha umeHuUe 3auUiLleHHOLL AuellKu

Eciiv morpo6oBaTh IPOYUTATh SUYEHKY ceifyac, To OyZeT ImosydeHa ourmoKa
GrdE.Inactiveltem. DTO MPOMU30IILIO TOTOMY, YTO HaIlla STYeiika He aKTUBUPOBAHA.

Jlob6aBisieM B KO/ TPOBEPKY Ha aKTUBAIUIO TIYEHKHU:

if (RetCode == GrdE.Inactiveltem)

Teneps, ectu sTYelika He aKTUBUPOBaHa, MbI JOJKHBI aKTUBUPOBATh €€ U ellle pa3 BbI3BaTh
byHkumio ureHus. s aktTuBanuu stueku B Guardant API mpesHa3HaYeH METOZ
GrdApi.GrdPI_Activate(). /laHHBII METOZ I10 YCTAaHOBJIEHHOMY TTAPOJII0 AaKTUBUPYET, KaK
3aluIleHHbIe TYeHKY, TaK U alapaTHble alropuTMbl. C anmapaTHIMU aITOPUTMAMU MbI
MTO3HAaKOMHUMCS BO BTOPOM yPOKe, a ceiuac 106aBUM K UCXOZHOMY KOy IIPUJIOXKEHU METO/,
aKTUBAIIUM 3alUIIEeHHOM SYeHKH.

RetCode = GrdApi.GrdPI_Activate(

GrdHandle, // XaHOn konmetinepa Guardant
0, // Homep 3awjuuieHHoll auellku unu anzopumma
408956937); // Iapons 0na akmusayuu AYeliKu Wiu an2opumma

Kak BbI BUZUTE, ST aKTUBAINY 3alTANIEHHON TYeHKU 0CTATOYHO YKa3aTh ee HOMEDP U
YCTaHOBJIEHHBIM Bamu Ko/l akTUBAITHH.

[IpoBepsieM COIEPIKUMOE STYEHKH [TOC/Ie aKTUBAIMK. TaM o/KHA HAXOJUThCSA CTPOKa
«HelloWord!» 6e3 kaBbruek. Eciv aTo He Tak, 3HAYUT, 3alUTa ObUta HapyllleHa, ¥ Mbl

ZIOJDKHBI 0TOOPa3uTh COOOIIeHe 00 3TOM U 3aBePUINTh pabOTy MPOTPaMMEL.

Eciu B siueiiKe Bce-TaKH, KaK Mbl U OXKUZAAIH, HaXoAUTCA cTpoka «HelloWord!», To 06HOBUM
coZiepyKUMOe TYEUKHU ¢ ToMoIbio MeToza GrdApi.GrdPI_Update. 3anuiirem B s4eiKy
rH}opMaLuio 0 CTyyaitHOM KiaueHTe u3 bassl laHHbIX. PopMaT T4elKu py 3TOM OyaeT
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cyleIyIonrii: mepBbie 4 6arita 3To ID kimeHTa u3 bass! JaHHbIX. OcTambHbIe 28 6ANWTOB UM

KkineHTa. [IpuBe iy mpuMep 3anucy B 3alUIIEHHYIO AYEHKY.

RetCode = GrdApi.GrdPI_Update(

GrdHandle, //X3H0n KoHmeliHepa

0, //Homep 3aujuujeHHo1l sueliku uiu areopumma
0, //CmeweHue 3aujuuieHHOlL sauell

32, //Konuuecmeo 6ailmos ons 3anucu

PIData, //Ykazamenw Ha Oydep c 0aHHbIMU
843783688, //Iapoab Ha 3anucs

GrdUM.MOV); //Memoo obroenenuss (MOV wiu XOR)

[Tonsa MeToza 3aMKCH B 3allIUIIEHHYIO A4elKy, [0 CyTHU, aHAJIOTUYHBI METO/Y UTeHUA.
EZVHCTBEHHOE M3MeHeHHe - rosie «MeTo/ 0OHOBIEHNUS», JAHHOE T10JIe MOXXeT IIPUHUMATh 2
tumna 3HaueHu# GrdUM_MOV wiu GrdUM_XOR. Ha3BaHus rOBOPAT camu 3a cebs, TIepBBIi
crioco6 0OHOBJIEHNS TIepe3alUChIBAET TYEHKY JaHHBIMU, BTOPOH - CKJIAZIBIBAET UX C

COZIEP>KUMBIM 10 MOZYJIIO /1Ba.

MBEI TO3HAKOMMWINCH C METOZAMU YTEHUA U 3aIlMCH 3alUIIEHHEIX AdeeK. HeonucanHoi
ocTasach JIMIIIb JIOTHKA 3al[UTHBIX MEXaHU3MOB JJaHHOTO IpuMepa. OHa IpuBeZieHa B BU/E
6ok-cxeMsl (Puc. 1).

CUUTLIBAEM AAHHBIE WHTEepnpeTupyem Select clientname
na Plp' nepsble 4 baiita U3 P from clients where
Pl Kak ID knueHTa ID=XXXX
I HAHAHO HET
\7/ 1
/,// B Aveiike \“\\
PN —»<_ymonsuanshoe «Hello >
//’ \‘\-\\\ JA . World!»? //
(/*" Aueiika ~ ‘!
. aKTMBMpOBaHa? \[ N
. - S by
~ BA
. ,—"/ i //// \\\
T RN A N
HET / BblXOA U3 -~ CpaBHMBaem pe3ynbTaT \\
[ MPOrPAMMbI.  |€HE COBNAJAKOT—  3anpoca 1 cogepxumoe >
* \ ™ <
"\\Ommﬁka 3alMThI. / \\ 3alUMILEHHON AYelikn 7
AKTUBMPYEM AYEIKY - \\\ v
c naponem \\ //
HET
\ COBNAOAIOT
/,// \‘\\ BbiGupaem B -
" Baueitke T~ NPOU3BO/NbHYIO /7 Npogomkaem

!
| HOpPManbHyHo paﬁow)

.__nporpammbl __~

3aHOBO CYWTbIBaEM
OaHHble 13 Pl

o .
'—Fi\ ymonbuansHoe «Hello >

-~ -
~. Worldl»? .

3anuck B Tabnuue
Clients, O6HoBNAEM
coaepxumoe Pl

OA oy

Puc. 1. Anroput™m paboTHI ¢ 3anTUIeHHON ssueiikoit (Protect Item — PI)

Buumanwue! JlaHHbIH ipuMep paboThl ¢ B/l IBfeTcsa 1eMOHCTPAIMOHHBIM, HE CTOUT
Heo6yMaHHO KONIMPOBATh BCE NpeIaraeMble METO/BI B pealbHOE NpIokeHue. O6s13aTeNlbHO
YYUTHIBaliTe BO3MOXXHbIE COOU B Pab0OTE peasbHOTO MPIIOKEHUA U 6a3bl JaHHBIX. [[OMHUTE, YTO
3aIuTa NporpaMMHOro obecreyeHUs JOKHA OBITh He TOJMbKO HaZIeXKHOH, HO U TUOKOM,
YCTOMYNBOH K JTFOOBIM COOSIM peaTbHOTO MPMWIOKEHUS.




2.4 DononHutenbHaa nHpopmaums O YTEHUM U 3ANUCH

B npezpiyIiei 9acTy Mbl TTO3HAKOMMWINCEH C METO/IAMU YTEHUS U 3aITMCH 3aITUITIeHHBIX
syeek. OgHako B Guardant API ectb elnie 2 Metoza ureHus u 3anucu GrdApi.GrdRead () u
GrdApi.GrdWrite(). OHM B OCHOBHOM HCITOJIB3YIOTCS IS CTAPhIX MOJEIEN KITIOYe.
JlaHHBIE METO/bI MOTYT UCIIOIB30BAaThCA AJIA CYUTHIBAHUA U 3alIMCHU aZpeCcoB aMATH, Ha
KOTOPBIE He YCTaHOBJIEHBI IPOTrpaMMHBIe 3alIPeThl HA YTEHUE U 3aIKCh.

[Torpo6yeM MpoOYMTATh AAaHHbBIE M3 HAIIIEH 3aIUIIEHHON TYEUKHU C TTOMOIIIBIO0 METOZA
GrdApi.GrdRead (). Ectu B3mIsTHYTh Ha MacKy Halllero TEKYIero Kitoda (cZenarh 3To
MOXKHO B peZJaKTOpe MaMATH KJI0Ya), BUAHO, YTO 3alUINEHHAsA AYeika «YPOK 1»
HaYMHAaeTcs B maMATH ¢ agpeca 024. JlobaBuM B 6J10K 1movcka B B/] 10 UMeHU KJIUeHTa
CIIeIYIOLIUY KO/,

RetCode = GrdApi.GrdRead(GrdHandle, / X3HOn koHmeliHepa

24, // Adpec namsimu 8 kitoue 011 HAUALAd CUUMbI8AHUSL

52, // PaaMep 6JI0Ka JaHHBIX I CYMTHIBAaHUA (3aTOJIOBOK +
coZlep>KUMoe STYeiKn)

out TempData); // TlepemenHas, kyoa 6yoem nomeujeH CUlMaHHblil 610K

[Tocie BBITTOIHEHUS JJaHHOUW QYHKITMHY, B IepeMeHHOM ReadData Hu4yero He U3MEHWIOCH.
BJIOK IaHHBIX He TPOYUTaH. PaHee, U1 TOTO YTOOBI MOTyYUTh BCIO MTHPOPMAIIUIO U3 KITI0Ya,
JIOCTATOYHO OBLIO OJVH pa3 3aIlyCTUTh METO/] YTEeHUA U yKa3aTh BCIO TaMATh KiIro4a. B
COBpeMeHHBIX Kintouax Guardant repe/; B3IOMIMKaMU [TOCTaBJIeH ellle OAUH pybex

000POHBI U3 3aLTUIIEHHBIX TYEEK.

Ho metozg GrdApi.GrdRead Bce-Taku MOXXET BaM IIPUTOUTHCS, HATTPUMeD, KaK OINH U3
BapHaHTOB Moy4yeHus ID kiroda. YToOBI 3TO ¢Zie1aTh A1 Havaaa HeoOX0AUMO ITepeBECTH
aZipecaliyio MaMsaTy B pexkuM SAM, /11 3TOro 106aBUM B IPOTPaMMY
GrdApi.GrdSetWorkMode(). B krtouax Guardant ucrosib3yeTcs iBa THUIIA aZipecalium
namsatu: SAM (System Address Mode) u UAM (User Address Mode). YToObI IOHATH
Pa3HUILY, IOCTAaTOYHO MPECTaBUTh cebe maMaTh Kitoua. [lepsrie 30 6aiiT, 3amricaHHbIE B
KJIIOY€e, OTHOCATCS K cicTeMHBIM (SAM) U He MOTYT OBITh U3MEHEHBI, ITOC/Ie HUX
HavYMHAaeTcs 061acTh MTaMATH, KOTOPasi MOXKET U3MeEHAThHC nosb3oBareneM (UAM). ITo
YMOJTYaHHIO UCTONb3yeTcs aapecaiysa UAM, o3ToMy, YTOObI caMTaTh ID, HYy>KHO

MepeKIIoYnUThea Ha SAM.

RetCode = GrdApi.GrdSetWorkMode(GrdHandle, // XaHOn koHmeliHepa
GrdWM.SAM, // Tun azpecaryy namMmsaTu
GrdWMFM.DriverAuto); // PexxuM paboThI ¢ IpaiBepoM

[Tocste 3TOrO MOXKHO ITPOU3BOAUTD UTeHUe ID kirtova. /limvHa ID cocTaBiser 4 6aiiTa, B
KayecTBe yKasaTeJsid Ha aJjpec MaMATHU UCIO0JIb3yeM CTaHAAPTHYIO KOHCTaHTY
GrdSAM.dwID. C moMoIIbIo TaKUX K€ KOHCTAHT MO)XHO CIYMTATh U3 KJIF09a HOMEDP U

BEPCHUIO ITpOTpaMMBI, 6I/ITOBYTO MacCKy U IpyTue 110Jid, paCCMOTPEHHBIE HAMU B Yactu 2.

RetCode = GrdApi.GrdRead(GrdHandle, //X3H0n koHmeiiHepa
GrdSAM.dwID, //Koncmanma-yxasamens Ha ID
out TempDatalD); //IlepemerHas, kyoa 6ydem nomeuieH CHUMAaHHslil 610k
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2.5 Demvumumanusauusa Guardant API

Bce MOMEHTHI, Kacaroluecs e MHUITUATU3AIUN U KOPPEKTHOTO 3aBePUIEHNU pabOTHI C

Guardant API, ynomunanucs B Hactu 1 JanHOTO ypoKa. PaccMoTpuM ux nozgpobHee.

3aBepuienue pabotsl ¢ Guardant APl HaumHaeM ¢ MeTo/a 3aKphITHA ceaHca paboThI
KJIIOYOM 3aIIUTHI.

RetCode = GrdApi.GrdLogout(GrdHandle);

JlaHHBIN MeTo/ 0COOeHHO aKTyaJleH Ipy paboTe ¢ ceTeBBIMU KII0YaMHU. B ceTeBOoM Kitroue
JU1 Ollpe/ie/ieHNs KOJIMYeCTBa TeKyIINX II0JIb30BaTeel NCII0/Ib3yeTcs IepeMeHHasa pecypca
KJII0Ya, 3TO KOJIMYECTBO M0JIb30BaTeel, KOTOPble MOTI'YT OZHOBPEMEHHO IOAKIIOYUTHCA K
JaHHOMY Kitouy. Eciu 3aBepiiieHre paboTHI ¢ CETEBBIM KJII0YOM IIPOUCXOAUT HEKOPPEKTHO,
To Guardant API Ha poTsbKeHUU 15 MUHYT IPOJOIKUAT CYUTATD, YTO MTOJIb30BATEb BCE
elle paboraet ¢ KI04oM. [Tpy 3TOM BO3MOXKHA CUTYall¥sA, YTO pecypc Kitoda Oyzer
HcYeplaH «MEePTBBIMI» COeJUHEHUAMHU U PEeIbHEIE II0JIb30BaTENN HE CMOTYT K HEMY
MIOJKIFOYUTHCA.

Crnezyroluii mar — 3akpbITve XaHz1a. [1Ipu cozganum koHTeitHepa Guardant API
MIPOVCXOAUT BBIZIE/IEHYE TIaMSITU U, €C/TU paboTa 3aBepilleHa HEKOPPEKTHO, TO BBICOKA

BEPOATHOCTD IIOABJIECHHUA OIINOOK CBSI3aHHBIX C TAK Ha3bIBAEMOI <<YT€qKOfI IIaMATH».

RetCode = GrdApi.GrdCloseHandle(GrdHandle);

IMocmeaHui mar — AeMHUIMaau3anus konuu Guardant API.

RetCode = GrdApi.GrdCleanup();

ToJsIbKO TTOCTIE BBITIOJTHEHUS BCEX ITHUX METO/IOB, MOJKHO CKa3aTh, 4TO paboTa ¢ Guardant API

3aBepli€Ha 'pdMOTHO ¥ KOPPEKTHO.

Jl/is 3aKpeIUieHus: MaTeprajia 03HaKOMbTECH C IPUMEPOM KO/[a KOPPEKTHOTO 3aBepIIeHHs
pabotel ¢ Guardant API.

if (GrdHandle.Address != 0) // IIposepsiem 6bLn it C030aH XIHON
{
// 3akpvieaem ceaxc pabomsl ¢ KAHOUOM
RetCode = GrdApi.GrdLogout(GrdHandle);
ErrorHandling(GrdHandle, RetCode);

// 3akpvimue xaHona koHmeiiHepa Guardant.
//Bblx00 ¢ cepgepa Kitouda u 0c8ob0xcoeHue namsamu
RetCode = GrdApi.GrdCloseHandle(GrdHandle);
ErrorHandling(GrdHandle, RetCode);

// Aeunuyuanuzayus konuu GrdAPI.
RetCode = GrdApi.GrdCleanup();
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3. HeckonbKO BOXXHBIX MOMEHTOB

B 3aBepinieHrEe X04YeTCs ellle pa3 HAIOMHUTH HECKOJIBKO KJIFOYEBBIX MOMEHTOB B pa3paboTKe

3aIUTHI IPOTPAMMHOTO 0becIieyeHUs Ha OCHOBE KJItodelt 3amuTel Guardant.

Bo-nepBbix! O6paboTka omK60K B IporpaMMe — IPU3HAK XOPOIIero CTUIIA
nporpaMMupoBanua. OHAKO, IIPU PealN3aliy 3aIIUTHI IPUIOKEHHUS, JIOTUKA TPOBEPKU
ounboK He J0/KHA OBITH 0HOOOPa3HON. DTO IO3BOJIUT 3aTPYAHUTH 3/I0yMBIIUIEHHUKY
aHaJIM3 JIOTUKY 3alTUTHBIX MEXaHU3MOB.

Bo-Bropsbix! [TapameTps! oncka Kio4ya He ABAAITCA 3al[UTHBIM MeXaHU3MOM, U, PaBHO
KaK pesy/IbTaT II0MCKa KI04a, He MOTYT AIBJIATHCA OCHOBOM /11 OpraHu3aliuy JOTUKU
3aIIUTHL.

B-tpetbux! He konupyiiTe Heo6yMaHHO Bce BO3MOKHbBIE BADUAHTHI 3AIIUTHBIX
MexaHU3MOB. [IoMHUTE, 3aIIMTa AODKHA OBITh HE TOJBKO HAZIEXKHOM, HO ¥ YCTOMYUBOH K
JIF0OBIM BHEITHUM Ype3BbIYaliHBIM ITPOUCIIIECTBUAM, OYyZAb TO cO0u B paboTe 6a3bl JAHHBIX
WU CaMOU ITpOrpaMMBbI. B 4acTHOCTH, aBapUITHOe 3aBepIlIeHUe HAIIero MPWIOKEeHU WIN
HapyIIeHUeE IeJIOCTHOCTY 6a3bl JAHHBIX MOXKET IIPUBECTHU K HEBO3MOXKHOCTH JaIbHEUIIe

paboTHI C TPOTPAMMOH.

Kakue 3aliTHbIE MEXaHHU3MBbI 6y,ZLYT HCIIOJIb30BATBCA U KaK — 3aBHICUT OT Bac.
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